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1. OHEHOYHBIE CPEJACTBA JJIAA TEKYIIET'O KOHTPOJIA

CpencTBa OILIEHHBAaHUS B XOJI€ TEKYILIETO KOHTPOJIS:

— YCTHBIE OITPOCHI B XO/I€ CEMUHAPCKUX 3aHATHIA;

pedepartsr;

— TECTHpOBAHUE;

3aJJaHMs, BBITIOJIHIEMbIE B X01€ CEMUHAPCKOTO 3aHATHUS WM PEKOMEHAYEMbIE IS ca-
MOCTOSATEIBHOM paboThI.

Kon PesynbTater ocBoenus OIIOIT [Inanupyembie pe3ynbTaThl
KOMIIETEHI! (comepxaHyie KOMIETEHIUI) OCBOCHUS AUCUUTUIAHBI
u
OIIK-9 Crniocoben nmpumeHsTs cpenctBa kpuntorpagu- OINK-9.1. Mcnons3yer THIIOBBIE KPHII

YEeCKOM M TeXHHYECKOH 3amuTbl MH(pOpMaruu rorpaduyeckre cpeacTBa 3alluThl UH-
IUIL pelIeHus 3ajgad npodecCHOHATBHOW Nes- (popMamuu, B TOM dHCIE CpEACTBA
TEJIbHOCTU HIIEKTPOHHON TOANHUCH

OI1K-9.2. IIpuMeHseT METO/Ibl U Cpel-
CTBa TEXHUYECKOM 3aluThl MHPOpMa-|
AU JIJIs1 PEIICHHs 3a/1a4d MpoQeccuo-
HaJIbHOW JEeATeIbHOCTH

1.1 Bonpocsl K TeKylieMy KOHTPOJIIO

1. Jlaiite onpenenenue kpuntorpaduu, KpUnroaHaiausa u creraorpaduu. B yem npuniu-
NUalbHOE pa3jinune MEXAy 3alluTol (hakTa nepegaun coOOOIIEHHS U 3allMTON coaepKa-
HUS COOOIEeHUs?

2. Packpoiite conepxkanue Tpuansl Kepkroddea («cekpeTHOCTh CUCTEMBI TOJKHA 3aBUCETh
TOJIBKO OT CEKpeTHOCTH Kitouay). [lodemy B coBpeMmeHHO# b cToiiKOCTh ajnroputma
CUMTAETCS] U3BECTHOM 3JI0YMBIIITICHHUKY?

3. Uro Takoe andaBuUT, OTKPHITHIH TEKCT, MHPPOTEKCT, KJIIOY U AITOPUTM Ipeodpa3oBa-
Hus? [lpuBeaute QopManbHY0O MaTeMaTHYeCKyl0 MOJENb Ipolecca MUGPOBaHUS U
pacu@poBaHus.

4. Knaccuduxanus MeTo 0B MHU(POBaHUSA: CUMMETPUYHBIE U ACUMMETPUYHBIE KPUIITOCH-
cteMbl. CpaBHEHHE UX TPEUMYIIECTB, HEJJOCTATKOB U OCHOBHBIX 00JIacTel MPUMEHEHHUS.

5. Paznuuume mexay OJOYHBIMM M MOTOYHbIMH mH@ppamu. [loHaTue pexuma paboTsl 6104-
Horo mudpa (Ha npumepe ECB, CBC).

6. UYro Takoe ramupoBanue? Omnepauus cinoxxeHus no moaymo asa (XOR) u e€ poas B mo-
CTPOEHUH COBPEMEHHBIX IIH(POB.

7. Crangapt mmmdposanus nanaeix DES (Data Encryption Standard). Mcropus co3nanus,
pasmep 0Ji0Ka, JUTMHA KJII0Ya M MPUYMHBI €0 yCTapeBaHus (aTaka METOJIOM IOJHOTO Ie-
pebopa).

8. Poccuiickuii crangapT cuMmMmeTpuuHoro 6io4ynoro mugpposanus 'OCT 34.12-2015 (6:10-
ku «Marmay» u «Ky3aeunky). Pasmep Omoka, aiiMHa KIIF04a U CTPYKTypa payH/I0B.

9. Awmepukanckuii ctannapt mudposanus AES (Advanced Encryption Standard, Rijndael).
BapuanTs! qnusb! kimtoua (128/192/256 6uTt) 1 KOIM4ecTBO payHI0B ITpeoOpa3oBaHMs.

10. IMoroxossrit mupp RC4: mpunun paboTel HA OCHOBE PErUCTpa CABUra ¢ 0OpaTHOM CBS-
3b10 (LFSR) nnu reneparopa rceBaociaydaidlHbIX yncen. Y I3BUMOCTH aJiTOpUTMa.
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Pexum cremnenus OmokoB mudporekcra (CBC — Cipher Block Chaining). Kak stot
PeXKUM pemniaeT mpoosieMy JACTSPMHUHHUPOBAHHOCTH IMIMGPOBAHUS OJMHAKOBBIX OJIOKOB
OTKpBITOr'O TE€KcTa?

VYrpasieHue KitoyaMH B CHMMETPUYHBIX cucTemax. [Ipobiiema pacrpeneneHus KIrouei
(Key Distribution Problem). IIporokon [Auddu-Xennmana kak cpeiacTBo BbIPaOOTKH
o01ero cekpera.

[Tpunuun paboThl aCUMMETPUYHON KpUNTOrpaguu (KPUIITOCUCTEMBI C OTKPBITHIM KITIO-
4yoM). PoJib OTKPBITOTO M 3aKpHITOrO Kitouei. MaTemaTudeckass OCHOBa OJJHOCTOPOHHHUX
(GYHKIHHA ¢ «ITOTaWHBIM BXOJAOMY.

Anroputm RSA. Matematuueckast 6a3a (CI0XKHOCTh (haKTOPH3AIMU OOJBIINX HEJBIX YH-
celt), MPOIlecChl FreHepaluy KiitoueH, 3amudpoBanus 1 Hu(POBOK MOIMUCH.

Poccuiickue cranmaptsl acummerpuuHoi kpunrorpaduu: FOCT P 34.10-2012 (hopmu-
poBanue u mpoBepka dnekTpornHor noanucu) u 'OCT P 34.11-2012 (pyHkius xammpo-
BaHus «CTpudbory).

Kpunrorpadus na smmunrudeckux kpubbix (ECC — Elliptic Curve Cryptography). Ipe-
UMYIIECTBA nepes KiaccuueckuM RSA npu coxpaHeHWH SKBHBAJICHTHOTO YPOBHS CTOM-
KOCTH.

Hudpacrpykrypa otkpeithix kimtouein (PKI — Public Key Infrastructure). Ha3nadenue
nudpoBoro ceprudukara W ponb ymocrosepsiomero mentpa (CA — Certificate
Authority).

[Iporokon ycraHoBiIeHHs 3amuineHHoro coeaunenus TLS (Transport Layer Security).
Kak B pamkax OJHOH CECCHH UCIIONB3YIOTCS U CHMMETPUYHOE, ¥ ACHMMETPUYHOE I (-
poBanue?

Kpunrorpaduueckas xsui-pynkus. TpeOboBaHus Kk Hel: HEOOPATUMOCTh, CTOMKOCTh K
KOJUTM3USIM (IEPBOMY U BTOPOMY POJy), 3P (PEKT JTaBUHBI.

Cewmeiicto anropurmoB SHA (Secure Hash Algorithm): ssosrorust or SHA-0/1 mo SHA-2
u SHA-3. TTouemy ucrnonb3oBarne MD5 u SHA-1 HetomycTHMO 711 HOBBIX CHCTEM?

Kon ayrentudukarmu coobmenus (MAC — Message Authentication Code). Otinuuue
MAC ot nipocroit xam-pynkiun. Kornernmus HMAC.

OnektpoHHas nudposas noanuck (L]I1). [Ipouecc dopMupoBaHus MOAMUCH (XIIIUPO-
BaHUE + 3aMppoBaHUE XOIIa 3aKPBITHIM KIIFOUOM) U TIPOIIECC MPOBEPKH.

[Tonsitue Teopernyeckoi (coBepiieHHON) croiikoctn mudpa. upp Bepnama (One-
Time Pad) kak eqMHCTBEHHBINH a0COIIOTHO CTOMKHIA METOJI. Y CIIOBHSI €ro MPaKTHYECKOM
peau3almH.

BrrancnurenbHas CTORKOCTh COBpEMEHHBIX MM(ppoB. [IoHATHE CIOKHOCTH aTaku (I0JI-
HBII Tiepedop, aTaka Ha OCHOBE M3BECTHBIX/BBIOPAHHBIX OTKPBITHIX TEKCTOB).

OCHOBHBIE METOJIbI KPUIITOAHATUTHYECKOTO BCKPBITHS: JHHEHHBIA U quddepeHnmnars-
HBII Kpuntoananus. Ha kakux cBoiicTBax nmpeoOpa3oBaHUi OHU CTPOSITCS?

ATtaku o mobounbiM KaHamam (Side-channel attacks): BpemenHo# ananus, aHanus mo-
Tpebusemoil MomHocTH. [loueMy mporpamMMHasi peaiuzanusi aaropuTMa MOXKET ObITh
MeHee 0e30macHOM, 4eM anmnaparHas?

[enoctrocth nanubix vs Konduaennuanpaocts. [Toyemy mudpoBanue camo mo cebe He
rapaHTHpyeT HeM3MEeHHOCTh coobmienus? Mcnomp3zoBanue umuroscrasku (MIC/MICV).
JKu3HeHHBIN UK KpUNTOrpaQuiIecKuX KIFoUeh: reHepalus, pacipeneicHue, XpaHeHue,
CMEHa, apXMBalis ¥ yHUUTOXKeHue. TpeOoBaHMs K JaTduKaM ciy4aiHbix uucen (JCY /
TRNG).

Anmaparasie Mmoaymu 6ezomacHoctu (HSM — Hardware Security Module). 3agauu, ko-
TOpPBIE PEUIAIOT 3TH YCTPOICTBA, U 3aIUTA KIIOYEH OT M3BJICUCHHUS.
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[TpaBoBoe perynupoBanue ucrnoib3zoanuss CK3U (cpenctB kpunrorpaduueckoit 3amu-
b1 nHGopManmn) B PD. Knaccer 3ammter KC1, KC2, KC3, KB, KA u ycnoBus ux npu-
MEHUMOCTH.

1.2 Tembl pedepatoB
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IBosonust mudpos ot ApeBHero mupa 10 XX Beka: CpaBHUTEIbHBIA aHAIU3 JIMCKA
Ones1, ckurtansl, mmdpa Lezaps u auckoBeix mudpoBaibHeix MamuH (Enigma, Purple).
MaTtemaTH4ecKHe OCHOBbI COBpPeMEHHOH KpUNTOrpaduu: Teopus yucesn B KPUITOA-
Hanu3e (mpoctele uncina, anroput™ EBkimna, manas teopema depma, kuraiickas Teope-
Ma 00 ocTaTKax).

IIpo6aema pacnpeneseHus KJI0Yeii: HCTOPUUECKUI 0030p METOIOB TIepeIadn CEKpeT-
HBIX KJIIOYed M MaTeMaTH4YecKoe pelleHue mpodiembl uvepe3 mpoTokon uddu-
Xemana.

Ipunuun Kepkroddeca n oTKphITHIE AATOPUTMBI: UCTOPHS MIEPEX0/ia OT CEKPETHOCTH
MEXAaHU3MOB K CEKPETHOCTH KJIOUE B BOGHHOM JIEJI€ U KOMMEPUYECKOM CEKTOpE.
CToliKoCTh KPUNITOCHCTEM: TEOpeTHYeCKAasl VS BbIYHCAUTEIbHAs. AOCOTIOTHO CTOM-
kue mudpsl (010KHOT BepHaMa) v MpakTHYECKUE OTPaHUICHHS UX HCIIOIb30BAHMSL.

Cranpapt DES (Data Encryption Standard): apxurektypa cetu deiictens, KpUTHKa
JUTMHBI KJIFOYa CO CTOPOHBI ATEeHTCTBa HanuoHanbHOU Oe3omnacHoctu CIIIA u ero ucro-
pHUECKOE 3HAUEHHUE.

Poccuiicknii crangapr 'OCT 34.12-2015 («Ky3Heumk»): cTpykTypa S-0JI0KOB, JIH-
HeiHble 1 Auddy3noHHBIE TpeoOpa3oBaHMs, CPAaBHEHUE C MEXYHApOJIHBIMHU aHaJora-
MH.

Amepukanckuii cranaapt AES (Rijndael): omnepaunun SubBytes, ShiftRows,
MixColumns u AddRoundKey. Marematuueckoe mose ['anya $GF(278)$ xak ocHoBa
npeoOpa3oBaHuil.

Pe:xxumMbl paGoTsl 6s10uHBIX IIKMGPOB: neTanbHbli aHanu3 pexxumoB ECB, CBC, CFB,
OFB u CTR. IIpo6aems! «madionHoro mudpoBanus» B pexxume ECB.

IToTroxoBbie mugpsl Ha ocHoBe peructpoB caBura (LFSR): reneparop I'edda u ca-
MoyceueHHbIH reneparop (SSG). IlpumeHeHne MOTOKOBBIX HIM(POB B MOOUIIBHOM CBS3H
AaroputMm RSA: marematnueckasi CJI0KHOCTh 3a/1aud (pakTopu3anuyd OOJIBIIUX YUCE.
ITpouecc renepanuu KIto4Y€ei, yI3BUMOCTH IPU UCIOIb30BAHUU MAJIBIX DKCIIOHEHT.

Kpunrorpadpusa na snmunrudecknx kpusbix (ECC): npeumymectBa nepen RSA B
MOOUJIBHBIX ycTpoicTBax U TexHonorusx Murepuera Beuieit (IoT). Cranaaptel Suite B u
I'OCT P 34.10-2012.

HNudpacrpykrypa orkpoiThix Kiao4deit (PKI): pons ynocrosepstomux 1eatpos (CA),
Uepapxus T0BepHUs U KU3HEHHBIH UK U poBoro ceprudukata (X.509).

ATakM Ha aCHMMeETPHMYHYI0 KpunTorpaguio: ataka BuHepa Ha maible 3HaUeHUS 3a-
KPBITOTO ToKazatens 0, araku 1o BpeMeHH BeinonHeHus (timing attacks) ITomna Kokpeii-
Ha.

IIporokoa oomena kmoyamu Juddu-Xemnmana: pabota B KOHEUHOM I0JI€ U HA 3JI-
muntrdeckux kpuBbix (ECDH). Vs3BumocTs k aTake «uenoBek mocepeaune» (MitM) u
CrocoObl €€ HeHTpanu3aluu.

CemeiicTBo x3m-pynkuuii SHA: sBomonus ot yszsumoro SHA-1 k cemetictey SHA-2
(SHA-256, SHA-512) u npunnunuansHo HoBomy nu3aiiny SHA-3 (Keccak).

Kon ayrentuduxamun coodmenusi (MAC) m HMAC: obGecrnieueHre 1ETOCTHOCTH U
MOJITTMHHOCTH JIAHHBIX 0€3 MCIOIh30BaHUS ACUMMETPHYHOM MMOAMHCH.
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ATaKkH MOUCKA KOJUIM3UI: ITapaJloKC AHEH POXKACHUS B Kpunroananuse. [Ipakruueckoe
BCckpbITHe MDS 1 co3panne moaaenpbHbIX CepTUPUKATOB ITU(DPOBOI MOIMUCH.

JIeKTPOHHAS MOANUCH B IOPUIUYECKH 3HAYUMOM JOKYMeHTOooOopore P®D: paznu-
qusg MEXIy YCWIeHHOH kBanmupumupoBanHoit (VKOII) u HexBaIM(UIUPOBAHHOM
(VHDII) noanuckio cornacuo ®3-63.

Anamu3 3amumeHHocTH nporokoia TLS 1.3: orkaz oT ycrapeBHIMX alrOpUTMOB
(RSA st oomena kmrouamu, RC4, CBC), ucnonp3oBaHue pexxuMa ayTeHTUDHUIIMPOBaH-
Horo mudposanus (AEAD).

IMocTkBaHTOBasi KpUNTOrpaus: yrpo3bl KBAHTOBBIX KOMIBIOTEPOB ISl COBPEMEHHBIX
cranaapToB. OCHOBHBIC HAMPABJICHHUS 3alIUTHI: KPUMITOTpadus HA PEIIeTKaXx, MHOTOME]-
HBIE€ KBa/IpaTHUHbIE YPABHEHUSI, U30T'€HUHU AITUITUYECKUX KPUBBIX.

AmnnapatHble CpeJACTBA XPaHEHHs KJIKYeil: YCTPOWCTBO M MPHUHIMIIEI PabOThI TOBE-
peHHBIX TUIaTdopMeHHBIX Moayield (TPM) um anmapaTtHbIX Mojyied O0€30macHOCTH
(HSM).

CKpbIThie KaHAJIbI M cTeraHorpadusi: MeToa HauMeHblero 3Havamiero oura (LSB),
cTeraHorpagus BO BIOKEHHUSIX COLUAIBHBIX CETEH M CETEBBIX MPOTOKOJIAX.

Beapnii sk kpunrorpagun (White-Box Cryptography): samura peanuszanuu cum-
METPUYHBIX aJTOPHUTMOB B IMPOTPAMMHOM OOCCIICUYCHUH, TN 3JIOYMBIIUICHHUK UMEET
MOJIHBIM KOHTPOJIb HAJl CPEAON UCTIOTHEHUS.

1.3 TecToBbIE 3a1aHUA

1.

Kakoii poccuiickuii cranmapT ompeaenser anroputM OnoyHoro mumdpoBanus «KysHe-
yuk»? a) [OCT 28147-89. 6) TOCT P 34.10-2012. B) 'OCT P 34.11-2012. r) 'OCT P
34.12-2015. (ITpaBUIBHBII OTBET: T)

Kak Ha3bIBaeTcs MaTemaTuyeckas omeparus, KoTopas npeodpaszyeT cooOIeHHe Mpou3-
BOJIBHOM JUIMHBI B CTPOKY (PMKCHPOBAHHOMW JUTMHBI (X3111), U IIPU 3TOM SBIIIETCS HEoOpa-
tumoit? a) llludposanue. 6) Xsmuposanue. B) Creranorpadus. r) Koguposanue. (IIpa-
BWJIBHBIN OTBET: 0)

B acumMmeTpuyHOI KpUIITOCUCTEME KITIOY, KOTOPBIN XPaHUTCS B CEKPETE M MCIIOJIb3YETCs
Uit GOPMUPOBAHHMSI SJICKTPOHHOM MOAIMCH WITH pacii(poBaHus JaHHBIX: a) OTKPBITHII
kito4. 6) CecCHOHHBIN KiTI04Y. B) 3aKpbIThIN (IpUBaTHBIN) KiIto4. T) Mactep-kimtou. (Ipa-
BUJIbHBIN OTBET: B)

YTOo M3 MEepeUYHCIICHHOTO SIBISIETCS OCHOBHBIM HenoctaTkoMm pexuma ECB (Electronic
Codebook) npu ucrons3oBanuu 6109HBIX mUppoB? a) Huskas ckopocts pabOTHI Ha CO-
BpEMEHHBIX Ipolieccopax. 0) CoxpaHeHUEe CTaTUCTHUECKUX 3aKOHOMEPHOCTEH OTKPBITO-
ro Tekcra (mpobiema «abIoHHOTO MH(POBaHu»). B) HEBO3MOXXHOCTD MapayiieTbHBIX
BeIuMCIeHni. T) TpeboBanue ncnosabp3zoBanus Bekropa nHuimanusamuu (1V). (IlpaBuns-
HBII OTBET: 0)

Kakoii amepukaHCKkuii cTaHAapT ABISETCS OOLIECIPUHATHIM MHPOBBIM CTaHIApTOM CHUM-
MmeTpuyHoro mudposanus (npeemuukom DES)? a) RSA. 0) AES. B) SHA-256. r) Diftfie-
Hellman. (ITpaBunbHBIif OTBET: 0)

Kaxkas maremarnueckas 3aja4a JEXKHUT B OCHOBE CTOMKOCTH anroputMa RSA? a) 3amaua
JMCKpeTHoro jorapudmupoBanud. 0) 3agaua (akropuzanun (pa3iokKeHnuss Ha MHOXKHUTe-
7u) OOJIBIIMX LIENBIX Yucell. B) 3a7aya MOMCKa KpaTyaillero BeKTopa B peuerke. ) 3a-
nada kommuBosikepa. ([IpaBuibHbIi OTBET: 0)

Jns ywero mpeaHazHaueHa WHQpacTpykTypa OTKpbIThIX Kimoueir (PKI — Public Key
Infrastructure)? a) [l;is ycKopeHHs mporiecca CAMMETpHYHOTO trdposanus. 6) J{ist cBs-
3BIBAHMSI OTKPBITOTO KJII0YA C JINYHOCTBIO €r0 BJaJeNblia MOCPEACTBOM IIU(PPOBOIO cep-
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tudukata. B) s XpaHeHus maposiell moip3oBareield B 3amuppoBaHHOM Buze. r) Jns
TeHEepaIy UCTUHHO ciydailHbIX uncel. ([IpaBuiibHbBIN OTBET: 0)

Kakoe cBoiictBo HE siBnsiercst 00s13aTennbHBIM TpeOOBaHUEM K KPUITOTpapuyecKoi X3m-
byakuun? a) HeoOpatumMocTh (HEBO3MOXKXHOCTh BOCCTAHOBUTH TEKCT 110 X311y). 6) CTOM-
KOCTh K KOJUIM3MSIM (TPYIHOCTh HAaWTH JBA Pa3HbIX TEKCTa C OJMHAKOBBIM X3IIEM). B)
OO6patuMocTh (BO3MOXKHOCTh JIEKOJMPOBAHUS HCXOJHOTO COOOIIeHus). T) JIaBUHHBIN
s ekt (M3MeHeHue 0JHOro OUTa BXOJa MEHSIET MHOKECTBO OUT Bhixona). ([IpaBuiibHbII
OTBET: B)

[TpoTOKOI yCTaHOBICHUS 3aLIUIIEHHOTO COSAMHEHUS MEeX Y Opay3epoM MOIb30BaTENs U
BeO-CEpPBEPOM, HCTOJB3YIOIMHN THOpuaHyI0 cxemy mudpoBanus: a) HTTP. 6) FTP. B)
TLS / SSL. r) ICMP. (IlpaBunbHbIi OTBET: B)

Kakoii Tin aTaku OCHOBaH Ha U3MEPEHUU BPEMEHHU BBINOJIHEHUS Olepaluii, morpedmuse-
MOW MOITHOCTH TPOLIECCOPAa WM 3JIEKTPOMArHUTHOTO W3JIYYEHHUS BO BpeMs PaOOTHI
Kkpunrorpaduaeckoro ycrtpoicra? a) Ataka moiaHeIM mepebopom (Brute Force). 6)
Juddepennmanbupiii kKpunroananus. B) JIMHelHsId Kpunroananus. T) Ataka 1o modod-
ubeiM KaHanam (Side-channel attack). (ITpaBubHBII OTBET: T)

YCcTaHOBUTE MPABUWIIBHYIO MOCIIENIOBATEIBHOCTh ITANOB KIACCHUECKOW aTaKh «4eJIOBEK
nocepenue» (MitM) npu oomene kiarouamu o nporokoiy Jduddu-Xemamana: A) Ara-
KYIOIIMH TIepexXBaThIBACT W TOJMEHSCT IyOJMYHBIC 3HAUYEHUS YYaCTHHKOB, IEepechuIas
uM cBou coOcTBeHHbIe. b) YuacTtHuku (Anuca u bo0) HHULIMUPYIOT CeaHC CBSI3U U T€He-
PUPYIOT CBOU 3aKpbIThle KIHOYM. B) YYacTHUKM BBIUMCISIIOT OOLIUI CEKPETHBIN KIIIOY,
OIIMOOYHO ToJIaras, 4yTo MOJyYWIN 3HadeHue nmaptHepa. [') ATakyromumii ycTaHaBIMBaeT
JIBa HE3aBUCHUMBIX 3aIIMIICHHBIX KaHala: ouH ¢ Anucou, apyroii ¢ bobom. OtBet: b, A,
I, B.

Y cTaHOBHUTE MPABIIBHYIO HEPAPXUIO TOKYMEHTOB B CHCTEME YIPABICHHS KpUNTOrpadu-
YeCKMMH KII0YaMH OT o01iero Kk yactHomy: A) Paboune uncTpykuuu omneparopa HSM
(momraroBelii anroput™m uHHNManu3auuu). b) Ilomutuka ynpasnenus xmodamu (Key
Management Policy — neknapanus tieneit). B) PerniamMeHT renepaiiu U pacnpeaeieHust
KJItoueil (KoHKpeTHbIe TpeboBanus Kk posisim). Otset: b, B, A.

VYcTaHOBHUTE TPABHIBHBIM TMOPSIOK MaTeMAaTUYECKUX NEHCTBUI MpH (OpMHUPOBAHUU
ANIEKTPOHHOM nojnucu no anroputmy RSA: A) 3ammdpoBanue nmoiaydeHHOro xsia 3a-
KPBITBIM KJIIOUOM OTIpaButensd. b) Beruucnenue kpunrorpaduueckoro xsia OT coo0-
menus. B) Ilepenaua mosmyyarento HCXOAHOTO TEKCTa BMecTe ¢ U(pPOoBOM moanucko. 1)
ITpoBepka moAnMHHOCTH cepTU(dUKaTa OTIpaBUTENs dyepe3 Lenouky nosepust PKI. Or-
BeT: b, A, B, I'.

YcTaHOBHUTE NMPaBUIIBHYIO MOCIEA0BATENBHOCTh (ha3 KU3HEHHOTO LUKJIa Kpunrtorpadu-
yeckoro kitoua cornacHo craaapty NIST SP 800-57: A) Mcnonb3oBaHue Kiro4a Jyist
onepauuii mudpoBanus win noanucu. b) I'enepanus kiroueBoro MaTepuana ¢ UCHOIb-
3oBanueM ojo0penHoro J[CY. B) ApxuBanus Ui yHUUTOXKEHUE KIIH04a MOCJIe OKOHYa-
HUS cpoka neiictBus. ') PezepBHoe KonmupoBaHUEe U Ha/Ie)KHOE XpaHEHHE KOIMUH KITI0Ya.
Otser: b, T', A, B.

YcTaHOBHUTE MPaBUIBHYIO MOCIEI0BATEILHOCTh PAYH/IOB IPE0Opa30BaHUs B OJHOM IHK-
ne (payuae) anropurma AES (Rijndael): A) Crioskenue payHa0BOTO KITl04a ¢ COCTOSHUEM
(AddRoundKey). b) Henunelinas 3amena OaiitoB (SubBytes). B) Cmemienue cTpok co-
crosiaus (ShiftRows). I') CmemmBanue cronomnos (MixColumns). Otser: b, B, I, A.
YcTaHoOBUTE MPAaBUIIBHYIO MOCIEI0BATENBHOCTD ACHCTBUI aJMUHHCTpaTopa Oe30macHo-
CTH TIPH KOMITPOMETAIIMN 3aKPBITOro Kiroda ymnoctroBepstoriero merrpa (CA): A) Iy0-
JMKaIMs CepUHOrO HOMepa KJtoua B crucke oT3biBa ceptudukaroB (CRL). b) Onose-
HIEHUE BCEX JIOBEPSIONINX CTOPOH 00 MHIMAeHTe. B) MHUIIManu3anus mpomemaypsl reHe-
pauuy HOBOM mapbl Kito4Yel u KopHeBoro ceptudukara. I') Hemennennoe npekparienue
BBITTyCKa HOBBIX cepTU(UKaTOB Ha naHHOM Kimtoue. Oteet: I, b, A, B.
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YcTaHOBHUTE MPAaBUIBHYIO XPOHOJIOTUIO MPHUHATHUS TOCYAAPCTBEHHBIX CTaHIAPTOB LK (-
poBanus B Poccum (ot camoro craporo kK camomy HoBomy): A) 'OCT P 34.10-2012
(Onexrponnas noamucs). 6) FOCT 28147-89 (Cummerpuunoe OnouHoe MmHUppOBaHUE
«Marmay). B) TOCT P 34.12-2015 (Benenue 6mounoro mudpa «Kysneunky»). OTBeT:
b, B, A.

YcraHOBUTE NPaBUIbHYIO IOCIENOBATENIbHOCTh ycTaHOBieHus TLS-coenunenus (yn-
pomieHHas cxema kiaccuueckoro obmena): A) CormacoBanue HaboOpa aarOpUTMOB
(Cipher Suite) cepsepom. B) 3anpoc knuenta (ClientHello) co criuckom momaepxuBae-
MbIX Bepcuii u mudpos. B) Ilepexon Ha 3amu@poBaHHBIA peXUM Nepeiadd JaHHBIX
(Finished-coobwenus). T') Ilepenaua cepepoM cBOero ceprudukara ¢ OTKPHITHIM KITFO-
oM (ServerHello/Certificate). Otser: b, A, T, B.

YcTaHOBHUTE NMPaBUWIBHYIO OCIEI0BATENbHOCTh IPOBEPKH LIEIOCTHOCTH TUCTPUOYTHBA
poTrpaMMBbl mosib3oBaTenieM: A) Beruncienne KOHTPOJIBHON CyMMBI CKauaHHOTO (haiina
Ha cBoeM KoMmmbloTepe. b) CkaumBaHHe 3TalOHHOIO X3II-3HAYEHUS € OPHUIHAIBHOTO
caifta pa3paborunka. B) CpaBHEeHHE MTOy4EHHOTO PE3yJIbTaTa C STAJIOHHBIM 3HAYEHUEM.
') HaxoxeHnue cChUIKM Ha cKaurBaHUE porpaMMHoro obecrneuenusi. Oteer: I, b, A, B.
VYcTaHoBUTE NMPAaBUIIBHYIO TIOCIIEI0BATENBHOCTh IPUMEHEHUS PEKUMOB PAOOTHI CUMMET-
puuHoro mudpa s obecneyeHns 3aluThl OT MOBTOpa coobiienuii (replay protection):
A) HUcnonb3zoBanue Bexkropa nnunuanuzauuu (1V) mnu cuerunka. b) Pa3ouenue noroka
JaHHBIX Ha O6joku. B) Hakomnenue nonce (4ncia, HCHOIb3yeMOro OJIMH Pa3) Ha CTOPOHE
npuemHuka. I') IloburoBoe crioskeHre raMMbl udpa ¢ OTKPBITHIM TekcToM. OTBeT: b, A,
I, B.

VYcTaHoBHTE NTPaBUIIBHYIO [IOCIEA0BATEIBHOCTh YPOBHEHN peanu3alii KpUIToaHalIn3a 1o
CJIO)KHOCTHU JOCTyNa K 00BEKTY (OT caMoro MpocToro K caMoMy CIIOKHOMY): A) Artaka
1o MoOOYHBIM KaHajaM (aHaim3 moTpedieHus dSHepruu/Bpemenn). b) Kpunroananms Ha
ocHoBe ToJIbkO mudpotekcra (Ciphertext-only). B) IMonublit ¢pusnyueckuii 10CTyI K yCT-
POMCTBY M BO3MOYKHOCTb €ro BCKphITHA. [') BO3M0OXXKHOCTB BBIOOpA OTKPHITOrO TEKCTA JIJIS
mmdposanus (Chosen-plaintext attack). Orset: b, I, A, B.

VYcTaHoBHUTE NMPaBUIIBHYIO MOCIEI0BATEIBHOCTh POLECCOB BHYTpH ceTn PDeiicrens (Ha
npumepe paynaa DES): A) Ilpumenenue S-6510k0B (HenuHelHas nmojcTaHoBka). b) Pac-
HIMpEHUE NPaBO MOJIOBUHBI OJ0Ka MyTeM AYyOJUpoBaHUs HEKOTOpbIX OuT. B) Hauamnb-
Has repectaHoBka Bcero 0soka ganHbIX (IP). I') CnoxeHnue pacimpeHHON 4acTH ¢ payH-
noBbeIM KiroyoMm. OtBeT: B, b, I, A.

VYcTaHOBUTE NMPaBUWIBHYIO HEPapXHI0 KIIOUEH B apXUTEKTYpe MEpPAPXUUYECKON CHUCTEMBI
ynpasnenus karodamu (Master Key -> ...): A) CeccuonHsblil kimrou (s mudpoBaHUs
KOHKPETHOI'0 MaccuBa AaHHBIX). b) Mactep-kimtou (xpanutcs B HSM, ucnone3yercs st
mudpoBanus apyrux kioueit). B) Kmtoun mmdposanus kimoueit (KEK — 3amummatror
IpYMIIbI CECCUOHHBIX Kitoueit). Oteet: b, B, A.

VYcTaHoBHUTE MPaBUIBHYIO MOCIIENOBATEIbHOCTh YCUJICHHS MApoJjsl Mepes ero coxpaHe-
HUeM B 0a3e JaHHBIX (Tpolecc co3iaHus xsia): A) MHOrokparHoe moBTopeHue (QyHk-
nuu  xomupoBaHus (utepanuu/stretching). b) JloOaBneHue yHHKanbHOM ciydyaifHOM
cTpoku («comby» — Salt) x mapomo. B) Beibop monb3oBarenem ucxomHoro napodis. I)
Breruncnenne ¢punanpHOTO X31-3HaueHus 1 3amucu B BJI. Oteet: B, b, A, T'.
VYcTaHOBUTE MPaBUWIIBHYIO MOCIEA0BATENBHOCTD AEUCTBUN MIPU NPOBEPKE KOPPEKTHOCTH
ceprudurara X.509 6paysepom: A) ITouck nznmarens (Boimecrosimero CA) B XpaHUITHIIE
JIOBEPEHHBIX KOPHEBBIX LEHTpOB. b) Maremarnueckass npoBepka MOANKMCH TEKYILErO
ceptudukaTa ¢ MOMOLILIO OTKPBITOTO Kitoua uznaarens. B) M3sneuenue ceprudukara us
LEMOYKH, puciaHHoi cepBepoMm. I') IIpoBepka cpoka AEHCTBUS U OTCYTCTBUSL CEPUNHHO-
ro HoMepa B crirckax ot3siBa (CRL/OCSP). Otser: B, A, B, T

YcTaHOBUTE MPaBUIBHYIO BPEMEHHYIO MIKally pa3BUTUS Kpunrorpaduu (3moxu): A)
Dnoxa KOMIbIOTEpOB M acumMeTpudHoi kpuntorpaduu (dudbdu-Xemmman, RSA). b)
Dnoxa MEXaHWYeCKUX W JJICKTpOMEXaHWuecKux MamwmH (DHurma, Purple). B) Dmoxa



KJaccudeckoil kpunrorpaduu (mudpsl casura, noiauandasuTaeie mudps). Oteer: B, b,
A.

27. YCTaHOBHTE NMPaBUIBHYIO TOCIE0BATEIIEHOCTh OOPAOOTKU JAHHBIX B PEXKMME CUCTUHKA
(CTR): A) HukpemenT (yBelIWYCHHE) 3HAYEHUS CUYCTUMKA I KaKIOrO CJIEIYIOMIETO
onoka. b) lludpoBanne 3HaUYeHUsT CYETUMKA KIIFOUYEBBEIM TTOTOKOM. B) Tlo6uToBoe XOR
(crmoxeHue) MOJIy4eHHOTO KJIFOUEBOIO MOTOKA ¢ OTKPHITHIM TekcToM. ') dopmupoBaHue
YHUKAJIbHOT'O HaYaJIbHOTO 3HaueHus cueTunka (honce + counter). Oteer: I, b, B, A.

28. YcTraHOBUTE NMPaBUIBHYIO MOCIEIOBATEILHOCTh MPOBEPKH JIETMTUMHOCTH HCIIOJIb30Ba-
Huss CK3U (cpenctBa kpunrorpaduyeckoi 3ammThl WHGHOPMAIIMK) B TOCYAapCTBEHHOM
oprane P®: A) 3akymnka cepTuduImpoBaHHOW BepCUU MpoAyKTa y BeHaopa. b) Onpene-
neHue Mozenu yrpo3 u tpedyemoro kiacca 3amuThl (KC1-KA). B) [lonyyenue nuneH-
sun ®Ch Ha paboty ¢ kpunrorpadueit (ecnmu TpeOyercs persiameHTom). I') MoHTax u
BBO/I B 9KCILTyaTaIMIO C COCTaBJICHUEM TexHUUeckoro nacnopra. Oteet: b, B, A, T

29. YcraHOBUTE NMPaBUIBHYIO MOCIIE0BATEIbHOCTh BOSHUKHOBEHUS KOJUIM3UMA B CEeMEHCTBE
xom-pyHkuit SHA (0T mepBoro npuHSATOro CTaHIapTa J0 MOJHOW IMOTEPH JA0Bepus): A)
SHA-1 (Teoperndeckue ysS3BUMOCTH CTalu npaktudeckumu). b) MDS5 (ObicTpoe Haxox-
nenue xkommmsuid Ha oOpiyHOM I1K). B) SHA-2 (Ha Tekymmii MOMEHT CUMTAaeTCs CTOM-
kuMm). OtBeT: B, A, b.

30. YcTaHoBUTE MPaBUIIBHYIO MOCIEAOBATEILHOCT CIIOEB 3AIIUTHI B KOHIEHIIMU «TITYOOKO
SIIIEIOHUpOBaHHOM 06opoHkl» (Defense in Depth) nmpuMenuTensHO K 3amuTe 0a3bl 1aH-
Hbix: A) llludpoBanue camux tabnui wim siueek aaHHbix Ha ypoBHe CYBJl (TDE /
Column-level encryption). b) ®usuueckas 3ammra cepBepa (3aMKH, BUACOHAOIIOAECHHUE).
B) KonTponas cereBoro nocryna (MexceTeBoi sKpaH pa3peliaet MOoAKII0UEHUS TOJIBKO C
IP-anpecoB npunoxxenuii). I') Yopasnenue nocrynom Ha ypoBHe OC u poJeil monb30Ba-
teneir (RBAC). Oteet: b, B, T, A.

1.4 3aganus

1. Curyanusa. CucTeMHBII aJMUHUCTPATOP €XKEIHEBHO JENaeT pe3epBHbIE KOMUU Oa3bl
JIAHHBIX, HO HU pa3y He MPOBOJIUI TECTOBOE BOCCTaHOBIIEHHE. B pe3ynbrare cOost 060py-
JIOBAaHUS BBISICHUIIOCH, YTO apXWBbI MOBPEX/ICHBI U JJAaHHBIE 32 MOCIEAHUN Mecsl yTepsi-
Hbl. Bonpoc: Kakoii kpurnueckuii 3tam npoiecca o0ecredeHns HenpepbIBHOCTH OM3He-
ca (BCP) 6bu1 Hapymen? Kak sto Bnuser Ha nokazarenun RPO u RTO? (Ilpasunvhuiii
omeem: Hapywen sman mecmuposanus npoyedyp eéoccmanognenusi (DR-mecm). Dak-
muyeckoe 3HavyeHue RPO cmpemumcs k OeckoHeuHocmu Ol YymMpa4eHHbIX OAHHbIX, d
RPO no pecnamenmy ne oocmuerym.)

2. Curyauus. byxrantep nosydmsi NUCbMO OT «T'€HEPAJIBHOIO TUPEKTOPa» CO CCHUIKOM Ha
BeO-(hopMy BBO/Ia KOPIOPATHUBHBIX JIOTUHA W TAPOJIS IJIsl IOCTyIa K HOBOMY CEpBUCY
omar. CchlIka BU3YaJIbHO OTJIMYAJach OT KOPIOPATHBHOTO JIOMEHA OJHUM CHMBOJIOM.
Bonpoc: Kak Ha3biBaeTcs naHHbId THN aTaku? [loueMy ucronb30BaHnEe aCUMMETPUYHON
HOJNKMCH B KOPIIOPATUBHOM MOYTE MOTJIO MPENOTBPATUTh 3TOT MHIMIEHT? (IIpasunvHuiii
omeem. Quwune (unu cnygune). Koppexmnas S/MIME unu PGP noonuce eapanmupyem
HOOMUHHOCMb OMNPAGUMeENs U Yel0CMHOCMb NUCbMA, NO036055 NOYMOBOMY KIUEHMY
nomMemums e20 Kaxk noooeivHoe.)

3. Curyaunus. [Ipu npoeKTHpOBaHUH OTKA30yCTOHYMBOrO KJIacTepa WHKEHEPHI pa3MECTUIIH
o0a cepBepa ¢ perMKamMu 0a3bl JaHHBIX B OJTHOW CEPBEPHOM CTOWKE APYT HAJ IPYTOM.
Bonpoc: Kakoif pyHnameHTanbHbIN TPUHIMI TPOSKTUPOBAHUS BBICOKOW JTOCTYITHOCTH
(High Availability) mapymen? K kakoMy Tumy pHCKa MPUBOIUT JaHHAs OIIMOKA IPH
BO3HHMKHOBEHUH TNoxkapa B aarta-ueHrpe? ([Ipasunvuviii omeem: Hapyweno guzuueckoe



pasoenenue / Anti-affinity. Co30ana eOunas mouxa omkasza — QusuyecKas cmouxa, Ymo
sedem K NOAHOU nomepe 00CMYNHOCMU CepP8UCca 0OHOBPEMEHHO il 000UX V3/108.)
Cutyanms. Kommanusi 3aKkynmia caMmoe JIOpOoroe CpeicTBO 3allMThl MHPoOpManuu (Ha-
npumep, DLP-cuctremy), HO ycTaHOBMJIA €r0 C HACTPOMKAMH IO YMOJYAaHUIO U HE 00Y-
Yyuja nepcoHan pabore ¢ KOHCONbIO yrpasieHus. CIycTs moyiroga ceTb ObUIa 3apa)KeHa
yepe3 KaHajl, KOTOpBIH cucTeMa Moria 3abimokupoBats. Bonpoc: [louemy nHBecTHnu B
Wb okazanuch HeappexktuBHbIMU? Kakoe moHsTHe U3 3koHOMUKH Wb omuceiBaeT cooTt-
HOILIEHUE CTOMMOCTH B3JIOMa U CTOMMOCTH 3alllUThl B JaHHOM Kelice? (IIpasunvhuiii om-
sem: Owiubka Kougueypayuu u omcymcmeue npoyeccog sxcnayamayuu. Hapywen oa-
aaunc medxncoy xanumanvuvimu sampamamu (CAPEX) u onepayuonnvivu pacxooamu
(OPEX),; nokazamenv ROSI 6yoem ompuyamenvruim.)

Curyauus. mxeHep TeXHUUECKOHN MOAJIEPKKH BbIIaJI HOBOMY CTa)Kepy MpaBa JIOKalb-
HOTO aJIMUHUCTPATOPa HAa HOYTOYKE «Isl yA00CTBa YCTAaHOBKH pabodnX Mporpamm», Xo-
TS JIOJDKHOCTHOM MHCTPYKIMU JAOCTAaTOYHO MpaB 0ObIYHOTO mojb3oBaTelns. Bompoc: Ka-
KO# (hyHIaMEHTAIbHBIA MPUHIKI KOHTPOJIS JocTyna HapymeH? [IpuBenure npumep To-
ro, KaK 3JI0yMBIIUIEHHUK MOXKET MCIOJB30BaTh 3TY OLIMOKY JUIS MOBBIIICHUS TPUBHIIE-
ruit. (Ilpasunvnvii omeem: Ilpunyun naumenvwux npueunecuil (Least Privilege). 3n0-
VMbIUIEHHUK, NOAYYUE OOCMYN NOO YHEMHOU 3aNUCbI0 CIAdCEPa Yepe3 UpYc, CMOA*Cem
OMKIOYUMb AHMUBUPYC UTU YCMAHOBUMb PYMKUM 01a200aps npasam aoMuHa.)
Curyauus. Opranuzanus nepeHecia BC0 UHPPaCTPyKTypy B mybnuyHoe obnako. Ilo-
CJle YTE€UKHU JIaHHBIX PYKOBOJICTBO OOBHMHMWJIO MpoBaiiaepa B mioxoi 3amure. [Iposaiinep
cocrayics Ha yCIOBHS JOTOBOpPA, Tlie YKa3aHO, YTO KJIMEHT caM YIpaBisieT IpaBaMu J10C-
Tyla K cBOMM 0a3am aaHHbIX. Bonpoc: Kak Ha3bpIBaeTCS MOJENb pacnpeaeeHus OTBET-
CTBEHHOCTH, OIKCHIBAIONIAS JAHHYIO CUTyaluio? 3a Kakod UMEHHO CJIOH 0e30MacHOCTH
OTBeYaeT KOMIaHUSA-KIueHT? (IIpasunvuviii omeem. Modenv obweti omeemcmeeHHoCmu
(Shared Responsibility Model). Knuenm necem omeemcmeenHocmb 3a 6€30MACHOCMb
«enympu oonaxay: nacmpoiiku OC, CYB]], ynpaenenue nonvzosamenimu u wudposanue
CB0UX OAHHbIX.)

Cutyanms. PykoBoacTBO TpeOyeT BHEPUTH CHCTEMY 3alMThI, KOTOpas MAaTeMaTHUECKU
rapantupyeT 100% 3ammTy OT BCeX CYIIECTBYIOIIUX M OYIyIIMX XaKepcKux atak. Bo-
npoc: B dem 3akiouyaercss METooNIOTHYECKas ommMOKa TpeboBaHus pykoBojacTBa? Uto
TaKOe «OCTATOYHBIN PUCK» U MOYEMY OH HUKOTJa He paBeH Hymto? ([Ipasunvhbiii omeem:
Puck nenvsa ceecmu k nynio, moavko 00 npuemnemozo ypogusa. OcmamouHulil pucKk éce-
20a cywjecmeyem u3-3a yA38UMOCmell Hy1e8020 OHS, Uel08eYecKo20 (hakmopa U Heco-
8epuLeHCMBa MexHoN02Ul.)

Curyauus. Ha cepBepe mpousonuia yreuka nepcoHaibHbIX AaHHbIX. Coyx6a b Hauana
paccienoBaHue TOJIBKO CITyCTs 3 THS, TaK KAK MOHUTOPHHT COOBITHIA HE BEJICS, a )KypHa-
7bl (JIorn) XpaHWIKMch Beero 24 yaca u OblTH mepesanucanbl. Bompoc: Kakue texnude-
CKHME CpEJICTBA KjJacca MOHUTOPWHIA OTCYTCTBYIOT B KoMmaHuu? Ilodyemy oTcyrcTBHE
UCTOPUYECKHX JIOTOB JIeNIaeT HEBO3MOXKHBIM COOII0/IeHHE TPeOOBAHUH 3aKOHOIATENbCT-
Ba P® o cpokax yBemomieHus peryisitopoB o0 yreukax [1[Iu? (Ilpasunvrviii omeem:
Omcymcmeyiom cucmemvl coopa cobvimuii (SIEM) u donzocpounoe xpanunuue 10208.
be3 nepsuunvix 0okazamenbcme HEBO3MONCHO onpedenums 6eKmop amaxu u Macumao
yuepba onsa omuema neped PKH/@CTOK.)

Curyanus. Pa3paGoTUrKy BBUIOXKWIA MCXOJHBIN KOJ MOOHMIJIHOTO TIPHIIOKECHUS B OT-
KPBITHII peno3uTopuii BMecTe ¢ GailiioM KOHPUTYpALUU, T/Ie B OTKPHITOM BHJIE XpaHU-
much kimoun poctyna (API keys) x mnatexxnomy mnmo3y. Bompoc: Ha xakom stame
0e3omacHOro ®u3HeHHOTro uKiIa pazpadbotku (SDLC) mpousomen c6oii? Kak aBromaTu-
3UPOBAHHO MPEIOTBPATUTH MOMAJaHNE CEKPETOB B MyONuuHbI koa? (IlpasunvHuiii om-
eéem: Oman bezonacHoti coopxu/sepudpuxayuu kooa. Mcnonv3osanue ckanepos cexpemos
(Secret Scanning) ¢ CI/CD natinnatine u nepemenHvlX OKPYICEHUsL BMECMO HCECMKO 3d-
OAHHBIX KIOYell.)
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Curyanus. CTOpOHHMI 3JIEKTPUK BO BPEMsI PEMOHTA MOJKJIIOYUI CBOM JIMUHBIN 3apa-
KEHHBI HOYTOYK K CETEBOM pO3eTKe B KOopuuope oduca, MOJYy4IUB MOJTHBINA JTOCTYI K
BHYTPEHHUM pecypcaM KoMraHud. Bompoc: Kakoli TEXHMYECKHMII KOHTPOJb OKa3ajcs
HeahpexTuBHBIM? UTO TaKkoe MPOTOKOJIBI KOHTPOJs cereBoro gocryna (NAC) u kak oHU
pemaroT 3Ty npodnemy? (Ilpasunvhviii omeem: Hesghpexmusna ceecmenmayus cemu u
Gusuueckuti konmpoaob nopmos. NAC onokupyem oocmyn ycmpoucmey 00 mex nop, no-
Ka OHO He npotioem npogepky Ha Hanuyue oonosnenu OC u anmueupyca.)

Curyanus. Corpyaauk otkpsln Bioxkerue «lltpader MBI /1.pdf.exe», mocne yero Bce
Gaiibl Ha ero KOMITbIOTEpE M OOIIMX AMCKaX 3amu(pOBAIUCE. 3JI0YMBIIUICHHUKH TPe-
OyroT BbIKYN B KpuntoBaitoTe. Bompoc: KakoBa mepBas TexHuyeckas mMepa U30JSLIUU
MHIUJICHTa coriacHo IiaHaM pearuposanus (IRP)? HyxHo nn niatute BBIKYH COIIACHO
pexkoMeHanusaM peryistopoB (Hanpumep, PCB)? (Ilpasunvhusiii omeem: Hemeonennoe
omxniouenue mawunsvt om JIBC u Wi-Fi. [Inamumo vlkyn ne pexomenoyemcs,, mak Kax
9MO noowpsem NPpecmynHuKos8 U He 2apanmupyem nojyyeHue Kuioua pacuu@posanus.)
Cutyanms. /i1t 5KOHOMUHM MecTa Ha cepBepax PyKOBOJCTBO MPHKA3aJI0 COKPATHTh CPOK
XPaHEHUs KYPHAJIOB PETUCTPALIMU COOBITHI 0€30MacHOCTH C OJHOTO Tojia 0 ABYX He-
nens. Bonmpoc: Kakyro nmpobiiemy co3mact 3TO penieHue Nnpu pacciaeoBaHUU CIIOKHOU
ueneBoit ataku (APT), anuBiieiicss HECKOIBKO MECSIIEB («TUXUM» MEPUOJT TPUCYTCTBUS)?
(IIpasunvroiii omeem: Hegozmooicnocmos nposedenuss pempocnekmugno2o anaiusda. Ynu-
KU Oy0ym YHUYMOIICEHbl paHbUle, YeM OOHAPYICUMCA PaKm KOMNpOMemayuu, 4mo Ha-
pyuwiaem mpebdo8anus KOMNIAEHCA K XPaAHeHUuo ayouma.)

Curyauus. Odunep 6e30macHOCTH 00HAPYKHII, YTO TOM-MEHEIKEP PETYNISIPHO OTIPAB-
JSIET YepPTEXKHM HOBOW MPOTYKIHUU Yepe3 JTMYHBIA aKKayHT MECCEHIDKepa CO CIyKeOHOTo
HoyTOyKa. Bompoc: Kak naspiBaercst ata yrpo3a (Shadow IT)? Kaxkoii kimacc perieHuit
npeIHa3HaueH IS OJIOKUPOBKM TaKMX HECAaHKIIMOHWPOBAHHBIX KaHAJIOB MEpefayu J1aH-
HbIX? (lIpasunvueiii omeem: Shadow IT / Insider Threat. /{na npedomapaweHusi ucnoio-
3y10mces cucmemvl npedomepaujenus ymeyexk oauwHvix (DLP) ¢ kommponem obaaumvix
CepBUCO8 U MeCCeHONCePO8.)

Curyanus. [locne ycnemnoro npoxoxaeHus: BHemHero ayautra [SO 27001 kommanus
pacopmupoBana otaen Ub ans cokpamienus uznepkek, nepeaaB pyHKIUA CHCTEMHBIM
aJIMUHUCTpATOpaM 0e3 M3MEHEHHs MX JTOJDKHOCTHBIX WHCTpyKuuid. Bompoc: CoxpaHuT
U cepTHU(HKAT CBOIO CHIIy MpH CleayromieM HaazopHoMm aynute? TpeboBaHue Kakoro
NpUHIMIA cTaHgapTa Oynet HapymeHo? (Ilpasunvuviti omeem: Hem, cepmugpuxam 0y-
Odem annynuposan. Hapyuien npunyun gvloenenus pecypcos, OmeemcmeeHHOCmu pyKo-
600Ccmea u pasoeneHus 00s3aHHoCmell.)

Curyauus. [Ipu pacdyere oxymaeMocTH BHeApeHHs (aepBoiIa aHATUTHK yKa3all CHUXKe-
Hue BeposTHOCTH B3ioMa Ha 100%. Bompoc: B yem rpyOas maremarnyeckas ommOka
Takoro pacueta? MoxeT Ji BEpOSTHOCTh pPeaau3aliii yrpo3bl ObITh paBHA aOCOTIOTHOMY
nymo? (Ilpasunvuviii omeem: Beposmnocmo He moodicem 6vimob pasua (), écecda ocma-
emcsa ocmamounviil puck. Popmyna ROSI cmanem nexoppekmHou, max Kax oejieHue Ha
HOb WU 3aHYIeHUe PUCKA PUSULECKU HEeBO3MOIICHDYL.)

Curyauus. Yoopuuia Be4epoM BOCIOJIB30Bajach OCTABIEHHBIM Pa30JIOKUPOBAHHBIM
KOMITHIOTEPOM OyXTajnTepa, 9YTOObI 3aiTH B COIMAIbHBIC CETH, CIIyJaifHO CKauyaB BHUpYC-
mmdpoBanbiuk. Bonmpoc: [Tomrmo HapyieHus] MOJUTHKU Tapoyiel, KaKol acreKT WH-
dbopmarmonHon 6e3onacHocT (M3 Tpuaasl CIA) mocTpaman mepBBIM JEIOM B MOMEHT
UCMONb30BaHUs  uyxoro mnpodwisa?  (Ilpasunvueii  omeem:  Ilooomuemnocmy
(Accountability). Bce oeticmsus supyca 6 cucmeme 6y0ym 3ahuKCupoB8anvl 8 HCypHAIAX
KaK necumumHule oelcmeus oyxeanmepa.)

Curyanus. B noroBope ¢ o0i1a4HbpIM MPOBAWIEPOM OTCYTCTBYET MYHKT O (DMHAHCOBOM
OTBETCTBEHHOCTH (IITpadax) 3a mpocToii cepBuca donee 4 yacos. Bonpoc: Kak Ha3bIBa-
€TCs IOPUINYECKU 3HAYMMBIN JOKYMEHT, PEryJUPYIOIIHI YPOBEHb JOCTYIMTHOCTH YCIyr?
Kakux mMeTpuk B HeM KpuTHuecku He xBartaet? (IIpasunvhuviii omseem: Cozrauenue 0o



18.

19.

20.

21.
22.
23.
24,
25.
26.

27.

28.

29.

30.

31.

32.

33.
34.
35.

yposte oocayaucusanus — SLA. He xeamaem noxazameneii MTTR (cpednee epems goc-
CMAHOBNEHUS) U PUHAHCOBBIX CAHKYULL 30 HeOOCMUIICeHUe anmaimd.)

Curyanus. YCcTaHOBUTE IPABUIBHYIO IIOCIEA0BATEIbHOCTD 3TANIOB KJIACCUUECKOM AIIeK-
TpoHHOU moarnucu: A) Beruncnenue xsma coobmenus. b) lludpoBanne momydeHHOTO
X3IlIa 3aKPBITHIM KJIIOUOM aBTopa. B) [Ipukpemnienue nony4eHHON NOANKMCH K JOKYMEH-
Ty. I') Ilepenaya nokymenTa u nmoanucu nomaydarento. Oteet: A, b, B, I'.

Cutyanmsi. YCTaHOBHTE NMPABHIBHYIO HEPAPXHI0 KPUNTOTPAPUUECKUX aJTOPUTMOB TI0
CJIO)KHOCTH B3JI0OMa METO/IOM IIOJIHOro nepedopa (0T camoro ¢i1aboro Kk caMoMy CTOMKO-
my): A) DES (56 6ut). 6) TOCT 28147-89 (256 6ur). B) AES-128 (128 0uT). OTBeT: A,
B, b.

Curyanus. YcTaHOBUTE IIPABWIbHBIN MOPSIIOK AEMCTBUM aJMUHUCTpATOpa MpHU IUIAHO-
Bo cMeHe Mmactep-kitoua B HSM: A) JlemudpoBanue Bcex TaHHBIX CTAPhIM KIIFOYOM U
nepemurdpoBanue HOBbIM. b) I'eHepaliist HOBOro mMacTep-Kiro4a BHYTPH 3aIIUIIIEHHOTO
monayis. B) PesepBHoe konupoBaHue craporo kiroda B apxuB. I') OOHOBJIEHHE CCBUIOK
Ha K109 B KoH(purypamnusax npwioxennid. Otet: B, b, A, T

Cutyanms. YCTaHOBUTE COOTBETCTBUE MEXK]y CTAaHIAPTOM U OOBEKTOM peryIupOBaHMSL:
I'OCT P 34.10-2012 — ...

I'OCT P 34.12-2015 — ...

I'OCT P 34.11-2012 — ... A) bnouynoe mmdpoBanue. b) Oynknus xsmmpoBanus. B)
OnekTpoHHas noanuck. Oteet: 1-B, 2-A, 3-b.

Curyauus. YCTaHOBUTE NMPABUIbHYIO BPEMEHHYIO LIKANTy NPUHATUS CTaHJAPTOB CUM-
MeTpuyHoro mudposanus B PO (ot crapeiimero k Hoseitmemy): A) TOCT P 34.12-2015
(«Ky3neunk»). b) 'OCT 28147-89 («Marmay). OtBeT: b, A.

Cutyanms. YcraHoBure npaBuibHyto (azy TLS-pykonoxarus: A) [IpoBepka ceptudu-
kata cepBepa kinenToM. b) Cornacoanue nHadopa mudpos (Cipher Suite). B) Ilepexon
Ha 3amu@poBanHbii 00MeH Finished-coobmenusmu. OtBet: b, A, B.

Curyauus. YcTaHOBUTE NPaBUIBHYIO IOCIEA0BATEIbHOCTh IMPOBEPKU 1IEITOCTHOCTH
¢aiina nmonb3oBarenem: A) CkaunBaHue 3TajgoHHOTO .sha256 (aiina c caiita. b) 3amyck
YTUJIUTBI XAUIMPOBAaHUS Ha ckauaHHOM aucTtpuOytuBe. B) [loburoBoe cpaBHeHHE NBYX
ctpok. OtBeT: A, b, B.

Curyauus. YcraHoBuTe npaBuibHyto apxutekTypy PKI cHu3y BBepx (OT KOHEYHOIO
noJjb3oBarenst K KopHi0): A) Ilpomexyrounsiit ynocrosepstomuii neHtp. b) Koneunsrit
nosb3oBarenb (ceprudukar SSL/TLS). B) KopueBoit ynoctosepsitomuii nentp (Root
CA). OtBer: b, A, B.

Curyauus. YCTaHOBUTE NMPAaBWIBHYIO XpOHOJOTUI0 Kpunroananuza MDS: A) Ilpaxrtu-
4yecKoe CO3JaHue KOJUIM3MM (mojjenbHoro ceprudukara). b) Teopernueckue mpearo-
ceulku nuddepeHnuanpHoro kpunrtoananusza. B) [lonHbpli 3amper MCHONBb30BaHUS B
Opaysepax. Otset: b, A, B.

Curyauus. YcraHoBUTE YpPOBHHM 3uienoHUpoBaHHOM oGoponbl (Defense in Depth) ot
BHeIHero kpas kK ganHeiM: A) IlIudposanue camux daiinos bJl. b) MexcereBoii sxpan
nepumetpa. B) Koarpons nocryma va yposae OC cepsepa. OteT: b, B, A.

Cutyanms. YcranoBure stanbsl 00padotku nnuuaenta Ub: A) Jlokanuzanus (u3omsmus
nopra komMmyTaropa). b) Ananusz npuuuH (dpopensuka). B) OOnapyxenue (anept ot
SIEM). I') Bocctanosnenue (pa3BepTeiBanue u3 0dkana). Otset: B, A, b, I'.

Curyauus. Ycranosure ciou mozaenu OSI, Ha KOTOpBIX paboOTalOT yKa3aHHbIE MeXa-
HU3MBI 3aIIUTHL:

IPsec VPN — ...

TLS/SSL — ...

WPA2/WPA3 — ... A) Tpaucnoptabiii yposenb (L4). b) Kananeusiii ypoens (L2). B)
CereBoii yposens (L3). OtBet: 1-B, 2-A, 3-b.



2. KPUTEPUU OLHEHUBAHUSA ITPU TPOBEAEHUHN TEKYIHIETI'O KOHTPOJISA

Buna xon-
TPOJIst

HaumenoBanue paboTsl

HaunmMeHoBaHue o1ie-
HOYHBIX CPpCACTB

[Ixana orteHnBanus

Texymun
KOHTPOJIb

Bompocs! 11t 06cyxneHus Ha
3aHATUSX;

YcTHBIE OIPOCHI 110 paHee
U3y4EeHHOMY MaTepHaiy;
[TucrmeHHBIC PAOOTHI:
pedepatsl, TECTOBBIE 3aaHNUS;
[IpakTueckue 3ananus;
Pedepats! 1 1oki1azp! 10 TEMam
(BompocaM), BBIHECEHHBIM Ha
CaMOCTOSITENIbHYIO paloTy.

OneHka BbICTYIIIICHUI
Ha MPaKTUYECKOM
(cemuHapCcKOM) 3aHs-
THU, TIPOBEPKA 3a/1a-
HHM, YCTHBIH OMpOC,
OIICHUBAHHUE JIOKJIAJIOB,
pedeparon

OTJINYHO

XOPOIIO

YIIOBJIETBOPUTEIBHO

HCYIOOBJICTBOPUTCIIBHO

KpnTeme OICHUBAHUA YCTHBIX OTBETOB oﬁyqamnmxca

IIxama one-
HUBaHU

XapakTeprucTHKa OLIEHUBAHUS

OTJINYHO

OIICHUBAETCS OTBET, KOTOPBIM MMOKA3bIBAET MPOYHBIC 3HAHUS OCHOBHBIX IMPOIIEC-
COB M3y4aeMoil MpeAMETHON 00JacTH, OTJIMYAeTCsl TIyOMHOM M MOJHOTOM pac-
KpPBITUSI TEMbI;, BJIaJICHUE TEPMUHOJOTUYECKUM aIllapaToM; YMEHHE OOBICHSTH
CYUIHOCTb, SIBIIGHUH, MPOLIECCOB, COOBITUH, JeNlaTh BBIBOABI U O0OOIIEHHUS, J1a-
BaTh apryMCHTHPOBAHHBIC OTBETHI, IIPUBOANTH MPUMEPHI; CBOOOIHOE BIaJICHUE
MOHOJIOTHYECKON Peubl0, JOTMYHOCTh M MTOCJIEI0BATEILHOCTh OTBETA.

XOpOLIO

OLICHHUBAETCS OTBET, OOHAPYKUBAIOIIHMI MMPOYHBIE 3HAHUS OCHOBHBIX MPOILIECCOB
M3y4yaeMo# MpeaIMETHOIN 00JIacTH, OTJINYaeTcsl TTyOMHON M MOJIHOTOM pacKphl-
THS TEMBbI; BJIa/ICHHE TEPMUHOJIOTHYECKUM alnapaToM; YMEeHUE OOBACHATh CyII-
HOCTb, SIBJICHHUMH, MPOLIECCOB, COOBITUH, JIeNaTh BBIBOJBI M 0OOOIIEHUS, 1aBaTh
apryMEHTHPOBAHHbBIE OTBETHI, MPUBOAUTH MPUMEPHI; CBOOOJHOE BiaJ€HUE MO-
HOJIOTUYECKOM peYblo, JIOTUYHOCTh M NOCJIE0BATENBLHOCT OTBETa. OqHAKO 10-
ITyCKAaeTCsl OIHA - IB€ HETOYHOCTH B OTBETE.

YAOBJICTBO-
PUTCIIBHO

OIICHUBAETCA OTBET, CBHJETEIBLCTBYIOIIMI B OCHOBHOM O 3HAHUU IPOLECCOB
M3y4aeMoi mpeaMeTHONW 00NacTH, OTIMYAIONINICS HeOCTaTOUHOM TIIyOUHON 1
MOJTHOTOM PAaCKPBITHS TEMbI, 3HAHUEM OCHOBHBIX BOIIPOCOB TEOPHH; Ci1abo
chOpMHUPOBAHHBIMU HaBBIKAMHU aHANU3a SBJICHHI, MPOIECCOB, HEIOCTATOYHBIM
YMEHHMEM JIaBaTh ApryMEHTHUPOBAHHBIE OTBETHI U MPUBOJNUTH MPUMEPHI; HEAOCTA-
TOYHO CBOOOIHBIM BIIAJICHHEM MOHOJIOTHUECKOH Peublo, TOTUYHOCTHIO U TIOCTe-
JI0BaTeIbHOCTHIO OTBETA. JlomyckaeTcs HeCKOJIbKO OMTHOOK B COJCPKAHUU OTBE-
Ta.

HEY/IOBJIET-
BOPHUTEIBHO

OIICHUBAETCS OTBET, OOHAPYKUBAIOIIUN HE3HAHUE TPOIECCOB U3YIaeMOU mpe-
METHOM 00JacTH, OTIMYAIOIINIICS HErTyOOKUM pPACKpPBITUEM TE€MbI; HE3HAHHEM
OCHOBHBIX BONPOCOB TEOPUH, HEC(HOPMHUPOBAHHBIMU HAaBBIKAMM aHAJIM3a SIBJIE-
HUH, TIPOIIECCOB; HEYMEHHUEM JIaBaTh apryMEHTUPOBAHHBIC OTBETHI, CITA0BIM BIIa-
JIEHUEM MOHOJIOTUYECKON peUbl0, OTCYTCTBHEM JIOTUYHOCTH M TIOCJIE€IOBATEIIb-
HOCTH. JIOTTyCKArOTCs Cepbe3HbIE OIMIMOKH B COACPKAHUH OTBETA.




Kpurepun oneHuBanus padoThl 00y4YAOIMXCS HA CEMHHAPCKHX 3aHATHAX

[lkama oue- [Toka3aTenu Kpurepuun
HUBaHUs
Otan4Ho . IlonmHoTa BeIMoNHE- |3alaHue PelIeHo caMocTosTeNbHO. [Ipu 3TOM cocTaBiieH
HUS IPAKTUYECKOrO |MPAaBUJIBHBIA QITOPUTM PEUICHUS 33JIaHUs, B JOTUYECKHUX
Y TECTOBOTO 33/1a- | PacCyXJIEHUsX, B BIOOpe (pOpMyI M pEeIIeHUH HET OIIH-
Hus (MOJHOTA OTBE- |OOK, MOJY4YeH BEpHBIM OTBET, 3aJlaHUE PEIICHO Palro-
Ta); HaJbHBIM CIIOCOOOM.
. CBoeBpeMeHHOCTh |/laH MpaBUIIBHBIA U HMCUYEPNBIBAIOIINI OTBET HA MOCTAaB-
BBITIOJIHEHUS 33/1a-  |JICHHBIE TEOPETHUECKUE U TECTOBBIE BOMPOCHI, B KOTOPBIX
HUS; oOyJaroIuiics MoKazaja BCECTOPOHHEE CUCTEMHOE 3HAHUE]
. IlocnenoBatens- IIPOrpaMMHOTO MaTepuajia, yCBOGHHE OCHOBHOM M J0-
HOCTb U PallMOHAJIb- |[IOJHUTEIBHON JUTEPATYPHI, YETKOE BIAJACHUE IMOHATHII-
HOCTH BBITIOJIHEHUSI | HBIM aIllapaToM.
Xopo1o IIPAKTUYECKOro 3a- |3agaHue pelieHo ¢ NOMOIIbio npenojaBatens. [Ipu sTom
JaHus (JIOTMYHOCTb |COCTaBJICH MPABWIBHBIA aJITOPUTM PEIICHHS 3aJaHus, B
U YETKOCTb OTBETA); |JIOTMYECKOM DPACCY)KICHUU M PCIICHUH HET CYIIECTBEH-
. IIpaBUIBHOCTD OT- |HBIX OIMOOK; MPABWILHO CJAENaH BBIOOP (GopMyn IS
BETOB HA BOIIPOCHI; |peIIeHHs]; €CTh OOBSICHEHHE PEICHUs, HO 3a/IaHue pelie-
. CaMOCTOATENBHOCTE |HO HEPAIMOHAJIBHBIM CIIOCOOOM WIIM JIOMYILEHO He OoJiee
pelieHus (BIaJeHUE | IBYX HECYIIECTBEHHBIX OIIMOOK, MTOJyYeH BEPHbIH OTBET.
JOIIOJIHATENBHEIM | Ha mocTaBieHHbIE TEOPETUUECKUE U TECTOBBIE BOIPOCHI,
MaTepuaIoM); MIPH KOTOPBIX O0yYaroUIuiics MmoKas3al T0CTaTOYHbIN ypo-
. 3HaHME HOPMATUB- |BEHb 3HAHWH OCHOBHOTO MPOTPAMMHOIO MarepHaja: OC-
HO- BOEHHE MH(POPMAIUH JICKIITHOHHOTO Kypca U y4eOHBIX 110+
3aKOHOIATEIbHOU coOuii, OBJIaJICHUE TOHATHUIHBIM amnmapaToM, METOIUKOU
0a3bl U TEPMUHONIO- | HCCIIEOBAHUI TP IMOMBITKE aHAIN3a PA3IMYHBIX CHUTYa-
TUU Kypca LA,
VY nosnerso- 3ajaHue pelmeHo C MOoJCKa3KaMu IpenojaBarens. 3aaa-
pUTETHHO HUE PEeLIeHO B 00IIEM BUJIE.
OOyuaromuiicss mokasajl CpeJHHH YpOBEHb 3HAHUH OCH
HOBHOT'O TMPOrpaMMHOr0 Marepuajia, Ho He Mor yoOeau-
TENHHO apryMEHTHPOBATh CBOI OTBET, OUINOCS B UCIOJIbA
30BaHMU TOHATUHHOrO ammapara, Mmoka3ana HeJoCTaTou-
HbIE 3HAHUSI IMTEPATYPHBIX HCTOYHHKOB.
Heynosner- 3aiaHue He pelieHo.
BOPUTEIIBHO OO0yyaromuiicss TPOJEMOHCTPUPOBANT 3HAYUTENBHBIE TIPO-|
0enbl B 3HAHUSX OCHOBHOI'O NMPOTPAaMMHOI0 MaTepuana,
HE apryMEHTHUPOBaJ CBOW OTBET, MOKa3aJl HEY/IOBIETBOA
pUTEIbHBIC 3HAHHS TOHATUWHOTO anmapara ¥ CIelnallb-
HOU JINTEpaTyphl.
Kpurtepun ouennBanus pegeparon
Cpenctso Kpurepun onennBanus Hixaza ore-
KOHTPOJIS HUBaHUS
Pedepar |Bemonnensl Bce TpeOOBaHMS K HAaNMCAaHMIO U 3amMre pedepara:| OTIMYHO

o0o3HaueHa mpobiemMa M OOOCHOBaHAa €€ aKTyaJbHOCTb, CIHENIaH
KpaTKUi aHaJM3 Pa3IMYHBIX TOYEK 3pEHHS Ha pPacCMaTPHBAEMYIO
npobieMy U JIOTHYHO M3JI0’KE€Ha COOCTBEHHAs MO3UIHs, cHopMyIH-
POBaHBI BBIBOJIBI, TEMA PACKPBITA MOJTHOCTHIO, BBIAEPKAH 00BEM, CO-
OmozieHbl TpeOOBaHUsl K BHEIIHEMY O(OpPMIICHHUIO, aHBl MPaBUIIb-
HbIE€ OTBETHI Ha JIOMOJHUTEIHHBIC BONPOCHI.




Pedepar packpbiBaeT mOAHATYIO MPOOJIEMATHKY B TIOJTHOM 00BEME.
OcHoBHbIE TpeOOBaHHUs K pedepary U €ro 3alluTe BBIIOIHEHBI, HO|  XOPOIIO
IIPH 3TOM JIOMYIIEHbI HEeA0UYETHI. B yacTHOCTH, UIMEIOTCSI HETOYHOCTH
B U3JIOKEHUU MaTepHalia; OTCYTCTBYET JIOTHUECKasi MOCIEI0BATENb-
HOCTb B CYXJCHMSIX; HE BblAepkKaH 00bEM pedepaTa; UMeEIOTCA yIIy-
eHus1 B 0hOPMIICHUH; Ha JIOMOJHUTEIbHBIE BOMPOCHI MPHU 3aIIUTE
JIaHbl HEMIOJTHBIE OTBETHI.

B pedepaTte nMeroTcss HETOYHOCTH U MpeaMeTHass 001acTh BHICTYI-
JICHUS paCKphITa HE B MOJIHON Mepe.

MmeroTcs CyIecTBEHHbBIE OTCTYILIEHUs OT TpeOoBaHUM K pe)epupo-| ymaoBJICTBO-
BaHWI0. B 4acTHOCTH: TeMa OCBCICHA JIMILIb YaCTUYHO; JOIYLICHbI |  pHUTEIHLHO
(bakTHuecKkue OmMOKU B COJepKaHuU pedepaTa WM IIPH OTBETE HA
JIOTIOJTHUTENbHBIE BOIIPOCHI; BO BPEMSI 3alIUThl OTCYTCTBYET BBIBO/I.
B pedepaTte He B MONTHON CTENEHN PACKPHIT NOHATHIHBIN anmapar,
UMEIOTCSl CYILIECTBEHHBbIE HETOYHOCTU B Tpolecce (HopMUpPOBAHHS

BBIBOJOB.
Tema pedepaTta He pacKpbiTa, OOHAPYKHUBAETCS CYIIECTBEHHOE He-| HEYIOBIIE-
[IOHUMaHKE IPOOJIEMBI. TBOPUTEIIBHO

Tema pedepara He pacKpbITa WK BBIIOJIHEHA HE IO CYIIECTBY paHee
MTOCTABIIEHHOTO BOIIPOCA.
Pedepar He cnan / nokiman He ceaH.

Kputepun onieHuBaHusi TeCTOB

Kpurepuu onieHuBanust — mpoIieHT

[IIxasa orieHUBaHUs
HOJIOKUTEIHLHBIX OTBETOB

CpenctBo KOHTpOJIA

TectupoBanue 90-100 OTIMYHO
70-89 XOpOIIIO
40-69 YJIOBJICTBOPUTEIIEHO
<39 HEYIOBJIETBOPUTEIHEHO

3. OHEHOYHBIE CPEJICTBA VIS TIPOMEXYTOUYHOM ATTECTALIUA

Cpe,I[CTBa OIICHUBAHMUA B XOC HpOMe)KYTOqHOﬁ aTTecTaluu.
— BOIIPOCHI ]I 3a4€Ta,
— NPAKTUUCCKHUE 3a/IaHUA 3a4€Ta.

Kog Pesynprarer ocBoenns OITIOII [Inanupyemsle pe3yabTaTsl
KOMIIETEHI! (conmeprxaHe KOMITETECHIIHI) OCBOEHUS AUCLUIUIMHBI
u
OIIK-9 Crniocoben npuMeHaTh cpenctBa kpuntorpagu- OINK-9.1. Ucnons3yer THIIOBBIE KPHII

YeCKOW M TEeXHHYECKOM 3aIuThl MH(pOpManuu Torpapuyeckre CpeacTBa 3allUThl HH-
JUI peleHus 3ajad npodecCHOHaNbHOU Jies- (popMamuu, B TOM 4HCIE CpEACTBA
TEIbHOCTH AIIEKTPOHHON MOJIUCH

OIIK-9.2. IIpuMeHseT METOMIBI U Cpel-
CTBAa TEXHUYECKON 3alIMThl MH(OpMa-
UM JUTsL peleHus 3ajaa4 npogeccuo-
HaJILHOM JIeATEIIHHOCTH




3.1 Bompocsl Kk 3a4eTy

1. OcHoBHBIC 1IeH Kpunrorpaduu: KOHOUIACHIUAIEHOCTD, [IEIOCTHOCTD, ayTeHTH(QHKAIINS
1 HeoTkazyeMocTh (Monenb CIA+). Knaccudukanus yrpos 6e3omnacHoctd HHGOpMAIUH.

2. CHUMMETPUYHOE U aCHMMETPUYHOE MH(PPOBAHUE: TPUHIMITAAIBHBIC PA3JINYHs B yIIpaB-
JICHUU KJTF0YaMH, IPEUMYIIECTBA M HEJOCTATKH KaXKAO0T0 MOAX0/a.

3. [TorokoBbie U OouHble MHQPHL. [TOHITHS OTKPBITOrO TEKCTA, MHUPPOTEKCTa U KITFOYA.
[TpoctpancTBa COOOIICHUH U KITIOYEH.

4. Hcropuyeckre mpuMepbl KPUITOAHAIHM3A: ACIIH(PPOBKA ETUIIETCKUX HEPOrIu(OB, METO-
JIbl YaCTOTHOTO aHaIM3a Ha rnpumepe apadckux TekctoB IX—XIV Bekos.

5. [udp Lle3aps kak yvacTHbIM ciydail apduHHOrO mpeoOpazoBanms. Maremarnueckas
MO/JIENIb MOHOAJI(PaBUTHBIX 3aMEH U UX YA3BUMOCTbD.

6. [Tommandasutabie mudpsr (mudp Brwkenepa). [Tonstue nepuona kimoua. Meton Kacu-
CKHU M MHJEKC coBrnajeHnii @puamMana JIs ONpeIeIeHUs JITUHBI KIT0Ya.

7. Paznuune Mexay TEOpeTHYeCKOW M MPaKTHYECKOW CTOMKOCThIo mmdpa. [loHsTue co-
BEpIICHHOM cekpeTHocTH (TeopeMa LllenHoHna).

8. Onnopasosseiii 610kHOT (One-Time Pad): ycioBust 1OCTHXKEHHST aOCOMIOTHON KPUIITO-
CTOHKOCTH ¥ IPHYUHBI HEBO3MOKHOCTH €0 MacCOBOTO MTPUMEHEHHS.

9. DJIeMEHTBI TEOPHH Yucell B Kpurnitorpaduu: anroput™ EBkinma (0ObIYHBIN U paclIMpeH-
HbIN) s HaxoxaeHus HO/JL.

10. Maras teopema @epma u Teopema Ditnepa. Dyukius Ditnepa $\varphi(n)$ u ee pons B
BBIYUCIICHIH OOPATHBIX 3JIEMEHTOB MO0 MOJTYJIIO.

11. Kuraiickas Teopema 06 ocratkax (CRT) u cocoObl ee mpuMeHeHus ISl yCKOPEHUS BbI-
yuciieHui B anroputme RSA.

12. [IpuHUOMOBI TOCTPOCHHSI COBPEMEHHBIX OJIOUHBIX IMU(POB: UTEPAIMH, PAYHIOBBIC KO-
YW, MOACTaHOBOYHO-TIepecTanoBoUHbIe ceTh (SPN), cetn Deiictens.

13. Crannapt DES (Data Encryption Standard): pasmep Onoka, AnuHa KIO4a, CTPYKTYpa
Feistel-ceru. [Ipu4nHbl 0OTKA3a OT CTAHIAPTA M YSI3BUMOCTH K ITOJHOMY Tepedopy.

14. Tpoiinoit DES (3DES): pesxxumsr pabotsl (SEDE$ — Encrypt-Decrypt-Encrypt), ysenu-
yeHue () PEeKTUBHON JUIMHBI KJII0Ya U MPOOJIEMBbI TPOU3BOIUTENILHOCTH.

15.  Crpykrypa u ocHOBHbIe Tapamerpbl cTannapta AES (Rijndael): pazmeps! Giioka u Kiiroua,
KosmuecTBO payHaoB. Oneparuu SubBytes, ShiftRows, MixColumns u AddRoundKey.

16. Pexumbl ucnionp3zoBanus 6nounsix mmdpos: ECB, CBC, CFB, OFB u CTR. CpaBHenue
pacnpocTpaHeHus OMUOOK IMPU HCKaXKeHUU otHOro Outa mmdpotekcTa B pesxkumax ECB u CBC.
17. [Tpo6nema nononuenus (padding) 6:10ko0B 10 mosHOTrO pasmepa. CTaHIAPTHI 3aTOTHEHUS
(manmpumep, PKCS#7) u ataku Ha opakyn nononaenus B pexxume CBC.

18. OnHocTopoHHKE GYHKIMU C «IIOTaHBIM BXogom» (trapdoor one-way functions). O6murast
cXeMa aCHMMETPUYHBIX KPUTITOCUCTEM.

19.  Anaroputm RSA: maTemMaTHuecKue OCHOBBI (CI0XXHOCTh (paKTOpHU3ALUU OOJBIIUX YUCEN),
MIPOLIECCHI TeHEpaIH KITI0UeH, 3aippoBaHus U paciin@poBaHusl.

20. ['omomopdHoe cBoiicTBo ymMHOXkeHHS B RSA. Ataka brelixen0axa Ha HEKOPPEKTHO pea-
Tu30BaHHYIO cxemy RSA (6e3 ucrmonbp30BaHus H30BITOYHOTO KOJTUPOBAHU).

21. [Tpotokon obmena kmouamu Juppu — Xennmana (DH). IIpobnema ayreHTuduKamu
YYaCTHHUKOB («4E€JIOBEK MOCEPEIUHEN) U CIIOCOOBI €€ PEeIICHHS.

22. Kpunrorpadus Ha smmmnrudeckux kpuBbix (ECC). IlpemmymiectBa mepen Kiaccude-

ckuM RSA (nimHa Kitoya Mpu paBHOM ypOBHE CTOMKOCTH). 3ajada JUCKPETHOTO JorapupmMHupo-
BaHMUs B rpymnme Touek JK.

23.  Poccuiickue crangaptsl acummeTpuuHoil kpuntorpadguu: [OCT P 34.10-2012 (popmu-
pPOBaHME U IPOBEPKA 3JIEKTPOHHOM MOIIHICH).
24. Haznauenue xem-¢pynkuuidi. CBoiicTBa 0JJHOCTOPOHHOCTH, CIIA00I M CHUIIBHOM KOJUTM3U-

OHHOU CTOMKOCTH.



25. WrepatuBHas koHCTpykuus Mepkina — Jlamropa. J{nuHa kofa ayTeHTU(HUKAIIMH COO0-
mieHust (MAC) 1 yCTOMYHMBOCTD K aTake «THS POXKICHUSI.

26. CemeiictBo Qpynkuuit SHA-2 u SHA-3. Ys3sumoctu ycrapesmero MD5 u nepBoit Bepcun
SHA-1 Ha mpakTHYeCKUX IpUMEpPax KOJUTH3UH.
27. Kon ayrentudukamun coobmenus (HMAC). Mcnonp3oBaHne CUMMETPUYHOTO KIFOYa

COBMECTHO C XelI-(pyHKIMEeH Al IPOBEPKU IEIOCTHOCTH U MOATUHHOCTH JIaHHBIX.

28. Wudpactpykrypa otkpbiThix kimoueit (PKI). Poab ynoctoBepsitomux 1eHtpoB (CA),
udpoBsix ceprudukaros crangapra X.509 u ciimckos or3eiBa (CRL).

29.  ApxuTeKTypa pacrpeneieHHoro peecrpa (6mokueitH). Mexanu3mbl koHceHcyca (PoW,
P0oS) kak cnoco® 3amuTel OT NOJAEIKU UCTOPUHU TPaH3aKIUil 06e3 LeHTPaIbHOTO OpraHa JoBe-
pusi.

30. 3akoHomarenbcTBO PD B obOmactu kpunrtorpaduyeckor 3ammThl uHGopManuu. Poib
@®Cb Poccun u TpeboBanus Kk ceprudukanuu cpeacts kpunrozamuTs (knaccsl KC1, KC2, KC3,
KB, KA).

3.2. IIpakTHyeckue 3aJaHUsl K IK3aMeHy

3ananmne Nel Corpyanuk IT-otnena ans yaaneHHOro aJMUHMCTPUPOBAHUS OTKPBUI HA MEXcCe-
TeBoM 3kpaHe RDP-noctyn (mopt 3389) ko Bcem cepBepaM KOMIaHUM U3 JIFOOON TOUKH UHTEP-
HeTa.

. Bonpoc: Kakas ¢pyngameHnTanpHas ommOKa MPOSKTHPOBaHUS ceTu jaomymieHa? Kaxoi
THUII aTAKU CTAHOBUTCSI BO3MOJKEH B IIEPBYIO OUepeb?
. Tpeo6oBanus k anaau3y: [Ipemioxuts 6e3omnacuyro anerepHaruBy (VPN, Zero Trust) u

OINUCcaTh HACTPOUKH (PUIBTPALIUU TOCTYIIA.

3aganue Ne2 AnmuHucTpaTtop 06a3bl JaHHBIX yCTAaHOBWI mapoiib «Adminl23» mis yueTHoit 3a-
nucH sa Ha SQL-cepBepe, nocTynHOM H3BHE. Uepes CyTKu cepBep ObLI B3JIOMaH METO/IOM Ipy-
6011 cuisl (brute-force).

. Bonpoc: Kakue TexHnueckue Mepbl KOHTPOJIS MAPOJIbHOM MOJIUTUKUA OBLIM MPOUTHOPHU-
poBaHbI?
. TpeGoBanus k ananausy: PaccuuTtaTh npuMepHoe BpeMsl repedopa Takoro naposist npu

ckopoctu 1000 MOMBITOK B CEKYHY ¥ MPEII0KHUTH TPEOOBAaHUS K CIOKHOCTH Maposiel CorilacHO
coBpeMeHHbIM ctangaptaM (NIST/TTOCT).

3ananmne Ne3 Byxrantep mosy4yus mUCbMO ¢ BioxkeHueM «AKT cBepku.pdf.exey. Ilocie 3amycka
¢aiina Bce JOKyMEHTHI Ha KOMITBIOTEPE CMEHHIIN PAaCIIMPEHUS Ha .crypted, a Ha pabodyeM CTo-
Jie OSIBUJIOCH TPeOOBaHHUE BHIKYTIA.

. Bonpoc: K kakomy kiaccy kpunrorpaduueckux mpeoOpa3oBaHHil MPUOET 370YMBIIII-
nenHuk? [Touemy aHTUBUpPYC HE OOHApYXUI dailn cpazy?
. TpeGoBanus k anaamusy: OnucaTh aaropuT™M AEMCTBUM MO M3OJSLMM MHIUAEHTa 0€3

YILIAThI BHIKYIA U POJIb PE3EPBHOTIO KOITMPOBAHUS.
3aganue Ne4 Kommnanus ucnons3yer npotokona HTTPS ans cBoero caiita, HO cepTUUKAT BbI-
JTaH CaMOIIOMTMCAHHBIM YIOCTOBEPSIOLINM LIEHTPOM, KOTOPBII HE J00aBlieH B XpaHUJIMIIE J10-
BEPEHHBIX KOPHEBBIX IIEHTPOB MOJIb30BaTENEH.

. Bonpoc: Cpaboraer iu mudpoBanue Tpapuka? Kakyio ommoky yBUIUT Opay3ep MOib-
30BaTeNs M KAKOH BEKTOP aTaK! 3TO OTKPHIBACT?
. TpeboBanus k ananusy: OOBSICHUTH pa3HUILY MEXIY KOH(QHUACHIUATLHOCTBIO COEIH-

HEHUS U MPOBEPKOMN MOUIMHHOCTH CepBepa.
3ananue NeS Pa3paboTuuky BBUIOKHMIM MOOMIIBHOE MPUIIOKEHHWE B MarasuH BMecTe ¢ (aiiiom
KoH(urypauuu, rae API-kirod 061a4HOro XpaHWIKIa XpaHUICs B OTKPBITOM BUJIE.

. Bonpoc: Ha kakom srtane ku3HeHHOro Iukia paspadotku (SDLC) mpousomen c6oit?
Kak aBTOMaTH3MpOBAaHHO HAWTH TaKHE YTEUKHU J0 penu3a’?
. TpeboBanus k anamau3y: [Ipernoxuth MeTo]] 6€30MaCHOTO XpPaHEHUs CEKpeToB (Ha-

pHUMep, UCIIOIb30BaHUE MepeMeHHbIX OKpyskenus uwiau HashiCorp Vault).



3aganue Ne6 B cucteme 31€KTPOHHOTO JOKYMEHTOOOOPOTa MCIOIB3YETCS AIIEKTPOHHAS MOJ-
MUCh, HO MPOBEpPKa CpOKa AeHCTBUS cepTudUKaTa MOAMNCAHTA OTKIIOYEHA IPOTPaAaMMHO ISl yC-
KOpEeHHUsI pabOThI CHCTEMBI.

. Bonpoc: B uem 3akio4aercst puck MCIOIb30BaHKs 0To3BaHHOTO (Fevoked) wim mpocpo-
YeHHOTO cepTudukara?

. TpeboBanus k anaausy: OnucaTh MEXaHM3M MPOBEPKHU cTaryca cepTu(duUKara yepes
nportokosisl CRL u OCSP.

3ananue Ne7 J[Ba agMuUHHCTpaTOpa MCIONB3YIOT OJAWH OOIIUH JIOTHH root C OJMHAKOBBIM ITa-
poJieM ISl YIIPaBIE€HUs KPUTUUECKUM CEPBEPOM.

. Bonpoc: Kakoi npuanun napopMannonHoi 6e3omacHoctu HapymieH? [Touemy paccie-
JIOBAaHWE MHIIUJICHTA B JAHHOM CJIy4ae HEBO3MOXXHO?

. TpeGoBanus k aHanau3y: BHeapuTh nepcoHaNbHYI HACHTU(DUKAIMIO U IBYX(akTop-
Hyto ayrenTudukamuio (MFA).

3ananue Ne§ Opranmsanus xpanuT [1J{H ki1reHTOB B 0a3¢ TaHHBIX B OTKPBITOM BHJIE, T10JIarasich
TOJIBKO Ha 3aIUTY NIEPUMETPa CETEBBIM KPAHOM.

. Bonpoc: Uto npowusoiiner ¢ AaHHbIMU Tpu ycrnemHoMm SQL-unvexyuonnom obxone K-
pana? Kaxoe cBoiictBo b Oyner 6€3B03BpaTHO yTpaueHO?
. TpeboBanus k anaau3y: [[pyMEHUTH PUHIIMIT SIICTIOHUPOBAHHON 0OOPOHBI: BHEAPHUTD

npo3pauHoe mudpposanue b/ (TDE) u mackupoBanue JaHHBIX.
3aganmne Ne9 [Ipu o6meHe kiroyamu 1o npotokony Judu-XemimMana CTOPOHbI HE TPOBEPSIOT
HOJUTMHHOCTH JIPYT Apyra (OTCYTCTBYET U(POBast MOANUCH ITAPAMETPOB).

. Bomnpoc: Kak Ha3piBaeTcsi aTaka, MO3BOJISIONIAS 3I0YMBILIUICHHUKY BCTaTh MOCEPEIHHE
(MitM) u moxMEeHUTH MyOJINYHBIC KITFOYH?
. TpeboBanus k ananu3y: HapucoBarh cxemy mepexBara CECCHHU H [10Ka3aTh, KaK ayTeH-

TU(UKALKS CTOPOH MPEAOTBPAIIAET ATy aTaKy.
3aganue Nel0 [Taponu monp3oBaTeneil B 6a3e NaHHBIX XpaHATCs B Bue xdmi-pynkuuu MDS 6e3
HCIIOJIL30BAHUS «COIU.

. Bomnpoc: [Touemy 310yMBIIIICHHHK, MTOTYYHB A0CTY K BJl, MTHOBEHHO y3HAeT Mapoiu
OOJBIIMHCTBA MOIb30BATENICH?
. TpeooBanus k anammu3y: Vcrnons3oBaTh paayxHbie Tadnuipsl (Rainbow Tables) mis ae-

MOHCTpAIINH YSI3BUMOCTH U TIPEIJIOKUTH MEPEX0/]] Ha AITOPUTMBI ceMeiicTBa Argon2 wim berypt.
3aganue Nell VmxeHep MOJAKIIOUMI HOYTOYK OTHena pa3pabOTOK HAMpsSMYIO B CETh 3aBOJa,
COeTMHUB OUCHBIN cerMeHT U TexHosornueckuit cerMeHT ACY TII omHuUM maTy-KOpAOM.

. Bonpoc: Kakas koHIenuus cerMeHTaluu ceTu Oblaa HapymieHa? UYem rpo3ut Haiudue
mocta mexay UT u OT cersamu?
. TpeboBanusa k ananusy: Hactpouts nemminrtapuzoBaHHyto 30HY (DMZ) u ogHOHa-

NpaBJICHHBIC HITO3BI (0ama-ouoowt).
3aganue Nel2 Komnanus ucnonb3yer cummerpuunsiii anroputm ['OCT 28147-89 B pexnme
npoctoii 3amensl (ECB) st mmdpoBanms n300pakeHui.

. Bonpoc: [Touemy Ha 3ammndpoBaHHOM H300pakeHUU OYAYT OTUETIMBO BHJIHBI KOHTYPHI
HMCXOJHOTO PUCYHKA?
. TpeGoBanusa k anamusy: IlepeBecTu cucremMy Ha peXUM TaMMUPOBaHUS C OOpaTHOM

cBs3bto (CFB) wiu cueruienus 61o0koB (CBC).
3ananme Nel3 VYnpocrosepsitomuii 1ieHTp (CA) moanucan mojab30BaTebCKUi cepTudUKaT, Hc-
HOJIb3Yys ANTOPUTM Xa1poBanust SHA-1.

. Bonpoc: Ilouemy coBpemeHHBIE Opay3epbl MOMETAT TAKOW CalT Kak HeOe30IacHBIN
(«Not Secure»)?
. TpeboBanus k anaamu3y: OnucaTe nporecc MPaKTHYECKOW IeHepaluu KOJUIM3UM JUIS

SHA-1 u e€ nmocnencTBus A5 MOAJEIKU CEPTUDHKATOB.
3aganue Nel4 OnepaTop cBs3M MepenaeT TpapuK KIMEHTa B OTKPHITOM BUAE MEXIY FOpoJaMu
10 CBOE€Y MAarucTpajabHOU CETH, CUUTAsI BHYTPEHHIOKO CETh «IOBEPECHHOU 30HOW.



. Bonpoc: KTo MOXeT ocyllecTBUTh MepexBar JErMTUMHO C TOUKM 3pEHHUs oleparopa U
HEJIETUTUMHO CO CTOPOHBI Xakepa?

. TpeboBanus k anaau3zy: O6ocHoBath HeoOxoauMocTh mpuMeHerns MACsec unu [Psec
Ui KA(POBAaHUSA KaHAJIOB CBA3H.

3ananue Nel5 Ilonp3oBarens 3axoauT B KoprnopaTuBHbH Wi-Fi ¢ muuneiM cMapTdhoHOM, BBOIS
CBOI IOMEHHBIN MApOJIb OT MOYTHI.

. Bonpoc: Kakoii mpoTokoi ayTeHTU(GUKAIIH TOJKEH HCIIOIh30BATHCS B KOPIIOPATHBHBIX
CeTsAX BMECTO IIepeJjauy Maposisi B OTKPHITOM MJIH €1a00 3alUIEHHOM BUJIE?
. TpeboBanus k ananu3y: CpaBHUTH 0ezomacHocTs mpoTokosioB WPA2-PSK u WPA2-

Enterprise (IEEE 802.1X).
3aganue Nel6 B moOmibHOM nipriioskennn Oanka ¢yHkius jailbreak/root detection oTkiroueHa.
I[Tonb30BaTeb UMEET MpaBa CYMEePIoIb30BaTelis Ha TeaedoHe.

. Bonpoc: Ilouemy cpena cuntaercs HEJOBEPEHHON U KaKWE JIaHHBIE ITPUIIOKEHUS (KO-
YH, TOKEHbI) CTAHOBSITCS JOCTYIHBI 3710yMBIIUIEHHUKY?
. TpebdoBanus k anaau3y: Vcrnonp3zoBanue 6emoif-box kpunrTorpaduu Ui BEIHOC OTIepa-

1Hii Ha cTopoHy cepBepa (HSM).

3apanmne Nel7 Cpoxk eiicTBHS KIIFOUEBOI0 MaTepHalia JjIsl MOAMUCH TUIATSKHBIX TTOPYUYEHUM CO-
crasinsieT 10 et 6e3 mpoueypsl CMEHbI KIItoYa.

. Bonpoc: B ueM onacHOCTh KOMITPOMETALIMH KITIOYa C TAKMM CPOKOM >ku3HU? Kak gacto
PEKOMEH/1yeTCsl MEHSTh CECCHOHHbIE KIIIOUH?

. TpeboBanus k anaau3y: PazpaboraTh peraamMeHT IUIAHOBOM POTALMHU KITIOUYEH COTIACHO
tpeboBanusm OCB/HIJILL.

3aganue Nel8 Cucrema nucTaHmmoOHHOTO OaHKOBCKOTO oOcykuBanus ([1bO) oTnpasmnser kiu-
eHTy SMS-Ko/ OATBEPKACHUS OllEepallii, HO HE MPUBA3BIBAET ATOT KOJ| K KOHKPETHOM cymMMe U
MOJTYYaTeIto MIaTexa.

. Bonpoc: Kak Ha3piBaeTcs araka, Mpu KOTOPOU 37OYMBILIUIEHHUK HHUIIMUPYET TEPeBO,
nepexBaThiBaeT SMS U 3acTaBIsET )KEPTBY MPOAUKTOBATH KOJ?
. TpebdoBanus k anaau3zy: Texct SMS-cooOmieHns JOMMHKEH COEpKaTh IETaIU TpaH3aK-

Uy (cymma, rmocjieHue nu@pel KapThl).
3aganue Nel9 Jlns 3ammtel kanana VPN ncnonesyercs ycrapesmuil nporokon PPTP ¢ ayren-
tudukanueir MS-CHAPV2.

. Bonpoc: [Touemy naHHBIN CTEK MPOTOKOJOB CUUTAETCS aOCOMIOTHO HEOE30IMacHbIM Ce-
rogus?
. TpeooBanus k ananu3y: Murparus Ha L2TP/IPsec unu coBpemennsiii TLS-based VPN

(OpenVPN, WireGuard).
3ananmne Ne20 Kpunronposaiinep (CK3W) ycTaHoBieH Ha BUPTyaJbHOU MallHe, KOTOpas pe-
TYJSIPHO MUTPUPYET MEKY (PU3MUECKUMH XOCTaMu B OOJIaKe.

. Bonpoc: B uem crennduueckas cioKHOCTh OOECTIeUeHHs 3alUThI KII0Ye B BUPTYyalu-
3UPOBAHHOM CPEJie M0 CPaBHEHUIO ¢ (PU3UIECKUM CEpBEPOM?
. TpeboBanus k anaau3y: Pucku namma omnepatuBHOM mamstu (memory dump) u HeoO-

XOJMMOCTb HCIIOIb30BaHus VIPM.

3amanue Ne21 YcraHOBHTE COOTBETCTBHE MEX/TY aTakod u MeTooM 3amuThl: A) Brute-force —
... b) SQL Injection — ... B) XSS — ... ') DDoS — ...

1 [TapameTpr30BaHHBIE 3aIIPOCHI.

2. OKpaHUPOBaHHE BHIBOJIA.

3. Rate Limiting / CAPTCHA.

4 ['eo-0anancuposka tpaduka. (Oteet: A-3, b-1, B-2, I'-4)

3ananmne Ne22 Pacnonoxxute stansl nporokona Handshake TLS 1.2 B mpaBuinbHOM nopsiake: A)
[TpoBepka nenouku noepus ceptudukara. b) Boeidop Cipher Suite. B) Brruncienue macrep-
cekpeta. I') Change Cipher Spec. (Oter: b, A, B, I)



3aganue Ne23 BprunciauTte KOJIMYECTBO BO3MOJKHBIX BapHaHTOB Kiroda ais anroputma AES-
256. Bo ckoJIbKO pa3 MpOCTPaHCTBO Kitouek Oonbiie, yeM y AES-128? (Omesem: 32°{256}3; 6
$2°128}$ paz bonvuse).

3ananme Ne24 Paccuwmraiite pasmep nudposor nmoamucu RSA-2048 B Gaiitax. (Omeem: 256
oatim, max kax 2048 6um /8 = 256).

3aganue Ne25 Omnpenenure MUHHUMAIBHYIO PEKOMEHAYEMYH JUIMHY Moayias $n$ mis RSA,
oOecneunBaromyro croiikocts 10 2030 rona coriacHo akTyalbHbIM pexkomeHpauusm NIST.
(Omeem: 3072 buma).

3aganue Ne26 Kakx m3aMeHUTCS JUIMHA XOII-3Ha4eHUs (B OWTAax), €CIIM MEPEUTH OT aJroputMa
SHA-256 xk SHA-512?7 (Omeem. Yeenuuumcs ¢ 256 0o 512 bum).

3aganune Ne27 CkoibKO payHIOB npeoOpa3zoBaHus BhIIONHIET anroput™M AES npu ucnomns3o-
BaHMHM KJIr04a aiuHoi 192 6ura? (Omeem: 12 paynoos).

3aganue Ne28 Kaxoil juymnbl Oyner umutoBcraBka (MAC), BBIUMCIIEHHAs IO ajIrOpPUTMY
HMAC-SHAL1? (Omesem: 160 6um / 20 b6aiim, paséna onune 6noxka xoua SHA-1).

3amanue Ne29 Eciu BepositHocTh B3ioma ($P$) pasna 0.05, a ymep6 ($LS$) cocrasnser 10 muH
pyOJieii, kakoBa BeiquurHa cpeaneromooro yiiepba (ALE — Annual Loss Expectancy)? (Om-
sem: SALE = P \times L = 500,0008 pyone).

3aganune Ne30 B acummerpuuHoii cucteme y Anucel ects mapa $(Pub_A, Priv_A)$, y boba —
$(Pub_B, Priv_B)$. Uro0sl otnpaButh boOy KOH(}HICHIIMATBEHOE COOOIICHUE, YbUM KIHOUYOM
Anmca nomkHa 3amudpoBaTh TEKCT, @ YbUM — moAnucarh ero? (Omeem. 3awugpposams om-
kpvimoim kirovom booa (8Pub_B3), noonucame 3axpeimuim knouom Anucet ($Priv_A3)).

4. KPUTEPUU OLIEHUBAHUS IPU MMPOBEJJEHUU MPOMEXYTOYHOM
ATTECTALUN

HIkana oueHnBaHusi YpoBHs C()OPMHPOBAHHOCTH YHHBEPCAJIbHOI KOMIIETEeHIUI (3a4eT)

[Ixana VYpoBeHb ocBoeHHE KomnereHnn | Kpurepuun onieHuBaHus

OLICHMBAaHMSI

3auer ba3oBblii ypoBeHb OCBOCHHS KOM- | /[aH TIpaBWIBHBII W WCYEPHBIBAIOIIUN
NETEHINH oTBeT Ha Bonpoc. OOyyarouuiics 1eMoH-

CTPUPYET 3HAHHUE TEOPETUYECKOrO0 MarTe-
puana, W3JI0KEHO MPaBUIbHOE MOHHMa-
HHE BOMpPOCA, JAHO JOCTATOYHO MOAPOO-
HOE OINMCAHWE NpeIMeTa OTBETa, MpHUBE-
JIEHBI U PACKPBITHI B TE3UCHON (opme OcC-
HOBHBIE TOHSTHS, OTHOCAILMECS K Mpen-
MeTy oTBeTa. iMeercst 6a30BbI ypOBEHb
OBJIQJICHUS MPAKTUYECKUMU YMEHUSIMU U
HaBBIKAMH IO JIAaHHOW AUCUHUIUIMHE B CO-
orBeTcTBUU ¢ PI'OC .

He3sauer HeynosnerBopuTenbHblil ypoBeHb | OTCYTCTBYET OTBET WJIM B OTBETE €CTh
rpyOble OMMOKH, CBHIETENBCTBYIOIINE O
OTCYTCTBHM 3HAaHUN COOTBETCTBYIOIIETO
IIPOrpaMMHOTO MaTepuana; OTCYTCTBUE
YMEHHI YW HaBBIKOB MO JTAaHHOW AUCIHUM-
auHe B cooTBeTcTBUU ¢ PI'OC wn/mmm
(parMeHTapHble  3HAaHUS  OCHOBHOTO
y4eOHO-TIPOrPaMMHOI'0 MaTepuaa.




Texymmii KOHTPOJIb U NMPOMEKYTOYHAA ATTECTANMSA OCYLIECTBIISIOTCS B COOTBETCT-
BuM ¢ «llomokeHHEM O TEKYIIEH M MPOMEKYTOUHOW aTTECTAllMM OOYdYaIOMIMXCS B ABTOHOMHOM
HEKOMMepuecKoi opranuzanuu «O0pazoBaTenbHasi OpraHu3alus BBICIIETO 00pa3oBaHus» «YHHU-
BEPCUTET SKOHOMUKH U YIIPABICHUS».

Bun npomeXyTo4HOM aTTecTallvy — 3a4er.

dopMma poBeACHUS TPOMEKYTOUHOM aTTECTALIUU — IMCbMEHHBIN 3a4eT.





