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HNHaexe 1y cHunInHbl
1o y4eOHOMY IJIAHY

HaumenoBanue AUCHHUITINHBbI

b1.B.10

NHOOPMALIMNOHHASA BE3OITACHOCTbD U 3AIIUTA
NHO®OPMALINU

Lenb nzyyenust
JUCHUTUTUHBI

dopMupoBaHHEe y OOY4YaIOIIMXCS HABBIKOB, CBSI3aHHBIX C
oOecrieyeHreM 3alluThl HH()OpMAaIMK, TpPU pEIICHUH 3ajad,
CBSI3aHHBIX C OOecreueHueM HHQPOPMAIMOHHON 0e30MacHOCTH
00BbeKTOB HMH(MOpMATH3AIMU; TPEICTaBICHHH 00 OCHOBax
MHPOPMALIMOHHON 0€30IacHOCTH, MPUHIUIAX U  METOoAax
MPOTHBOCHCTBUS HECAHKIIMOHUPOBAHHOMY HH(OPMAIMOHHOMY
BO3JICUCTBHUIO.

MecTo TUCHUIIINHEL B
ctpykrype OIIOIT

JucuuruiiHa OTHOCUTCS K 4acTH, (OPMHPYEMOH y4aCTHUKAMHU
oOpa3zoBarelnbHbIX  OTHOIIEHUM Oyoka 1. «Jlucuurniauuel
(Momymu)» nporpammsl OakanaBpuara

Komnerenimu,
(bopmupyemeie B
pe3ylbTaTe OCBOCHUS

[1K-3

T CIUATUTHHBI
Conepxanue Tema 1. OOuime Borpockl HHPOPMAIIMOHHOM 0€30IaCHOCTH
JUCLUTIIUHBI Tema 2. TocymapcTBeHHass cucremMa HMHQOPMAIIMOHHOM
Oe3omacHoCTH
Tema 3. Yrpo3sl 6e30macHOCTH
Tema 4. TeopeTnueckue OCHOBBI ~ METOAOB  3allUTHI

MH(OPMALIMOHHBIX CUCTEM

Tema 5. MeToibl 3aLUTHI CPEJICTB BHIYMCIUTEIBHON TEXHUKH
Tema 6. OcHOBBI Kpunrorpapuu

Tema 7. ApXUTEKTypa 3aIlUIIEHHBIX 3JKOHOMUYECKUX CUCTEM
Tema 8. AnropuTmbsl 6€30MACHOCTH B KOMITBIOTEPHBIX CETSIX

OO6m1ast Tpy10€MKOCTh
JTUCTUTUTAHBI

OO0mas TPyJOEMKOCTh TUCHHUIIIMHBI COCTaBIAET 4 3a4eTHBIX
enuHUIb! (144 vaca)

®opMa MPOMEKYTOUHOU
aTTecTaluu

3a4er ¢ OLEHKOM




COJEPKAHHUE

1. Lenp u mepeyeHb TIUIAHUPYEMBIX pE3YyJIbTaTOB OOYYEHHUsS MO JTUCIUILIAHE,
COOTHECEHHBIX C IJIAHUPYEMbIMU Pe3yIbTaTaMH OCBOCHHUS MIPOTrpaMMbl OakaiaBpuaTa
2. Mecto aucuumiuussl B ctpykrype OIIOIT 6akanaBpuara

3. O0beM [IUCHUMIUIMHBI B 3a4eTHBIX €IMHULAX C YKa3aHHEM KOJIMYecTBa
aKaJeMUYECKNX YacoB, BBIJICICHHBIX Ha KOHTaKTHYIO paboTy oOydaromuxcs ¢
npernogaBaresnieM (10 BUAAM 3aHIATHI) U Ha CaMOCTOSATENbHYIO paboTy 00ydaromuxcst

4. Copeprkanue TUCHUIUIMHBI, CTPYKTYPUPOBAHHOE IO TeMaM (pa3zenam) ¢ yKa3aHueM
OTBEJICHHOT0 HAa HUX KOJMYECTBA aKaJeMHUUECKHUX YacOB U BUI0B YUEOHBIX 3aHATUI

5. KoHTpoJib KauecTBa OCBOEHUS TUCLIUIIIIMHBI

6. YueOHO-MeTonnyeckoe o0ecedyeHre JUCIUILUINHEL

7. llepedeHb OCHOBHOM ¥ JIOTIOJTHHUTEIHHOW y4eOHOU JIMTEPATYpPhl, HEOOXOIUMOU ISt
OCBOEHUS AUCIUITITUHBI

8. [lepevenp pecypcoB WH(GOPMAITMOHHO-TEIICKOMMYHHUKAITMOHHOHN cetn «HTepHETY,
HEOOXOUMBIX JIJIsl OCBOCHUS IUCIUTUIMHBI

9. Meroanueckue ykazanust 111 00y4aronuxcsi 0 OCBOCHHUIO JUCIUTIIIUHBI

10. Ilepeuenr MHGOPMAIMOHHBIX TEXHOJOTUH, HMCIONB3YyEMbIX IMPHU OCYIIECTBICHUU
00pa3oBaTeNbHOTO TpoIecca IO JUCHUIUIMHE, BKIIOYAs IEPEeYeHb MPOrPaMMHOTO
obecrieueHnss © THPOPMAITMOHHBIX CIIPABOYHBIX CUCTEM (TIPH HEOOXOIUMOCTH )

11. Onwucanue MaTepuanbHO-TEXHUYECKOTO OOecreueHusi, HeoO0XOoAUMOro s
OCYIIIECTBIIEHUSI 00Pa30BaTEIBLHOTO MPoLiecca MO AUCIUILTUHE

12. Ipunoxenue x PT1J]
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1. HEJIb U IIEPEYEHD IIVTAHUPYEMBbIX PE3YJIbTATOB OBYUYEHMUA 11O
JUCIHUIIVIMHE, COOTHECEHHBIX C IVTIAHUPYEMbBIMU PE3YJIbTATAMU
OCBOEHMSA TPOT'PAMMBI BAKAJIABPUATA

Llens m3ydeHust qucuuIuinebl MH(bopManmonHas 6e30macHOCTh U 3aIuTa HHpopManun
ABIseTCd (OPMHPOBAHUE y OOYYAIOMIMXCS HABBIKOB, CBA3aHHBIX C O0ECIECUYEHUEM 3aIlIUTHI
uHpOpMaMK; TPH pPELICHWH 3a/ad, CBS3aHHBIX ¢ o0ecreueHHeM HH(OPMALMOHHOM
0e301acHOCTH O0BEKTOB HMH(OPMATU3AIMK; IPEACTaBICHUH 00 OCHOBax HH()OPMAITMOHHOU
0e30macHOCTH, TNPHHLUIAX W METOJaX  INPOTHBOACHCTBHS  HECAHKIIMOHHPOBAHHOMY
UH(POPMALIMOHHOMY BO3JICHCTBHIO.

B pesymbrare ocBoenuss OIIOIl OakamaBpuata OOy4aroOUIWiicsS JOJDKEH OBJANETh
CIEIYIONMMH PE3YJIbTaTaMK 00y4eHHS 110 AMCIUILIHHE:

Koabt Pe3yabTaTsl IlepeyeHb MIaHNUPyeMBbIX Pe3yJbTATOB
KOMIIETEeHIIHHU ocsoenus: OIIOIT o0y4eHHUsI 1O AUCUMILIMHE
[1K-3 CrniocobeH ynpaBisTh [1K-3.1. 3HaeT MeTOIbl aHAIM3a APXUTEKTYPBHI,
apxurekrypoui u UT- N T-undpacTpyKkTypbl NPEAIPUATHS,
uH(pacTpyKTypou HOPMAaTUBHYIO JTOKYMEHTALIUIO, PETYIUPYIOLIYIO
MIpEeNIPUATHS, OTHOIIEHWsI B  0O0MacTH  HWHGOPMAIMOHHOH]

obecreynBaTh Ha/IeKalluil [0€30acHOCTH,;

ypoBenb nHpopmarmonnoii [[IK-3.2. YMmeer wmopenupoBaTtbh apXUTEKTYpY,
0e30macHOCTH N T-undpactpykrypy IpEaNpUATHS,
HACTpanBaTh NOJUTUKU OE€30M1aCHOCTH;

[1K-3.3. Bnameer HaBbIKaMu  yIIpaBJICHHUS]
ApPXUTEKTYpOH u UT-undpactpykrypoid
OpeanpusaTHs,  oOecrneueHus — HaJUIeXkallero
ypoBHsI HHGOPMAIIMOHHON O€301TaCHOCTH.

2. MECTO JUCIMIIJIMHBI B CTPYKTYPE OIIOII BAKAJIABPUATA

Huctmmumaa bB1.B.10 Mudopmanumonnas 06e30macHOCTs M 3amuTa  WHGOpPMAIUU
OTHOCHUTCS K 4YacTH, (OpMHUpPYeMOH ydacTHMKaMM OOpa30BaTENbHBIX OTHOILIEHUH OJoKa
lyuebnoro mmana OIIOIl GakamaBpuata mo HampasieHuto moarotoBku 38.03.05 busnec-
uHpopmaruka. JucummimHa MWMHpopmanmoHHas 0e30macHOCT, M 3amuTa  MHGOpMalnuu
u3ydaercs OO0yJaroImuMHCsS O4YHOW (opmbl oOyueHHs B 8 cemecTpe, OYHO-3a09HOH (HOPMBI
o0yueHus — B 8 cemectpe.

[lpr w3ydeHUM NaHHOW AMCUUIUIMHBI OOYYArOMIMKCS WCIIONB3YeT 3HAHWSA, YMEHUS |
HaBBIKM, KOTOpble C(HOPMHUPOBAHBI B TPOLECCE H3YYEHUS MPEIIIeCTBYIOIUX AUCHUIUINH:
WNHpopMannoHHbIE TEXHOJIOTHH B NMPO(ECCHOHATBFHOW AeSaTenbHOCTH, KOMIBIOTEpHBIE CeTH,
Cranpaptuzanus, cepTuuKanus 1 TEXHUYECKOe TOKyMEHTOBEICHHUE.

3HaHUs, YMEHHS W HAaBBIKH, TIOJTYYCHHBIC TP W3yUEHUH TUCIHILIHHB MHpOpMannonHas
0€30MacHOCTb U 3aluTa HHPOpMaLUH, OyTyT HEOOXOAUMBI ISl YIIIyOJIEHHOTO U OCMBICICHHOTO
BOCTIpHSITHS HUCHUILTNH: OCHOBBI IIH(pPOBOH SKOHOMUKH, KopropaTuBHbIE MHPOPMAIIMOHHEIE
CHCTEMBI, B IPOM3BOJCTBEHHON MPAKTUKE, MOJArOTOBKE BBINTYCKHOM KBAIM(UKAMOHHON
paboTHI.

Ob6nacte mpodeccHOHATBHONW JESTETbHOCTH, HAa KOTOPYIO OpPHUEHTHUPYET AUCLUILINHA
Undpopmanmonnass GezomacHOCT, M 3amuTa uHpopmanuu, BrioyaeT: 06  Cs3b,
UH(POPMALIMOHHBIE U KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH.

Tunsl 3amay  w®  3aga4  1podeccHOHATBHOM  JEeSATeNbHOCTH  (OpraHM3alioOHHO-
yIpaBJIEHYECKUI), K KOTOPBIM TOTOBUTCA OOYYalOIIMKCS, OMpEeAETeHbl Y4eOHBIM IIJIaHOM, a
UMEHHO:

— ynpaBiATh apxuTekTypoil u UWUT-undpactpykrypolt mnpeanpustus, oOecreduBaTh
HaJIeKAINNA YPOBEHb HH(POPMAIIMOHHON O€301TaCHOCTH;
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— B3aUMOJICHCTBUE C TPO(GUIBHBIMH CHEIHAIUCTAMH B TPOIECCe PEIICHUS 3a1ad
YIPaBJICHUS )KH3HCHHBIM ITUKIIOM HH()OPMAITMOHHBIX CUCTEM;

— pa3paboTKa pEeriaMeHTOB JEATEIbHOCTH MPEANPUSTHS W YIPaABICHUS >KU3HEHHBIM
mukiom UC.

3. OBPBbEM JUCHUIIVIMHBI B 3AYETHBIX EJJMHUIIAX C YKASAHUEM
KO/INYECTBA AKAJEMHUYECKUX YACOB, BBIIEJIEHHBIX HA KOHTAKTHYIO
PABOTY OBYYAIOHINXCSH C TPEIIOJTABATEJIEM (IIO BUJAM 3AHATHIN) U
HA CAMOCTOATEJBbHYIO PABOTY OBYYAIOIIIUXCHA

OO6mast Tpya0oeMKOoCTh (00BEM) MUCIUIUIMHBI COCTAaBISICT 4 3a4eTHBIX €IMHHUIBI (3.€.),
144 axagemuyeckux yaca.

3.1. O0béM TMCHUILUIMHBI 110 BUIAM Y4eOHbIX 3aHATHI (B Yacax)

Juis1 ouHoii popmbl 00yUeHUs
OO6mias TpyA0EMKOCTh TUCIUILUIMHBI COCTaBIISIET 4 3au€THBIX enunuibl 144 yaca

O0béM TUCUMIINHBI Bcero yacos

OO611ast TpPyA0€MKOCTh JUCITUTUIMHBI 144
KonrakTHas pabora 44
AynuropHas pabota(Bcero): 44
Jlekuun 16
CeMUHApBI, MPAKTHYCCKUE 3aHSITUS 28
CamMocTosiTenbHas paboTta o0yyaronuxcs (BCero) 100
Kypcoas pabora -

3adeT ¢ OIEHKON +

DK3aMeH -

J1st 04HO-3204HOH GOpMBI 00yYeHUSs
OO6miast TpyA0EMKOCTh TUCIUILUIMHBI COCTABIISIET 4 3au€THBIX enuHuibl 144 qaca

O0BbéM 1MCHMIIMHBI Bcero yacos

OO011ast TPyA0€MKOCTh AUCIUIITUHBI 144
KonrtakTHas pabota 34
AynutopHas paboTa(Bcero): 34
ekt 12
CeMUHApBI, TPAKTHUECKUE 3aHITUS 22
CaMocTosiTenbHast paboTta o0yyarouiuxcs (BCero) 110
Kypcosast pabota -

3a4eT ¢ OLEHKON +

JK3aMEH -




4. COAEP)KAHUE JUCIUIIVIMHBI, CTPYKTYPUPOBAHHOE 110 TEMAM
(PA3AEJIAM) C YKASAHUEM OTBEJAEHHOI'O HA HUX KOJIMYECTBA
AKAJTEMAYECKHX YACOB 1 BUJIOB YYEBHBIX 3AHATHIA

4.1. Pa3nesqpl QUCHUIVIMHBI W TPYAOEMKOCTb IO BHAAM Y4eOHBIX 3aHATHH (B
aKaJeMHU4YeCKHX Yyacax)

HanmeHnoBaHMe TeMbl Bcero KosmnuecTBo yacos
KonrakTHas paGora Bueayaur.
=2 pabora
E o (@) Jleknun Ipaktuyec | Camocr.
é S g KHe pabora
o = o Q o Q o Q
& | 2 & 2| & | &
Clcoc ||| @ |0
O6mmue Bompockl UHPOPMAIMOHHOM 14 14 5 9 2 9 10 10
0€30MacHOCTH
['ocynapcTBeHHas cucreMa| g 18 2 9 2 9 14 14
MH(}OpMallMOHHON 06€3011aCHOCTU
VYrpo3bl 6e30macHOCTH 14 14 2 2 2 2 10 10
Teopernyeckue  OCHOBBHI ~ METOJOB 2
3alIUTHl UHPOPMAIIOHHBIX CHCTEM 2 22 2 g 4 e 16
Merobl 3aIUTHI CpEJICTB 2
BBIYMCIIMTEIIFHON TEXHUKHU 20 20 4 4 14 16
OcHoBbl Kpuntorpaduu 24 24 2 2 6 4 16 18
. | ApxuTexTypa 3AIIMIIERHBIX | 4 o 16 2 9 4 9 10 12
YKOHOMHUYECKUX CUCTEM
. | Aaroputmbl 6€30MacHOCTH B 16 16 2 4 2 10 14
KOMITBIOTEPHBIX CETSIX
Bceero mo qucuuminze 144 | 144 | 16 12 28 22 | 100 | 110
KonTpons - -
Hroro 144 | 144

4.2. Copep:xaHue JMCUMILIMHBI, CTPYKTYPHPOBaHHOE N0 TeMaM(pa3aesiam)

Tema 1. O0mmue Bonpocs! HH(pOPMALIHOHHOM 0€301TACHOCTH

OcHoBHble TOHATHS U onpeneneHusd. [loHsTus wuHPopmanusa, HHPOpMaTHU3AIMS,
UH(pOPMAaLMOHHAs CUCTeMa, MHPOpMalMoHHas 6e30macHOCTb. [IoHATHS aBTOpa M COOCTBEHHUKA
uH(pOopMalliK, B3aUMOJIeICTBIE CyOBhEKTOB B MH(POPMAIMOHHOM oOMeHe. 3aiuTa nHhOopMaIlui,
TailHa, cpeAcTBa 3alMThl WHpOpMaNMU. MeXIyHapoJHbIE CTAaHAAPTHl HMH()OPMAIIMOHHOTO
oOmeHna. [lokazarenu wuHQOpManMM: BaXKHOCTb, IOJHOTA, AaJE€KBaTHOCTb, PEJIEBAHTHOCTH,
TOJICPAaHTHOCTh. TpeOoBaHus K 3ammre UHPopManuu. KOMIUIEKCHOCTh CHCTEMBI 3aIlUTHI
uH(pOpMallMU: HHCTPYMEHTANIbHAs, CTPYKTYpHasl, pyHKIMOHAIbHAs, BpEMEHHAS.

Tema 2. I'ocynapcTBeHHasi cucTeMa HH(POPMALMOHHOH 0€30I1aCHOCTH

OcHOBHBIE HOPMATHBHBIE PYKOBOJSIIME JTOKYMEHTHI, Kacalolluecs TocyAapCTBEHHOM
TailHbI, HOPMATHUBHO-CIIPABOYHbIE JOKyMeHThl. HazHaueHue u 3amaun B chepe obecriedeHUs
MH(OPMallMOHHON 0€30MacHOCTH Ha YpoBHE rocyaapcTBa. JlokTpuHa WHGOPMAIMOHHOMN
6e3omacHoct  Poccuiickoit  ®egeparmu.  CTpykTypa  roCcylapCTBEHHOW  CHCTEMBI
nHpopmanmonHoit  Oe3omacHocTd. CTpyKTypa 3aKOHOJIATEIbHOM 0a3pl 1O  BOMpocam
uHPOPMALMOHHON Oe3omacHOCTH. JIuIeH3upoBaHUEe M CepTHU(HKAIMA B 00JaCTH 3aIIUTHI




uHpopmanuu. Mecto HUHOOPMAIMOHHONW  OE€30MACHOCTH  SKOHOMHYECKHX CHUCTEM B
HallMOHAIBHOM 0e30macHOCTH cTpanbl. KoHuenus nHpOpMaImOHHON 0€301aCHOCTH.

Tema 3. Yrpo3sl 6e3onacHocTH

[Tonstue yrpossl. Bunabl npoTUBHMKOB WM «Hapymwurenei». Kiaccudukanus yrpos
uHpopMannoHHo  OezomacHocTtd. Buabl  yrpo3. OcHOBHBIE HapymieHus.  Xapakrtep
IPOMCXOXKAEHUS Yrpo3 (YMBILUIEHHBIE M €CTeCTBEHHblE (hakTophl). VICTOYHHMKM yrpos3.
[Tpennocbuiku mosiBieHUs: yrpo3. Kiaccel KaHajaoB HECAaHKIMOHMPOBAHHOIO IIOJYYEHHS
uHpopmanuu. [IpuunHbl HApYLIEHUS LIETOCTHOCTH UH(OPMAIUH.

Tema 4. TeopeTnueckue 0CHOBbI METOA0B 3aIMTHI HHPOPMALMOHHBIX CHCTEM

OCHOBHBIE TOJIOKEHHUS TEOPHUH HMH(OPMAIMOHHOM O0€30IacHOCTH HH(POPMALMOHHBIX
cucreM. Moxenu Oe3omacHOCTH W WX MNpuMeHeHHe. PopmaibHbIE MOAETH O0e30MacHOCTH.
HuckpenronHas Mojenb XappucoHa-Pys3zo-Yinbmana. TunuszupoBaHHas wMaTpuiia JOCTyMa.
Monens pacnpoctpanenus npaB aoctyna Take-Grant. Mannataas mozaens bemna-Jla-ITamyinebr.
PoneBass momurtuka Oe3onmacHocTH. OrpaHuuyeHHMss Ha OOJACTH NPUMEHEHUs (HOPMaJIbHBIX
MOJECIIECH.

Tema 5. MeToabl 3a1IUTHI CPEACTB BHIYNCIUTEIbHOH TEXHUKH

Hcnonp30BaHne 3alUIIEHHBIX KOMIBIOTEPHBIX CHUCTEM. ANNApaTHble U MPOTrPAMMHbIE
cpeacTBa A 3amMThl KoMnbioTepHbIX cucteM oT HCJI. Cpencra omepaniMOHHOM CHCTEMBI.
CpenctBa pesepBupoBaHus JgaHHBIX. [IpoBepka memoctHoctu. CrnocoObl W cpeacTBa
BOCCTaHOBJIEHUS PaOOTOCIIOCOOHOCTH.

Tema 6. OcHoBbBI KpuNTOrpagun

Mertonsl kpuntorpapuu. CUMMETpUYHOE U aCHMMETpUYHOE MUppoBaHUE. AJIITOPUTMBI
mmdpoBaHus. DINEKTPOHHO-IIUPPOBast MOAMUCH. AJITOPUTMBI AIEKTPOHHO-IU(POBOM MOAIUCH.
XemupoBanue. imurocraBku. Kpunrtorpaguueckue reneparopsl cirydaiiHsix yncen. CrnocoObl
pactipoctpanenust kimodeid. OOecrneunBaemass mmdpoM cTeneHb 3ammThl. KpunroaHamus u
aTaku Ha KpunrocucteMsl. CxxaTre HHGOpMaLIUU.

Tema 7. ApxuTeKkTypa 3alMIIEHHBIX IKOHOMUYECKUX CHCTEM

OCHOBHBIE TEXHOJOTMH MOCTPOCHHUS 3AIIMIIEHHBIX SKOHOMHYECKHUX HH(POPMAIMOHHBIX
cucreM. Oynkuun 3amutel nHGopManuu. Knacesl 3aia4 3amuThl MHQOpMauu. ApXUTEKTypa
CHCTEM 3alUThl MHpOpManuu. SAapo U pecypchl cpencTB 3amuThl uHGopmanuu. Crpareruu
3amuThl HHGopManuu. OCOOEHHOCTH IKOHOMUYECKUX MH(OPMALIMOHHBIX CHCTEM.

Tema 8. AlropuT™Mbl 6€301aCHOCTH B KOMIIBIOTEPHBIX CETAX

MexcereBble 3kpanbl. [IpoektupoBanue MDO. CHuddepsl. DKcmIouTsl. ATaku Ha
cepBepa. ATaku Ha pabouyMe CTaHIMM. ATaka THIA «OTKa3 B  OOCITYy>XKHBaHUN.
[TporoxonupoBanue. CeTeBble 3alUIIIEHHBIE IPOTOKOJBI.

4.3.Conepxanue NpakTUYeCKUX 3aHATHII (0uHas popma o0yueHust)

Pa3z1em>1, TEMbI, JTUAAKTHYCCKHUEC CINHHUIIbI

I[IpakTuyeckoe 3ansaTHe Ne 1. OOmme Bompochl HMH(OPMAIMOHHOH 0€30MACHOCTH.

(2 gyaca)

1. 3ammra wHdopmanuu, TalHA, CpeAcTBa 3amuThl WHGOpMaUu. MexXayHapoaIHbIe
CTaHJapThl THPOPMALIMOHHOTO OOMEHa.

2. TpeOoBanus K 3ammure wHpopManuu. KOMIIEKCHOCTh CHCTEMBI 3aIlllUThl HH()OpPMAIIHH:
UHCTpYMEHTaJIbHAs, CTPYKTYpHas, (PyHKIIMOHAIbHAs, BDEMEHHASI.

3.BrImnoNHEeHNE TPaKTHYECKUX 3aJaHHH.

Mpakruuyeckoe 3anaTe Ne 2. TocyaapcTBeHHass cucreMa WHGOPMAMOHHON

0e3onmacHocTH (2 yaca)

1. Hoxtpuna unpopmanmonHoi 0ezonacHoctu Poccuiickoit @enepanui.

2. CrTpyKTypa TOCyJapCTBEHHOM cHCTeMbl HH(OpMarmoHHOW Oe3omacHocTH. CTpyKTypa
3aKOHOJIaTeIHLHOM 0a3bl 10 BompocaM HHGOpMaIMOHHON Oe3omacHoCTH. JIulieH3upoBanme
U cepTU(uUKanys B 00JIaCTH 3alUTH HH()OPMAIIHH.

3. BrInonHEHNE MPAKTHYECKUX 3aJaHUH.




IpakTuyeckoe 3ansaTue Ne 3. Yrpo3nl 6e3onacHocTH (2 yaca).

1. Knaccudukamus yrpo3 wuHpopManmoHHONH Oe3omacHOocTH. Buapl yrpos. OcCHOBHBIE
HapyleHHs. XapakTep NPOUCXOXKAEHUS yrpo3 (YMBILIUICHHBIE U €CTECTBEHHbIE (aKTOPHI).
Hcrounuku yrpos. IIpeanocsuiku nosiBjaeHus yrpos.

2. Kuacchl kKaHaJI0B HECAHKIIMOHUPOBAHHOTO NOJTYyYeHUs HHPOPMALIUU.

3. BrInojHeHne NpakTHYECKUX 3aJaHHM.

IIpakTuyeckoe 3ansaTue Ne 4-5. Moaenu 6e301acCHOCTH U UX NPUMeHeHHUe (4 yaca)

1. dopmanbHble MOJIENIH OE30MACHOCTH.

2. JluckpermoHHass Mojelnb XappucoHa-Py33o-Ynbpmana. TunusupoBaHHas marpuiia
noctyna. Mopens pacmpoctpaHeHuss npaB pocryna Take-Grant. MawpatHas Mozeinb
benna-Jla-Tlagynbl.

3. BeinosiHEeHNE IPAaKTUYECKUX 3a/laHuM.

IIpakTuyeckoe 3ansaTHe 6-7 MeToabl 3alIUTHI CPEACTB BbIYMCIUTEIbHOW TEXHHKH.

(4 gaca)

1. AnmaparHble U TpOrpaMMHBIC CPEACTBA IS 3alUThI KOMITbIOTEpHBIX cucteM ot HC/I.

2. CpenctBa omepanmoHHOW cucTteMbl. CpelncTBa pe3epBUpOBaHUs NaHHBIX. [IpoBepka
neiaoctTHocTH. CrocoObl M CpelICTBa BOCCTAHOBIIEHUS PaOOTOCIIOCOOHOCTH.

3. BeInosiHeHne MpakTUYECKUX 3a1aHuil.

IIpakTuyeckoe 3ansitue 8-9. MeTomoI0rHUYecKHe OCHOBbI OH3HeC-HHPOPMATHKH

(4 gaca).

1. CummerpuyHOe U acUMMeTpHUYHOEe MU poBaHUEe. AITOPUTMBI IHPPOBAHUSL.

2. DnexTpoHHO-UIM(pOBas TOAMHUCH. AJTOPUTMBI  JIEKTPOHHO-IIU(PPOBON  TOJIIHCH.
XemmupoBanue. UmuroBctaBku. Kpuntorpaduueckue reHepaTopsl CIIyJaiiHBIX YHCEIL..

3. BeimosiHeHe MpakTUYECKUX 3a1aHui.

IpakTuueckoe 3ausitue 10. Cniocodbl pacnpocTpaneHus Kiwueii (2 yaca).

1. CmocoOsI pacnipocTpanenus kiatoueit. OdecrneunBaemasi UG POM CTETICHD 3aIUTHI.

2. Kpunroananus u aTaku Ha Kpunrocuctemsl. CxxkaTve HH(GOpMAaIUH.

3. BeinosgHeHne NpakTUYecKuX 3a/JaHui.

IIpakTuyeckoe 3ansTHe 11-12. OcHOBHBbIE TEXHOJIOTHM MOCTPOEHHS] 3ANIUIIEHHBIX

IKOHOMHYECKHUX HH(POPMAMOHHBIX cucTeM. (4 yaca).

1. OcHOBHBIE TEXHOJOTHH MOCTPOEHUS 3alUIIEHHBIX AKOHOMHUYECKUX HH(DOPMAIIMOHHBIX
cucreM. OyHK1MU 3amuThl HHGopmanuu. Kinaccsl 3a1a4 3anmuThl ”HGOPMAIIUH.

2. ApxuTekTypa cucTeM 3amuThl HHDOpManuu. Sapo W pecypchl CPEACTB 3allUThI
unopmarnuu. Crparerun 3amuThl  uHGopManuu. (OCOOEHHOCTH IKOHOMHYECKUX
WH(OPMAIIMOHHBIX CUCTEM.

3. BeinosHeHne NpakTUYecKuX 3a/JaHuM.

IIpakTnyeckoe 3ansitue 13-14. Aaropurmbl 0€30MaCHOCTH B KOMIIBIOTEPHBIX CeTHX.

(4 gaca).

1. MexcereBbie skpansbl. [IpoextupoBanue M. CHuddepbl. DKCIITOUTHI.

2. Ataku Ha cepBepa. ATakd Ha paboyme CTAaHIMH. ATaka THIA «OTKa3 B OOCITY>KHUBaHHUH.
[TpoTokonupoBanue. CeTeBble 3aIUIIEHHBIE IPOTOKOJIBI.

3. BeInonnHeHNE NPAKTUYECKUX 3aJaHUN.

4.4. Copep:xaHue caMOCTOATEJbHON padoThI

Pa3neinl, TeMBI, THJAKTHYECKHE eTHHHIbI

Tema 1. O61me Bonpocbl UHGOPMALMOHHOM 0€30MACHOCTH

[Tokazarenn  uH(pOpMAIMM:  BaXHOCTb,  IOJHOTA,  aJ€KBAaTHOCTb,  PEJIEBAHTHOCTH,
TOJIEPAHTHOCTD.

TpeboBaHus K 3amuTe HHPOPMALIHH.

KoMmrutekcHOCTh  cHCTeMBI  3aIIMTHl  WH(GOPMAIMU: HWHCTPYMEHTANbHAsA, CTPYKTypHasd,
(byHKIMOHATIbHASI, BpEMEHHas!.

Tema 2. I'ocynapcrBeHHasi cucteMa HHPOPManMOHHON 0€3011ACHOCTH
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CtpyKTypa 3aKOHOAATEIbHON 0a3bl MO BoNpocaM HHGOPMAIIMOHHON O€30MaCHOCTH.
JIuueH3upoBaHue U cepTH(HKAINS B 00IACTH 3alUTH HH)OPMAITHH.

Mecto uHQOpPMAIMOHHOW OE30MACHOCTH JKOHOMHUYECKMX CHCTEM B HalMOHAIBHOU
0€30MacCHOCTH CTPaHBbI.

Konnenmus nadopmaiyionHoit 6€30nacHOCTH.

Tema 3. Yrpo3sl 6e3onacHocTH

Kraccel kaHa10B HECaHKIIMOHUPOBAHHOTO MOJIy4YeHUs HH(OPMALIUH.

[TprunHBI HApYIICHMSI IETTOCTHOCTH WH()OPMAIIHH.

Tema 4. TeopeTudeckue 0CHOBbI METOA0B 3aIIIUTHI HH(POPMAIUOHHBIX CHCTEM
Mopuens pactipoctpanenus mpas pocryna Take-Grant.

Mannarnas moaens bemna-Jla-ITagymer.

Poneast monutrka 6€30MaCHOCTH.

Orpanuyenus Ha 00JacTH MPUMEHEHUsI (POPMaTIbHBIX MOJIECH.

Tema 5. MeToabl 3a1IUTHI CPEICTB BLIYUCTUTETbHOI TEXHUKH

CpenctBa pe3epBUPOBaHUS JaHHbBIX.

IIpoBepka 1enoCTHOCTH.

CrniocoObl U CpeJICTBAa BOCCTAHOBJICHUS PabOTOCIIOCOOHOCTH.

Tema 6. OcHoBBI KpunNTOrpagun

CrniocoOsI pacpocTpaHeHHs! KITIOUEeH.

ObecneunBaemast IIM(PPOM CTETICHD 3aIIHUTHI.

KpunToananus u araku Ha KpUNTOCHUCTEMBI.

Cxarue nHpopmMaImm.

Tema 7. ApXuTeKTypa 3allIMIIEHHBIX JKOHOMHUYECKHX CHCTEM

CrpaTeruu 3anuThl THPOPMAIIHH.

Oco0eHHOCTH YKOHOMUYECKUX HH()OPMAIIMOHHBIX CHCTEM.

Tema 8. AIropuTMBI 5€30MACHOCTH B KOMIBIOTEPHBIX CETAX
[TpoTokonupoBaHue.

CereBble 3alIUIICHHBIC TIPOTOKOJIBI.

5. KOHTPOJIb KAYECTBA OCBOEHHMSA JUCIHUITVINHBI

Tekylmunii KOHTPOJIb U IPOMEKYTOUHASI ATTECTALUS OCYIIECTBISIOTCS B COOTBETCTBUU C
«[lonoxkeHneM O TEKYyIIEeM KOHTPOJIE YCHEBAEMOCTH M MPOMEKYTOYHOM aTTecTaluuu
oOyuaronuxcsi B ABTOHOMHON HeKoMMepueckoil opranmuzaiun «O0pa3oBaTenbHas OopraHu3aIus
BBICIIETO 00pPa30BaHU» «Y HUBEPCUTET SKOHOMUKHU U YIIPABJICHUS».

Bung npomexyrouHod —arrectanMu  — 3a4eT ¢ oueHkoil. dopma mpoBeneHHS
MIPOMEKYTOUHOM aTTECTALMU — IMCbMEHHBIN 3a4€T C OLIEHKOM.

@DOoHJ| OLIEHOYHBIX CPEJCTB MO ITUCIUIUIMHE TPUBEIECH B IpuiioxxkeHuu K PI1/I.

6. YYHEBHO-METOANYECKOE OBECIIEYEHUE JUCHUIIJINHbI

1. SxoBenko JI.B., WudopmarmmonHas 0Oe30macHOCTh W 3amuTa HWHDOpPMAIUU:
METOJMYECKHE PEKOMEHJIAIMU T10 OpraHU3allii CaMOCTOSITENbHON paboThl oOyuarommxcs /
JL.B. SIxoenko. — Cumpeponons: AHO «OOBO» «YHUBEPCUTET SKOHOMHUKH M YIIPABICHUS,
2026. - 19c.

2. TepMHHONOTHYECKHN clIOBaph Mo TpeaMeram kKadenpsl «busnec-uHopmarnkay /
cocraputenu . A. [lonuenko [u ap.]. — Cumdeponons : YHUBEPCHUTET KOHOMHKH U
yrpanenus, 2020. — 240 ¢. — Texcer : anexTponHbIi // [{udpoBoit 0OpazoBaTenbHBIN pecypc
IPR SMART : [caiit]. — URL: https://www.iprbookshop.ru/108063.html (nata oOpamieHus:
16.01.2026). — Pexxum gocTyrma: IjIsi aBTOPU3UP. TOIb30BaTEIEH.
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7. MIEPEYEHb OCHOBHOM U g[Ol'[O.JIHPITEJIBHOfI YYEBHOU JIUTEPATYPBI,
HEOBXOJIMUMOMU JJIA OCBOEHUA JUCHUITJINHBI

a) OCHOBHAs

1.  Illanerun, B. ®. Uadopmanuonnas 6e30macHOCTh U 3amuTa HHGpopmanun / B. ©.
[Tanprun. — 3-e¢ uzn. — Capatos : [Ipododpazosanue, 2024. — 702 ¢. — ISBN 978-5-4488-
0070-2. — Texkcrt : anexrponusii // Lludposoit oopazoBarensHbiid pecypc IPR SMART : [caiit].
— URL.: https://www.iprbookshop.ru/145912 . html (mara o6pamenus: 16.01.2026). — Pexum
JIOCTYTIA: JIJIsl aBTOPU3HUP. TIOJIB30BATEICH.

2.  Topronos, B. E. OpranuzanroHHble OCHOBBI 3alTUThl HHpOpManuu : yueOHuK / B.
E. I'opronoB. — YensaOunck : FOxHO-Y panbCKuii TEXHOIOTHYECKUH YHUBEPCUTET, YenssOnHcKuit
rocynapctBeHHbIi ynuBepcurter, 2026. — 354 ¢. — ISBN 978-5-6050860-6-2. — TekcT :
anektpoHHbld // Ludposoit obpazoBatenbhbiii pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/149883.html (mara o6pamienus: 16.01.2026). — Pexxum mocryma:
JUIsl aBTOpHU3Mp. oJb3oBatesei. - DOI: https://doi.org/10.23682/149883.

3. ®opoysan, b. A. Kpunrorpadust u 6e3omacHocTs ceteit : yuedbHoe mocodue / b. A.
®opoysan ; nox penakuueid A. H. bepnuna. — 4-e uzn. — Mocksa : UHTepHeT-YHUBEpcurer
Nudopmanuonnsix Texunonoruit (MHTYUT), Ait [lu Ap Meaua, 2026. — 776 ¢. — ISBN 978-
5-4497-0946-2. — Texkcr : anexkrponnsiii // Ludposoii odpazoBarensubiii pecypc IPR SMART :
[caiiT]. — URL: https://www.iprbookshop.ru/146352.html (mata oGparienus: 16.01.2026). —
Pexxum nocTtyna: st aBTOpU3HP. TOIB30BATEIEH.

4,  TexHOJOTHUH 3alIUThl HHPOPMAIIMK B KOMITBIOTEPHBIX CETAX : yueOHOe mocobue /
H. A. Pynenxkos, A. B. [Iponerapckuii, E. B. CmupnoBa, A. M. CypoBoB. — 4-e uzn. — Mocksa
: Nnrepuer-Yuusepcurer Mudopmarnmonnsix Texnonoruit (MHTYUT), A [lu Ap Menua,
2026. — 368 c. — ISBN 978-5-4497-0931-8. — Tekcr : anekrponssid // IludpoBoit
o0pa3oBaTeNbHbII pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/146404.html (nara oOpamenus: 16.01.2026). — Pexum gocryma:
JUIS aBTOPU3HP. MOJIb30BaTeNeH

5.  Ianprun, B. ®. 3amura koMnbeoTepHoi nHpopMauu. I¢pHeKTUBHbBIE METOJIBI U
cpeactea / B. @. lllanbrun. — 3-e u3a. — Caparos : IIpodobpazoBanue, 2024. — 543 ¢. —
ISBN 978-5-4488-0074-0. — Texkcr : anekrponnsii // [{ludpoBoii oOpazoBarensHbIii pecypc IPR
SMART : [caiitr]. — URL: https://www.iprbookshop.ru/145909.html (mara oOparenus:
16.01.2026). — Pexxum nocTyma: st aBTOPU3HP. MOTb30BATEIICH.

0) 10MOJTHUTEIbHAS

1. Pa3pabotka u 3ammra 6a3 nanHbix B Microsoft SQL Server 2005 : yueGHoe
nocobue. — 4-e uzn. — Mocksa : UnTepHeT-YHuBepcuter MHpopmannonnsix TexHomorui
(MHTYUT), Aii Il Ap Menua, 2026. — 147 c¢. — ISBN 978-5-4497-0913-4. — Tekcr :
anekTpoHHbI // Lludposoit obpazoBarensHblii pecypc IPR SMART : [caiit]. — URL:

https://www.iprbookshop.ru/146393.html (nara o6pamienus: 16.01.2026). — Pexxum mocryma:
JUIS aBTOPHU3HP. MOJIb30BaTeNei

2. MbiiBona, O. bezonacHocTs ceteit : yueOHOe mocodue / D. MoiiBona. — 4-e u3.
— Mocksa : UnTtepuet-YHuepcuter Uupopmanmonnsix Texnonoruit (MHTYUT), Aii ITu Ap
Memuna, 2026. — 571 c. — ISBN 978-5-4497-0863-2. — Texkcr : anmextponHbIi // Lludposoit
o0pa3oBaTeNnbHbII pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/146327.html (nara o6pamienus: 16.01.2026). — Pexxum mocryma:
JUIS aBTOPHU3HP. MOJIb30BaTeNei

8. MEPEYEHb PECYPCOB UH®OPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHOM
CETU <MHTEPHET», HEOBXOJINMBbIX /IS OCBOEHUA JUCHUIIJIMHBI

1. UudopmanmonHo-npaBoBoii moprtan «l'apanT»: odunmanbaeiii caiit. — URL:
http://www.garant.ru — TekcT: 3JIeKTpOHHBI.
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2. lndposoii obpazoBatenbHblii pecype «IPRsmarty: opurnmansueii caiit. — URL: http://
www.iprbookshop.ru/ — TekcT: 3IeKTpOHHBIN.

3. Hayunas snekrponnas 6ubmmuoteka «KubepJlenunkay: opunmansueiii caiit. — URL:
https://cyberleninka.ru/ — Tekct: 31K TPOHHBII.

4. Poccuiickuii MHTEpHET-NOPTAT U aHANUTHYecCKoe areHTcTBO TAdviser: odumansHbIit
caiir. — URL: https://www.tadviser.ru/ — TekcT: 3JC€KTPOHHBIIA.

S. Hayunsriii sxypHan «Borpocsl kubepOe3onacHocTi: opunuaibabiil cant. — URL:
https://cyberrus.info/ — TekcT: 37K TPOHHBIA.

9. METOAUYECKHUE YKA3ZAHUA JJIS1 OBYYAIOIIIUXCA
IO OCBOEHUMIO JNCHUITJIMHBI

IIpu npoBeneHui JNEKIMM, CEMUHAPCKUX (MPAKTUYECKUX) 3aHATUH, CAMOCTOSATEIbHOU
pabote 00yyaromuxcsi NPUMEHSAIOTCS MHTEPaKTHBHbIE (OPMBI MPOBEICHUS 3aHATUH C ILIEIbIO
MOTPYKEHUSI 00YJaIOIIUXCS B PEATbHYIO atMoc(epy MpodhecCHOHAIBHOTO COTPYIHHUYECTBA 110
paspelieHuto npolieM, ONTUMalbHON BEIPAaOOTKM HABBIKOB U KaueCTB OY/YIIEro ClelUuaIncTa.
WuTepakTrBHBIE (OPMBI IPOBECHHS 3aHATUH TpeAIonaraloT o0ydyeHne B coTpyaanyecTse. Bee
YYaCTHUKHM 00pa3zoBaTeIbHOIo Ipolecca (IpernojaBaTenb U 00ydarouirecs) B3aUMOAECHCTBYIOT
Jpyr ¢ OpyroMm, oOMEHHBAIOTCS MH(POpPManuel, COBMECTHO PELIAOT MPOOJIEMBbI, MOACIHPYIOT
CUTYALHIO.

B yueOHOM mporiecce UCTIONb3YIOTCSI HHTEPAKTUBHBIE (DOPMBI 3aHSTHIA:

- TBOpYECKOE 3aJaHKe. BhIOIHEHNE TBOPUECKUX 3aJaHUl TpeOyeT OT 00ydaromerocs
BOCIIPOM3BEICHHE TIOJTYYEHHOW paHee nHpopManuu B Gopme, onpeaensieMol MpernoaaBaTeseMm,
U TpeOyroleil TBOpYECKOro MOaX0/1a;

- rpynnoBoe oOcyxaeHue. ['pynnoBoe o0CcyxkaeHre Koro-mudo BOIpoca HAIpaBJIEHO Ha
JOCTMDKEHUM JIy4YIIEero B3aMMOINOHHMMAaHMs M CIOCOOCTBYET JIyYLIEMY YCBOSHHMIO H3y4aeMOro
MaTepuaia.

B xozme ocBoeHUs TUCHMITIMHBI IPU NMPOBEACHUM KOHTAKTHBIX 3aHATHH HCIIOJIB3YIOTCS
ciaenyromue (GopMbl 00ydeHHSs, CIMOCOOCTBYIOIMKUE (POPMHUPOBAHUIO KOMITETEHIIMNA: JICKIUH-
JMCKYCCHM; Kelc-MeToM; pelleHHe 3ajay; CUTYAl[MOHHBIH aHaiu3; oOCyxkJIeHue pedepaToB U
JIOKJIAJIOB; pa3pabOTKa IPYyIMITOBBIX MPOEKTOB; BCTPEUYH C MPEACTABUTENISIMU TOCYIapCTBEHHBIX U
0OIIeCTBEHHBIX OPraHU3aIHiA.

10. MIEPEYEHb HH®OPMAIIMOHHBIX TEXHOJIOT Ui, UCTTIOJIb3YEMBIX ITPU
OCYHECTBJIIEHUU OBPA3OBATEJIBHOI'O IMTPOIECCA 110 JUCHUIIINHE,
BKJIIOYAS IEPEYEHD ITPOI'PAMMHOI'O OBECIIEYEHUA U
NHOOPMALNMOHHBIX CITPABOYHbBIX CUCTEM (ITPM HEOBXOJINUMOCTH)

B mnpouecce JNEKIMOHHBIX M MPAKTUYECKHX 3aHATUH HCHOJB3YETCs Cleaylollee
porpaMMHOe oOecriedeHue:

*mporpamMmMsel, oOecrmeuuBatromue jgoctyn B ceTb  «MHTepHer»  (Hampumep,
«MicrosoftEdge», «GoogleChromey);

*ImporpaMMbl, JIEMOHCTpPAallMM  BHJEO MaTepHAIOB (HANpHUMEp, IPOUTPHIBATENb
«WindowsMediaPlayery);

*TEKCTOBBIE penaKkTopsl u IPOIIECCOPHI (Hampumep, «BIIOKHOTY,
«MicrosoftOfficeWordy);

*mporpaMMbl  JUIs  JEMOHCTpAllMM M CO3/IaHUS  Tpe3eHTauuil  (Hampumep,
«MicrosoftPowerPointy).
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11. OMNCAHUE MATEPUAJIBHO-TEXHUYECKOI'O OBECIIEYEHMNS,
HEOBXOJIUMOTI'O JJIs1 OCYIECTBJIEHUSA OGPA3OBATEJIBHOI'O ITPOLHECCA
o AMCIUIIJIMHE

Jlnst mperioiaBaHusl JUCHUILTUHBI TPEOYEeTCs CIeUAbHBIC MaTEPUATbHO-TEXHUYCCKHE
cpencTBa (KOMITBIOTEpHBIC KJacchl W T.I.). Bo Bpems IEKIMOHHBIX 3aHITHHA, KOTOPBIC
NPOBOJATCST B OOJIBIION ayJUTOPUH, HCIIOJB3YETCS MPOCKTOpP Ui JEMOHCTPAIMH CJIaiJ0B,
cXeM, Ta0JIMIl U MPOYEero Marepuaina, MyJIbTUMeIuiiHble mpoekTophl Epson, BenqViewSonic;
9KpaHbI TSI TPOEKTOPOB; HOYTOYKH Asus, Lenovo, MEKpO(OHHBI.

[lepeueHp  JUIEH3UOHHOTO W CBOOOJHO  PacCHpOCTPAHSIEMOTrO  MPOrPAMMHOTO
obecrieyeHrs, B TOM YHCJI€ OT€YECTBEHHOr0 mpom3BoacTBa: Microsoft, Windows, Microsoft
Office, LibreOffice, Apxusarop 7-zip, Adobe Reader, Koucynsrantllntoc, Kaspersky Security,
VLC, Media Player, ITpomereii.
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