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1. OHEHOYHBIE CPEJACTBA JJIs1 TEKYHIEI'O KOHTPOJIA

CpencTBa OLICHMBAHHS B XO/I€ TEKYIIEr0 KOHTPOJISL:
- YCTHBIE OMPOCHI B XOI€ JEKIIMOHHBIX U JIA0OPATOPHBIX 3aHATUH;
- OTYeTHI 10 Ta0OPaTOPHBIM padoTaMm;
- pedeparsr;
- TEeCTHPOBAHHE;
- 3adaHusd, BBITIOJITHACMBIC B X0ae J1a6opaT0pH0ro 3aHATUA NI
PEKOMEH TyeMbIe JUTsl CAMOCTOSITEIIHOMN PaOOTHL.

Koawi Pe3yabTarsbl IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB
KOMIIeTeHIINH ocsoenust OIIOII 00y4eHMsl 0 JUCHUIJINHE
OIIK-2 CnocobeH moHUMATh OIIK-2.1. 3HaTh: cOBpeMEHHbIE
MIPUHIIMIIBI pabOThI H(OPMaLMOHHBIE TEXHOJIOTUU U IPOTpaMMHbIE
COBPEMEHHBIX Cpe/CTBa, B TOM YUCJIE OTEYECTBEHHOIO
MH(OPMALIMOHHBIX [TPOU3BOJICTBA IIPU PELICHUU 33]1a4
TEXHOJIOTUH U pohecCuOHABHON e TENbHOCTH.

mporpaMMHbIX cpeiacTtB, B [OIIK-2.2. YmeTs: BBIOUpaTh COBpEMEHHBIE
TOM YHCJIE OTEYECTBEHHOTO [MH(POPMAIIMOHHBIE TEXHOJIOTHH U MPOTPAMMHBIC

MIPOU3BOJICTBA, U CPEICTBA, B TOM YHCJIE OTEYECTBEHHOTO
HUCII0JIB30BAaTh UX IJIA IMPON3BOACTBA IIPU PCIICHNH 3a1a4
pelieHus 3aaaq poheccCuoHaNbHOM NeSTENbHOCTH.
npodeccnoHaTEHOM OIIK-2.3. Bnanerb: HaBbIKAMU NPUMEHEHUS]
JeSITeIbHOCTH COBpPEMEHHBIX MH()OPMAIIMOHHBIX TEXHOJIOTHH Y|

[IpOrpaMMHEIX  CPEACTB, B  TOM  YHCIIE
OTEYECTBEHHOTO MPOU3BOJICTBA, IPH PEIICHUY]
3asay npodecCHOHAbHON ACSITEIHbHOCTH

1.1 Bonpochl K TeKylieMy KOHTPOJIIO

2 Tlonsitue cetn knacca SOHO (Small Office / Home Office). OcHoBHBIE 0COOCHHOCTH U
TpeOoBaHUSI.

3 Dransl MPOSKTUPOBAHUS JTOKATBHOH BeaucIUTENbHOU cetr (JIBC) st manoro oduca.

4 O0630p TONOJOTHI ceTel: 3Be3/1a, IMHA, KOJbI0. [IpernMyIecTBa U He10CTaTKU

npumenurenbHo kK SOHO.

Ceresas mozenb OSI: ypoBHU U UX (QYHKIUU B KOHTEKCTE MPOSKTHUPOBAHUS CETH.

Crek npotokonoB TCP/IP. OcHoBHBIE IPOTOKOJIBI U UX Ha3HAYEHHE.

7 CereBoe obopynosanue a1t SOHO: mapiipyTuzaTtopsl, KOMMYTaTOpbl, TOYKH JTOCTYTIA,
MozieMbl. Kputepuu Boioopa.

8 ®dwusnueckas cpena nepeaavyn JaHHBIX: BUTas mapa (KaTeropuu), ONTOBOJIOKHO,
OECIIPOBOIHBIE CPEIBI.

9 CranpapTsl kKabenbHbIX cucTeM. [IpaBuia MOHTa)ka U TECTUPOBAHUSI CTPYKTYPHPOBAHHON
kabenpHOM cuctemsl (CKC).

10 IP-ampecarus: knacchl aipecoB, MyOIHYHBIE U YaCTHBIE aapeca. Macka MoJCeTH.

11 Texuonorus 6eckmaccoBoit mexxnomenHnoi mapmpytusanuu (CIDR). Pacuer moacereit
nepemeHHoi ymHel (VLSM).

12 Ciyx6a DHCP: npunImm paboTsl, HaCTpOMKa IyJjia apecoB, pe3epBUPOBAHKE aPECOB B
cetu SOHO.

13 TIpeoGpa3zoBanue ceteBbiX anapecoB (NAT): craTiuueckuii, TMHAMUYECKHIA, TIEpeTpy3Ka
noptoB (PAT).

14 Bbecmnposoanbie cetrn Wi-Fi: cranmapter IEEE 802.11a/b/g/n/ac/ax. OcobernHoctn
TUTAHUPOBAHMUSI IOKPBITUS B OHCE.
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be3onacHocTh OecripoBOIHBIX ceTeit: mpoTokoubl mmdpoanus WEP, WPA, WPA2, WPA3.
Pexomenpanuu 1o HacTpouke.

Bupryansabie nokansHbie cet (VLAN): naznauenue, crannapt IEEE 802.1Q, nactpoiika
KOMMYTaTopa.

MexceteBoe axpanupoBanue (Firewall): hbyHKImH, TUITBI MEKCETEBBIX IKPAHOB, HACTPOUKA
npaBui (pUIBTPAIHN.

OCHOBBI MapUIPyTU3ALUU: CTATHYECKAs MapIIPYTU3ALUS U IPOTOKOJIBI JUHAMHYECKOM
mapupytuzauuu (RIP, OSPF) B manbix ceTsx.

Opranmsanus yaaieHnHoro gocrymna k cetn SOHO: texnomorun VPN (PPTP, L2TP/IPsec,
OpenVPN, WireGuard).

Cny:x6a DNS: uepapxusi, peKypCUBHBIC U UTEPATUBHBIE 3aIIPOCHI, HACTPOKKA JIOKAJIbHOTO
DNS-cepgepa.

KauectBo o6ciyxuBanus (QoS): mpuoputusanus Tpaduka rojioca, BUAO 1 JaHHBIX B
YCIJIOBUSIX OIPaHUYEHHOI'0 KaHaa.

Cuctemsl xpanenus 1aHHbix B SOHO: NAS-cepBepsl, 00/1auHbIe XpaHUIIHINA, OpTraHU3aAIHS
obmiero nocryna k ¢aiinam (SMB/CIFS, NFS).

OcHoBBI ceTeBol Oe30macHOCTH: aHanu3 yrpo3 (BpeaoHocHoe I10, pummnar, DoS-araku) u
MeTo/ bl 3amuThl Ha ypoBHE SOHO.

OuIbTpalysl KOHTEHTA U POJIUTENbCKUI KOHTPOJIb: TEXHOJIOTUU U HACTPOMKA Ha
Mmapurpytuzaropax SOHO.

[Tpunuummne! opranuzanuu [P-renedonnn B manom oduce: npotokoist SIP, VolP-uiro3sl,
HacTpoiika ATC.

MOHUTOpPUHT U TUATHOCTHKA CETU: UCIIOJIb30BaHUE YTUIIHUT ping, traceroute, ipconfig,
nslookup, ananu3 10roB.

[Tporoxon SNMP u cucrembl MoHUTOpHUHTA ceTH (Zabbix, PRTG) g mansix oducos.
PesepBupoBaHue KaHAIIOB CBSI3U: OAJIAHCUPOBKA HATPY3KH U OTKA30yCTOMYMBOCTH (Multi-
WAN).

VYnpasnenue ceTbio uepe3 Bed-unrepdeiic u komanaHyo ctpoky (CLI) ceTeBbIX ycTpOHCTB.
DHeprocbepexxenne u ucTouHuku Oecriepedoitnoro nutanus (UBII) B ceTeBoii
uH¢pactpykrype SOHO.

Tennenuuu pazsutus cereit SOHO: Buenpenue [oT, koHuenus «yMHbIH opucy,
npumenenue SD-WAN.

Tembl pedepaToB

CpaBHUTENBbHBIA aHamu3 MapuipytuzatopoB s cermeHta SOHO: (yHKmoHaibHBIC
Bo3moxkHocTH MikroTik, Keenetic, TP-Link u Cisco.

[IpoexktupoBanue OecmoBHo Wi-Fi cetm B ycnoBusx wmamoro oduca: mnpoOsieMsl
UHTEephEpeHIIMM U METOJbl UX peuleHus.. KBaHToBas MH(pOpManus U KBAHTOBBIC KObI:
MPUHLIMIIBI U IEPCTIEKTUBBI.

Opranuzanusa 3amunieHHoro VPN-gocTyna K KOpIopaTHMBHBIM pecypcaM JUlsl yJaJeHHBIX
COTPY/JIHUKOB: CPAaBHUTEIIbHBIN aHAIN3 POTOKOJIOB.

Buenpenue texnonorun VLAN juis paszaeneHust rocteBoro u padodero tpaduka B ceTd
SOHO.

Hcnonb3oBanue ofHOMIATHBIX KoMIbioTepoB (Raspberry Pi) B kauecTBe cepBepa mevaru,
¢aitnoBoro XpaHuInIa UK KOHTPOJIIepa YMHOT0 ogduca.

Obecneuenue cereBoii 6e3omacHocTH B ycnoBusax SOHO: HacTpoiika MEKCETeBOIro 3KpaHa
CUCTEMBI IPEOTBPAIICHHS BTOP>KEHUH.

AHau3 ¥ ONTHMHU3ALUS MPOU3BOAUTEIBHOCTH CETH Majoro oduca ¢ MOMOIIBIO CPEICTB
QosS.

PCSCpBHOC KOIMMUPOBAHUEC NAaHHBIX B CCTHU SOHO: nokanbHbIe B 00JaYHBIC CTPAaTCruu.
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[IpoexTupoBanue KabenpHON HHPPACTPYKTYPHI 1yisi HoBoro oduca: cranmaptel TIA/EIA-568
U pacueT OI0JpKeTa.

[Ipumenenue TexHomorun Power over Ethernet (PoE) s nurtanus  kamep
BUJICOHAOIIOICHUS U To4ek jocTyna B SOHO.

[Tepexon Ha IPv6 B ceTsix SOHO: npo6iieMbl COBMECTUMOCTH M ATAIbl MUTPALIHH.
Hactpoiika Asterisk/FreePBX mns co3manust oduchoit IP-ATC nHa 0a3e OTKpBITOrO
POrPaMMHOT0 OOecTeueHusl.

MonuTopusr Tpaduka u aHanu3 noBeaeHus cetu ¢ nomomsio NetFlow/sFlow B manom
oduce.

3ammra [oT-ycrpoiict B cetn SOHO: uzonsus Tpaduka yMHBIX PO3ETOK, JJaMII M KaMep.
CpaBHeHue 00JayHbBIX KOHTpoJiepoB mist yrpasineHuss Wi-Fi cerpro (UniFi, Omada, Cisco
Meraki).

1.3 TecToBBI€ 3a1aHuA

1Kakas TonmoJsiorusi ceTu 4yaiie Bcero ucnoJib3dyercs B opucax SOHO?
a) llluna

6) Kounbio

B) 3Be3/1a (NpABUIbHBIL OMEem)

r) Sueuncras

2. Kaxkoii nmana3on IP-agpecoB 3ape3epBHpOBaH Al YACTHBIX ceTeil Kiaacca C?
a) 10.0.0.0 — 10.255.255.255

0) 172.16.0.0 — 172.31.255.255

B) 192.168.0.0 — 192.168.255.255 (npasunvrwiti omseem)

r) 169.254.0.0 — 169.254.255.255

3. Kakoe ycTpoiicTBO He00X01MMO /sl NOAKIIOUYeHH JoKaabHoi ceTu SOHO Kk
NuTepuery no texnosaorun xDSL?

a) KommyTtatop (Switch)

0) Touka moctyna Wi-Fi

B) Mojem unu MapuipyTH3aTop ¢ MOJAEMOM (RPAGuUIbHbILL Omeent)

r) [ToBTOpuTens (Repeater)

4. IIporoxkoa DHCP caysxur pous:

a) [IpeoOpa3oBanus nomeHHbIX UMeH B [P-anpeca

6) ABTOMaTHuecKkoro HazHaueHus [P-afpecoB ycTpoiicTBaM B CeTH (npasunibHbili omeent)
B) llIudposanus 6ecipoBoiHOro Tpapuka

r) OUIBTpALIUH [TAKETOB

5. Yro no3soJsier caenarb TexHonoruss NAT (PAT) na mapmpyrusarope SOHO?
a) YBeauuuTh ckopocth Wi-Fi

0) Paznenuth ceth Ha VLAN

B) ObecneynTh TOCTYI HECKOJIBKUX YCTpOHCTB B IHTepHeT uepe3 oauH BHemHui [P-
aZipec (npasuibHulll omeen)

) 3a0JI0KMPOBATh HEXKENATEITHHBIC CAUTHI

6. Kakoii cranaapt Wi-Fi padoraer Tonbko B 1nanaszone S I'T'u u odecnneunBaeT BbICOKYIO
NPOIYCKHYI0 CIIOCOOHOCTH?

a) IEEE 802.11b

0) IEEE 802.11g
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B) [EEE 802.11n
r) IEEE 802.11ac (npasunvruiii omeem)

7. Anst o6ecniedenus 6e3onacHocTu 0ecnpoBoanoii cetu SOHO cieayer ncnojib30BaTh:
a) Ckpeitue SSID u MAC-¢dunstp

0) [lludposanne WPA2-PSK (AES) co ciosxHBIM IapoJieM (npasuibHulil omeent)

B) OTKpBITYIO ceTh 0e3 mmdpoBanus

r) [IpoTtoxon WEP

8. Texnosnorusi VLAN no3Boasier:

a) YBennunthb ganbHocTh Wi-Fi curnana

0) Jloruuecku pa3aenuTh 0JIHY (PU3NYECKYIO CETh HAa HECKOJIBKO U30JIMPOBAHHBIX
CErMEHTOB (NpPaguibHbliL Omeen)

B) OOBbeIMHUTH HECKOJIBKO MHTEPHET-KAaHAJIOB B OJJUH

r) YckopuTh nepenady AaHHbiX mo Wi-Fi

9. BcTaBbTe NponynieHHoeE CJI0BO: Y CTPOiicTBO, padoTaloniee Ha KAHAJILHOM YPOBHE
moaeau OSI n nepenarinee kaapbl Ha 0cHOBe Tadaunbl MAC-aapecoB, Ha3bIBaeTCs

(IIpasunvroiii omeem: kommymamop / switch)

10. BcraBbTe mponyiieHHoe ¢j10Bo: J[Jisi 00beIMHEeHUsI HECKOJBKUX MOPTOB KOMMYTATOpPa
B O/INH BBICOKOCKOPOCTHOI JIOTHYECKHIT KAHAJI UCIOJIb3YeTCsl TEXHOJIOTHSI aTrPerupoBaHusl
KaHAJIOB .

(IIpasunvrviii omeem: EtherChannel / LACP)

11. YcranoBuTE COOTBETCTBHE MEKAY THIIOM Kalesisi «<BUTAs Mapa» M ero MaKCUMAJIbHOMN
CKOPOCTHIO Nepeiavyu JaHHbIX:

Cat 5e

Cat 6

Cat 6a

A) 1 T'6ut/c

Bb) 1 I'6ut/c (mo 100 m) u 10 I'6ut/c (10 55 M)
B) 10 I'6ut/c (mo 100 m)

*(IlpaBunbHbIM oTBET: 1-A, 2-B, 3-B)*

12. YcranoBuTe cOOTBeTCTBHE MKy NPOTOK0I0M VPN 1 ero 0co0eHHOCTBIO:

PPTP

L2TP/IPsec

WireGuard

A) Bbicokasi CKOpOCTh U COBpeMeHHasi Kpunrorpadus
b) IIpocToTra HacTpoiiku, HO ycTapeBias 0€30MacHOCTb
B) Xopo1iasi coBMeECTUMOCTb, IBOITHAST MHKATICY SIS
*(IlpaBunbHBI 0TBET: 1-b, 2-B, 3-A)*

13. PacnoJsio:kure 3tanbl npoekrupoBanus cetu SOHO B npaBujibHOM nopsjake:

CocTaBjICHHE CXEMBI pasMCIICHUs O60pyIIOBaHI/I}I U KaOCIbHBIX Tpacc



2. Awnanmu3 TpeOOBaHMI B cOOp MUCXOIHBIX TAHHBIX (KOJWYECTBO MOJb30BATENCH, TUIT TpapuKa)
3. BbI00Op aKTUBHOTO CETEBOTO 0OOPYAOBAHUS U CHEHU(DUKALIUST MaTEPUATIOB
4. Hactpoiika u TectupoBanue cereBbix cepBucoB (DHCP, NAT, Wi-Fi)

(IIpasunvnoii omeem: 2 — 1 — 3 — 4)

14. Kakas komaHaa ucnoJib3yercs B Windows /1Jisi IPOBEPKH IOCTYIHOCTH y3J1a B CeTH U
BpEeMeHH OTKJIUKA?

a) ipconfig

0) tracert

B) nslookup

T) ping (npasuivhsiii omeem)

15. Macka nojaceru 255.255.255.240 cooTBeTcTBYeT npeguKCy:
a) /24

0) /26

B) /28 (npasunvhulil omeem)

r) /30

16. Kakasi TexH0J10TMsl MCIIOJIb3YeTCS VIS IPUOPUTH3AIUM r0Ji10coBOro Tpaguka VolP B
cetu SOHO?

a) VPN

0) QoS (npasunvusiii omeem)

B) SNMP

r) FTP

17. Yro npousoiiner, eciin oTkaI04YHTH DHCP-cepBep B cetu SOHO u He Ha3HAYUTDH
aapeca Bpy4Hyio?

a) YcTpoiicTBa aBTOMaTUYECKH MOJTydaT ajpeca u3 auamna3zona 192.168.1.x

6) YcrpoiicTBa He CMOTYT B3aUMOAEHCTBOBATH O [P-ipoTokoIy, Moka He moxyJar

azipec (npasuibHulll omeent)

B) CeTb nepeiieT B pexXUM PEeTPAHCISILIUN

r) Mapuipytusarop aBromaruuecku Bkitount DHCP Relay

18. Kakoe yrBep:xaenne o texnojoruu Power over Ethernet (PoE) Bepno?

a) PoE ucnonb3yercst TONIBKO B ONTOBOJOKOHHBIX CETSIX

0) PoE mo3BosisieT mepeaaBaTh 3JIEKTPONUTAHNE U JAHHBIC 110 OJTHOMY KaOero «BUTast
napay» (npasuivhsiii omeem)

B) PoE yBennumuBaeT ckopocTh nepenayu JaHHbIX a0 10 'out/c

r) PoE TpebyeT 00s3aTenbHOr0 CIOIb30BaHUs SKpaHUpoBaHHOTo kabdens Cat 7

19. IIporokon SNMP ucnosn3yercst Ajs:

a) [lepenauu ¢aiinon

6) MOHUTOpUHTA U YIIPABICHUS CETEBBIMH YCTPOUCTBAMH (NPABUIbHBILL OMEem)
B) bezonacHoro ynaneHHoro gocryna

r) CUHXpOHHU3allUH BPEMEHU

20. Kakasi TeXHOJ10THSl O3BOJIsIeT 00beIMHUTD IBA HHTEPHET-KAHAJIA /1J1sl NOBbIIIEHUS
0TKa30ycTOoiYuBOCTH HA MapmipyTu3aTope SOHO?

a) STP

6) LACP
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B) Multi-WAN (npasunvrsiii omseem)
r) GRE Tunnel

1.4 3aganus

AHanu3 TpedoBanmii: PazpaboTaiiTe TEXHMUECKOE 3a/IaHNE HA POSKTUPOBAHUE CETH IS
ouca Ha § COTPYTHUKOB. YKaKUTE MpearonaraeMblii Tpaduk (uaTepuer-cepdunr, IP-
TenedoHus, 00JaYHBIA TOKYMEHTOO00POT).

Bob160op Tomosioruu: OGocHyiiTe BIOOp Tomonoruu «3se3aa» s cetn SOHO. Hapucyiite
JIOTUYECKYIO CXEMY C MOJKIIOYEHHEM cepBepa, pabounX CTaHLIUN U CETEBOrO MPUHTEPA.
Pacuer IP-aapecanuu: {ns cetu 192.168.10.0/24 Boiaenute ABE MOJICETH: OJHY VIS
coTpyaHukoB (10 20 xocToB), BTopyro mist rocreBoro Wi-Fi (1o 10 xocToB). Ykakute mMacky,
aJIpeC CETU U MIHUPOKOBEMIATENbHBIN aJIPEC ISl KAXKIOM MMOJICETH.

Hactpoiika DHCP: Onumute nporecc Hactporiku nysia DHCP-anpecoB Ha mapiipyTuszaTope.
3apesepsupyiite [P-agpec 192.168.1.50 nns cereBoro npuntepa no MAC-aapecy.
IIpoexkTpoBaHue 6ecnipoBoOAHON ceTH: OnpeaeauTe ONTUMAIBHOE PACHIOIOKEHUE TOUKU
JOCTyTIa B MOMenIeHnn oduca rmomaapio 60 kB. M. O00CHYHTE BRIOOp HOMEpa KaHalla Jiist
MUHUMU3ALUU TTIOMEX OT COCEAHHUX CETEH.

Be3zonacnocts Wi-Fi: Hactpoiite (onuimunTe KOHQUTYpAIHIO) TOYKY AOCTYIIA C
ucnoib3oBanrneM WPA2-PSK u ckpoiTeiM SSID. OnieHnte Haie)KHOCTh TAKOTO TOAXO0/1A.
Hactpoiika VLAN: Pa3paboraiiTe KOHQHUTYpaIuio Uil yIpaBIsieMOro KOMMyTaTopa: opThI 1-
4 8 VLAN 10 (cotpyauukn), moptsl 5-8 B8 VLAN 20 (roctn). ITopt 9 cnenats TpaHKOBBIM
(Trunk) 11 TOAKITFOUEHUST K MapIIPYTHU3ATOPY.

Hactpoiika NAT: O0bsicaute, kak padoraet PAT Ha npumepe oTpaBKu 3ampoca ¢
BHyTpeHHero aapeca 192.168.1.10 na Buenauii ceppep 8.8.8.8. Kakue nmosns uzmenstorcs B [P-
nakere u TCP-cermenre?

VPN-noakarouenue: [Ipusenure npumep kondurypanuu kinernta OpenVPN s
HOJKJIIOUEHUS K cepBepy B LIEHTpaJibHOM oduce. Onunure Ha3HaYeHUe CepTUPHUKATOB.

QoS a4 roJioca: Ha mapmpytusarope He0OXOMMO IPUOPUTUZUPOBATE Tpaduk OT IP-
tesnepona ¢ MAC-aapecom AA:BB:CC:DD:EE:FF. Onumute npaBuiia KinaccupUKanuy 1
Ha3HAa4YeHUs IPUOPUTETA OUEPEIHU.

JnarHocTuka ceru: Ilonabp3oBarens Kalyercs, YTO HE MOXKET OTKPBITh CaiiT, XOTs ping 110
8.8.8.8 mpoxoauT. ONUIINTE MOIIArOBBIN AJITOPUTM ITOMCKA HeUCTpaBHOCTH (TIpoBepka DNS,
HPOKCH U T.JI.).

Pacuer namnbl kabeasi: CoctaBbTe MJ1aH KaOEIbHOM pa3BoJKU A1 oduca (IUIaH MOMEIEHUs
npusaraeTcs CTyA€HTOM CaMOCTOsTeNbHO). Paccunraiite TpeGyeMyro uHy Kabels BUTON Hapsl
kareropuu 6 c 3armacom 10%.

@OuabTpanus Tpaduka: Co3gaiite MpaBUIO MEKCETEBOIO dKPaHa, 3anpelaroiiee JOCTy C
J000T0 YCTPOICTBA TOKAIBHOM CETH K COITMAIbHOM CeTH .

MounnTtopunr certu: Onummure, kakue napamerps! (CPU, Tpaduk, coeannenns) Heo0X0a1uMo
KOHTpOJIMpoBaTh Ha Mapupytuszarope SOHO u kak HacTpOUTH OMOBEILIEHUE O PEBBILIEHUN
MMOPOTOBBIX 3HAYECHUH.

Bu10op o6opynoBanusi: CpaBHUTE TpU MOZAEIN MapLUIPyTU3aTOPOB Pa3HbIX IPOU3BOIUTENEH
(manmpumep, Keenetic Hopper, MikroTik hAP ax3, TP-Link Archer AX55) no kpurepusim:
IIPOU3BOIUTENBHOCTD, Hanmnuue USB-nopra, nognepxxka VPN, niena.

CrpykTypupoBanHas kabdeiabHas cucrema: [lepeuncnure ocHoBHbIe noacucreMbl CKC
cornacHo crangapty TIA/EIA-568. IlpuBeanurte npumep opranusanuu paboyero Mecra.
Yaanennslii padounii croi: Onumunre, Kak HaCTpoUTh podOpoc nopta (Port Forwarding) na
Mapupytusarope 4 gocryna kK RDP (mopt 3389) na komnbrotepe ¢ IP 192.168.1.100 u3
uHTepHera. Kakue pucku 6€30macHOCTH 3TO HeceT?
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CpaBHenue NAS u o6aaka: [IpoBenure CpaBHUTEIbHBIN aHAIU3 XPAaHECHUS JaHHBIX Ha
nokanbHOM NAS-cepBepe (Hanpumep, Synology) u B obnake (Suaekc.Auck, Google Drive) nns
HYK] MaJloro oduca u3 5 yesnoBek.

IP-Ttenedonus: Onummure nporecc HacTpoiiku SIP-akkayHTa Ha MporpaMMHOM TeltehoHe
(manpumep, MicroSIP) nns noakmrouenus k BupryainbHoit ATC.

Pe3epBupoBanue kanana: Hactpoiite (onumuTe JOrUKY) MapIIpyTH3aTOP i pabOTHI C
JIBYyMs ITpoBaiepamu: ocHoBHOU kaHau (Ethernet), pesepsusrii (4G-monem). Kakoit meTpukoit
MaplIpyTa ClIeyeT BOCIOIb30BaThCs?

IIporokou IPv6: Hactpoiite ctatnueckuii IPv6-anpec Ha naTepdeiice kommnprorepa ¢
ucnonbszoBanueM npedurca 2001:db8:1::/64. ITpuenure komanay st OC Windows unu Linux.
JHeprocoepexenue: Paccunraiite cyrounoe norpeOiaeHue IeKTPOIHEPIHH KOMMYTaTOPOM
MoIHOCThI0 8 BT 1 mapumipytuzatopom 12 Bt. OnieHuTe 3KOHOMHIO OT UCIIOJIb30BaHuUs Tailmepa
OTKJIIOUEHHS B HEpabouee BpeMs.

Co3nanue rocreBoii ceTu: OnuInnTe AITOPUTM HACTPOHKH rocTeBoro Wi-Fi ¢ uzonsueit
kieHToB (AP Isolation) u orpanuueHreM ckopocT B S MOUT/C Ha TOUKY JOCTYTIA.
Baokuposka DoS-ataku: Hactpoiite (konnenTyanpHo) 3amuty oT SYN-flood ataku Ha
MapupyTtusarope ¢ ucrnoiabzoBanueM SYN Cookies 1 orpaHU4YeHHS KOJTHMYECTBA MOTYOTKPBITHIX
COCIMHECHU.

Cxema cetn B Visio/draw.iof: Hapucyiite pusnueckyro cxemy cetu SOHO, BKiIr04aronyo
MapIIpyTU3aTOp, KOMMYTATOp, TOUKY JlocTyna, cepBep U Heckoubko [1K. [Toanuimmre Tumsl
unrepdericoB (WAN, LAN) u ckopocTu mOpTOB.

Pacuer nponyckHoii ciocodonocT: B oduice o1HOBpeMEHHO paboTaIOT 5 COTPYAHHUKOB,
UCTIONB3YIONINX BUICOKOH(EPEHIICBA3D (Tpedyercs 2 MOUT/C Ha KaXI0T0) U 5 COTPYAHUKOB C
BeO-ceppunrom (0.5 M6ut/c). Onpenenure MUHUMAIBHYIO HEOOXOUMYIO CKOPOCTh HHTEPHET-
KaHaJja.

Oo0HoBJieHne npomMBKU: OnuimTe nporeaypy 6e30macHoro 0OHOBIEHUS
MUKpOIIpOorpaMMHOro obecnieuenus (firmware) mapmpyrusaropa. [louemy BaKHO Jenath
PE3EPBHYIO KOMUIO HACTPOEK?

HN3oasimus loT-ycrpoiicTs: [Ipepioxure pemienne 1isi N30ALUN «YMHBIX» JIAMIIOYEK U
posetok B otaenbHbld VLAN, He umeronuii nocryna B MIHTepHET, HO TOCTYIIHBIN ISl
ynpasieHus ¢ ocHoBHoro [1K.

Ucnoan3oBanue komananoi crpokn (CLI): Hanumure nocnenoBareabHOCT KOMaH AJis
cOpoca nmapodst Ha mapupyTtuzarope MikroTik uepes dpusndeckyto kHonky Reset u
nepeycTaHOBKH 0a30BOM KOH(UTYpaIUH.

JoxkymenTupoBanme cetu: [lepeunciure, kakas nHbopmalus 00s13aTeIbHO T0JDKHA OBITH B
UTOTOBOM OTUETE O MPOEKTUPOBaHUHU U HacTpoiike cetn SOHO (norunsi/maponu, [P-agpeca,
kapra nokpeitusi Wi-Fi).

2. KPUTEPUU OHEHUBAHUA ITPU NTPOBEJAEHUHN TEKYIIETI'O KOHTPOJISA

Bun HaumenoBanue

HanmenoBanue paboTsl [lIxana oreHMBaHUS
KOHTPOJIA OLICHOYHBIX CPEICTB
Texyuit |Bompocsr qius obcyxaenus Ha | OrieHKa BBICTYIUICHUN OTJIMYHO
KOHTPOJb |3aHATHAX; Ha NPaKTUICCKOM
YcTHBIE OTPOCHI TIO paHee (CeMHHAPCKOM) XOPOILIO

W3YYEHHOMY Marepuaiy;
[TuceMenHbIE pabOTHI:
pedepatsl, TeCTOBBIE 3a1aHNS;
[IpakTuyeckue 3a1aHus;

3aHSATHH, IPOBEPKA
3aJJaHUH, YCTHBIN YAOBJIETBOPUTEIIHLHO
OIPOC, OI[CHUBAHUE

JIOKJIaJI0B, pe(pepatoB  |geyn0BIEeTBOPHTEILHO
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Pedepatst u mokmaap mo Temam
(Bompocam), BRBIHECEHHBIM Ha
CaMOCTOSITENIbHYIO padoTy.

KpnTepnn OLCHUBAHUSA YCTHBIX OTBETOB oﬁyqamumxm

[Ixana
OLICHUBAHUA

XapakTeprucTHKa OLIEHUBAHUS

OTJINYHO

OLICHUBAETCS OTBET, KOTOPBIM IOKAa3bIBACT MPOYHbIE 3HAHHUS OCHOBHBIX
MPOLIECCOB M3y4aeMOW TpeaMEeTHOW o0JacTH, OTIUYaeTcs TIyOMHOW U
MOJIHOTOM PACKPBITHSI TEMBI, BIAJCHHE TEPMHUHOJIOTHYECKHM allllapaToM;
YMEHHE OOBSICHATH CYIIHOCTH, SIBJICHHI, MTPOLIECCOB, COOBITHH, JIeJaTh BBIBOIIBI
u 00001IeHHs, /1aBaTh apryMEHTHUPOBAaHHBIE OTBETHI, MPUBOIAUTH IPUMEPHL;
cB0OOIHOE BJIa/ICHUE MOHOJIOTUYECKON peublo, JIOTUYHOCTh u
MIOCJICI0BATEILHOCTh OTBETA.

XOpOIIIO

OLIEHUBAETCSl OTBET, OOHAPYKMUBAIOIINK MPOYHBIC 3HAHUS OCHOBHBIX IPOILIECCOB
U3ydyaeMol MpeaIMEeTHOM o00slacTH, OTJIMYaeTcss I[IIyOMHOM M IOJHOTOM
PacKpbITUsi TEMbI; BIAJEHHE TEPMHHOJIOTMYECKHM aIlapaToM; yMEHHE
OOBSICHATh CYLIHOCTb, $IBJICHHUH, MPOLIECCOB, COOBITUH, JeNaTh BBIBOABI U
0000IIeHus, JaBaThb apryMEHTHPOBAHHBIC OTBETHI, NPUBOAUTH TPUMEPHI;
cBOOOHOE BIIaJICHUE MOHOJIOTHYECKON  PEUbIo, JIOTUYHOCTh "
HOCJIEI0BATENBbHOCTh OTBeTa. OIHAKO JIOIyCKAaeTcs OJHA - JIBE HETOYHOCTU B
OTBETE.

YAOBJICTBO-
PUTCIIbHO

OIICHUBAETCS OTBET, CBUJICTEILCTBYIOIIMNA B OCHOBHOM O 3HAaHHUU IPOIIECCOB
M3y4aeMol MmpeaMeTHONW 00JacTH, OTIMYAIONINICS HEOCTaTOUHOM TIyOuHON U
MOJTHOTOM PAaCKPBITHS TEMbl, 3HAHHEM OCHOBHBIX BOIIPOCOB TEOPHUH; CIab0
c(hOpMHUPOBAaHHBIMA HaBBIKAMH aHAJIM3a SIBJICHUH, MPOIIECCOB, HEIOCTATOYHBIM
YMEHUEM JaBaTh AapryMEHTHUPOBAHHBICE OTBETHI W TPHUBOAUTH IPUMEPHI;
HEJIOCTATOYHO CBOOOJHBIM BJIQJICHUEM MOHOJOTHYECKOH pPEUbl0, JOTHYHOCTHIO
U TIOCJIEIOBATEIbHOCTRIO OTBeTa. JlOMmyCKaeTcsi HECKOJIBKO OIIMOOK B
COJIepKaHUU OTBETA.

HEYJIOBJIET-
BOPHUTEIBHO

OLICHMBAETCS OTBET, OOHAPYXUBAIOUIMM HE3HAHHWE TPOIECCOB U3y4aeMOil
NpEeIMETHOM 007acTH, OTIMYAIOUIMICA HErTyOOKHM PpAacKpbITHEM TEMBbI;
HC3HAHUEM OCHOBHBIX BOIIPOCOB TCOPHH, HCC(l)OpMPIpOBaHHBIMI/I HaBBIKaMH
aHaJIN3a SIBJICHUH, ITPOLIECCOB; HEYMEHHUEM JIaBaTh apryMEHTHPOBAaHHBIE OTBETHI,
c1labbIM BIIQJICHUEM MOHOJIOTUYECKOW pEubl0, OTCYTCTBHUEM JIOTUYHOCTU U
M0CJIe/I0BATENbHOCTH. JIOMYCKAIOTCs Cepbe3HbIE OIMOKHU B CO/IEPKAaHUH OTBETA.

Kputepun oneHuBanus padoThl 00y4alOIIMXCSl HA  CEMHHAPCKHX 3aHATHAX

[lIxana
IToka3arenn Kpurepun
OLICHUBAHUSI
OtnnuHO . Ilonnora 3aJaHue pelmeHo caMocTosATenbHO. IIpu 3ToM cocraBieH
BBITIOJTHEHUS MIpaBWJIbHBIN aJTOPUTM PELIEHUs 3aJaHMsl, B JOTMUECKUX|

. CBoeBpeMeHHOCTh |/laH TpaBWIBHBIA M HCUEPHBIBAIOIIMNA  OTBET HA|

. IlocnegoBaTeabHOCT |CHCTEMHOE 3HAHHE OporpaMMHOTO MaTepuajid, YCBOCHUC

MPaKTUYECKOTO U paccyXJeHusiXx, B BbIOOpe ¢GOpMyNl H pEIICHUU HET
TECTOBOTO 33/IaHMs | OIMMOOK, TIOMy4YeH BEPHBIM OTBET, 3aJaHUE PEIICHO
(moiHOTa OTBETA); | pAIlMOHATBHBIM CIIOCOOOM.

BBITIOJTHEHUS MOCTaBJIEHHbIE TEOPETHUUYECKHUE M TECTOBBIE BOIPOCHI, B
3a/IaHMS; KOTOphIX  oOOydaromuiicsi  1HoKa3zal  BCECTOPOHHEE

b U pallMOHAJIBHOCTH OCHOBHOH H ﬂOHOHHI/ITGJIBHOfI JIATEPATYPBI, UYCTKOC
BBIITOJIHCHU L BJIaACHHUC MOHSITHHHBIM arrapaTom.




[Ixama
[Tokazarenu Kpurepuu
OLICHUBAHHUS
Xoporio [IPaKTUYECKOI O 3azaHue penieHo ¢ nomoleko npenoaasarens. [Ipu stom
3a/laHus COCTaBJICH MPaBUJIBHBIM aNTOPUTM pELICHMs 33JaHUS, B
(JtornyHOCTB U JOTMYECKOM  pPACCY)KJIEHMM M pELIEHUH  HeT
YETKOCTh OTBETA); |CYIIECTBEHHBIX OIIMOOK; MPaBWJIBHO CJeNIaH BBIOOP
. IIpaBuibHOCTH bopmMyn Ui pemieHus; ecTb OOBSICHEHUE PELICHHS, HO|
OTBETOB Ha 3aJlaHue PELIEHO HepalMoHaJIbHBIM CIIOCOOOM  HIIY|
BOIIPOCHI; JOMYIIEHO He OoJyiee OBYX HECYIIECTBEHHBIX OIIMOOK,
. CaMOCTOATENIFHOCTD | TIOJyY€H BEPHBII OTBET.
pewienus (Bnagenue |Ha nocraBieHHbIE TEOPETUUECKHE U TECTOBBIE BOIIPOCHI,
JIOTIONIHUTEIBHBIM  |TIPU  KOTOPBIX O0OydYaroIiuiics TmoKa3aldl JOCTaTOYHBIH
MaTepUaIoM); YpOBEHb 3HAHWH OCHOBHOI'O IIPOrPaMMHOI0 MaTepuaa:
. 3HaHUe OCBOEHHE MH(OpPMAIMK JEKIIMOHHOTO Kypca U y4eOHBIX|
HOpPMaTUBHO- nocoOuid,  OBNAJCHHE  TOHATHUWHBIM  aIlIapaToM,
3aKOHOAATETbHOW  |METOAMKOM HCCIEAOBAaHUW TMpHU MOMNBITKE AaHAIN3a
0a3bl 1 Pa3IUYHbIX CUTYALUH.
Y noBneTBo- TEPMHUHOJIOTUU 3amaHue pemeHo ¢ MOACKa3KaMH  IIperojaBaTeris.
PUTEIBHO Kypca 3amaHue penieHo B 001IeM BH/IE.
OOyuwaromuiics TMOKa3aJl CpPEAHUIA YPOBEHb 3HAHUM
OCHOBHOIO IPOrpaMMHOI0 Marepuaja, HO HE MOI]
yOeIuTeNIbHO apryMEHTUPOBAaTh CBOM OTBET, OMIMOCS B
WCIOJIb30BAaHUM  TMOHATUHHOrO  amnmapara, IoKasajy
HEJ0CTAaTOYHBIEC 3HAHUS JTUTEPATYPHBIX HICTOYHHUKOB.
Heynosner- 3aiaHue He pelIeHo.
BOPUTEIHHO OOyyaromuiics  MPOJEMOHCTPUPOBAT  3HAUUTENBHBIE
npobensl B 3HAHUSAX  OCHOBHOTO  IPOTPAMMHOTIO
MaTtepuaiga, He apryMEHTHpPOBAlI CBOW OTBET, IOKa3aly
HEYJI0OBJIETBOPUTEbHbIE 3HAHUS MOHATUHHOIO anmnapara
U CIIeLUAIbHOM JIUTEPATYPBHI.
Kpurtepuu ouennBanus pegepatoB
Cpencrso Kpurepuu onennBanus Hixara
KOHTPOJISI OLIEHUBAHUS
Pedepar |Bomonnensl Bce TpeGOBaHMSA K HANMCAaHMIO M 3alIUTe pedepara:| OTIUYHO
o0o3HaueHa mpodiemMa U 00OCHOBaHA €€ aKTyaJlbHOCTb, CJIENaH
KpaTKUi aHaJM3 pa3IMYHbIX TOYEK 3PEHHUS Ha paccMaTpUBAEMYIO
npobieMy W JIOTUYHO  H3JIO)KEHa  COOCTBEHHas  IMO3UIMS,
c(OpMyIMPOBaHbI BBIBOJIbI, T€Ma PACKPHITa MOJIHOCTHIO, BBIIAECPKAH
00BEM, coOMI0IeHbl TPeOOBaHUS K BHEIIHEMY O(OPMIIEHUIO, JaHbI
MIPABUJIbHBIE OTBETHI HA IOMIOJHUTENIbHBIE BOIIPOCHI.
Pedepat packppiBaeT NOJHATYIO IPOOJIEMATHKY B MOJTHOM 00BEME.
OcHoBHBIE TPeOOBaHMs K pedepaTy M €ro 3allMTe BBIIOIHEHBI, HO|  XOPOIIO
IIPU 3TOM JIOMYLIEHBI HEAOYETHI. B yacTHOCTH, UMEIOTCS HETOYHOCTH
B U3JI0)KEHU U MaTepuaia; OTCYTCTBYET Joru4ecKast
MOCJIeIOBATENbHOCTD B CY)KJICHHSX; HE BhIAEpkKaH 00bEM pedepara;
UMEIOTCS yIyUleHHus] B 0pOpMIIEHUH; Ha JOMOJHUTENIbHBIE BOIPOCHI
IIPU 3alUTE IaHbl HETIOJIHBIE OTBETHI.
B pedepare wumeroTcss HETOYHOCTM U MpenMeTHas o0JacTb
BBICTYIJICHHSI PACKPBITA HE B IOJHON Mepe.
MMeroTcs  CymIeCTBEHHBIE  OTCTYIUIEHHMS OT  TpeOOBaHMH K| yJOBJICTBOPH
pedepupoBanmio. B yacTHOCTH: Tema oOcCBelleHa JHIIb YAaCTHYHO; TEJILHO




OTCYTCTBYET BBIBOJI.

BBIBOJIOB.

JONYIIEHB! (PaKTHYEeCKHE OIIUOKH B COJEpXKaHUU pedepaTa Wid Ipu
OTBETE Ha JIONMOJHHUTEIBHBIC BOMPOCH; BO BpeMs 3alUTHI

B pedepare He B MOJHOW CTENEHU PACKPBHIT MOHATUHHBIN armapar,
UMEIOTCSL CYIIECTBEHHBIE HETOYHOCTH B Tpolecce (HOpMHUPOBAHHS

Tema pedepara He pacKpbiTa, OOHApPYKMBAETCA CYIIECTBEHHOE | HEYIOBIETBO

HCIIOHUMAaHHUC HpO6JICMBI. pUTENBHO
Tema pedepara He pacKpbITa WM BHIIIOJIHEHA HE MO CYILIECTBY paHee
MOCTaBJICHHOTO BOTIPOCA.
Pedepar He cnan / TOKIaJ] HE CIENaH.
KpuTtepuu onieHuBaHUs TECTOB
Cpenctso Kpurepun onennBanus —
MPOLEHT MOJOKHUTEITHHBIX [Ikana olleHUBaHUS
KOHTPOJIS OTBETOR
TectupoBanue 90-100 OTJINYHO
70-89 XOPOIIIO
40-69 YAOBIETBOPUTEIHHO
<39 HEYOBJICTBOPUTEIHHO

3. OHEHOYHBIE CPEJICTBA JJISI TIPOMEXYTOYHOM ATTECTAIIUA

Cpe,I[CTBa OLICHHNBAaHUA B XO04€ HpOMe}KYTOHHOﬁ aTTeCTallU.

— BOIIPOCHI K 3a4€CTy C OHGHKOﬁ;

— HNPAKTHYCCKHUC 3aJaHHud 3a4€Ta C OILICHKOM

Koasbt PesyabTaTnl Ilepeuenb NuIaHNpPYeMBbIX pPe3yJIbTATOB
KOMIIeTEeHIIUH ocsoenusi OIIOII o0y4eHus1 MO ANUCHHILINHE
OIIK-2 CnocobeH moHUMaTh OI1K-2.1. 3HaTh: cOBpeMEHHbIE
MPUHIUIBI paOOTHI MH(POPMAaLMOHHBIE TEXHOJIOTHH U IPOTrpaMMHBbIE
COBPEMEHHBIX CpEJICTBA, B TOM YHCJIE OTEYECTBEHHOTO
MH(OPMAaLMOHHBIX [TPOM3BOJICTBA MPU PELIEHUH 3a/1a4
TEXHOJIOTUH U podeccuoHaNbHON NeSTENbHOCTH.

porpaMMHbIX cpeacT, B [OIIK-2.2. YMeTh: BBIOMpaTh COBPEMEHHBIE
TOM YHCJIE OTEUYECTBEHHOT0 [MHQOPMAIIMOHHBIE TEXHOJIOTMH U TPOrPaMMHBIE

MPOU3BOJICTBA, U Cpe/ncTBa, B TOM YUCJIE OT€YECTBEHHOIO
HCIIOJB30BAaTh UX JJIA [IPON3BOJACTBA IMPHU PCIICHNHU 3ada4
penieHus 3anay MpoheccCHoHaNbHOM NeTENbHOCTH.
npogecCuoHAIbHON OIIK-2.3. Bnanerb: HaBbIKAMU NPUMEHEHUS]
NEeSATETbHOCTH COBpEMEHHBIX MH()OPMAIIMOHHBIX TEXHOJIOTHH U]

[IpOrpaMMHBEIX  CPEACTB, B  TOM  YHCIIE
OTEUECTBEHHOT'O TMPOM3BOJCTBA, IMPH pPEIICHUMY|
3asad mpo(heCcCHOHATLHON ACSITENHHOCTH

3.1 Bonpocsl K 3a4eTy ¢ OLEHKOM

000pyOBaHUIO U TPOrPAMMHOMY 00ECTICUEHHUIO.

1. Tlonstue u knaccudukanus ceteit. OcodennocTu cereit kimacca SOHO. TpeboBanus k
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DTanbl TPOSKTUPOBAHUS JIOKATbHON BBIYMCIIUTEIILHON CETH T Majioro oduca. COOp MCXOTHBIX
JAHHBIX W aHATH3 TPEOOBaHUH.

bazoas stanonnas moaens OSI. Haznauenue yposueit. Moaens TCP/IP. Mukancynsius
JTAHHBIX.

®u3nyeckuil ypoBeHb: Cpeibl epeauu JaHHbIX. Burtas napa (kaTeropuu, cXeMbl 00KuMa
T568A/B). OnToBOJIOKHO (0THOMOJIOBOE, MHOTOMO/IOBOE).

Kananbnsiii ypoBenb: MAC-anpecanus. KommyTaTtopsr Ethernet. [Ipunnmmn pabotst
KoMMyTaropa, Tabnuna kommyranun. Texnonorus VLAN (IEEE 802.1Q).

CereBoii ypoBeHs: [P-aapecanus. Knaccsl IP-aapecos. YactHble n mybauuHbie agpeca. Macka
MOJICETH U MpeduKC.

[TpoextupoBanue IP-anpecnoro npocrpanctBa. becknaccopas anpecanus (CIDR). Pacuer
nozcereit meronom VLSM.

ITporokon IPv6: cTpykTypa aapeca, Tumbl aapecos (Unicast, Multicast, Anycast). OcobeHHOCTH
HacTpoiiku B ceTsix SOHO.

Cnyxx6a DHCP: naznauenue, mexanusMm apenanl aapeca. Hacrpoitka DHCP-cepBepa Ha
mapupytuzarope SOHO.

[IpeoOpazoBanume cereBbix aapecoB (NAT): cratnueckuiit NAT, nunamuuecknii NAT,
neperpyska moptoB (PAT). [IpumeHnenre B JOMaIHUX U O(QUCHBIX CETSIX.

TpancnoptHblil ypoBeHb: mpoTokoiibl TCP u UDP. [loptsl. YcTanosnenue coeaqunenust TCP
(TpexcTopoHHEE PYKOIOXKATHE).

[TpoToKoIIbI MapIIPYTHU3ALMH: CTATHYECKAs U JUHAMHUYECKas MapuipyTusanus. Hactpoiika
MaplIpyTa o yMOJIYaHHUIO.

becpoBoausie cetu Wi-Fi: apxutekrypa, pexumsl padotsl (Ad-Hoc, Infrastructure).
Crannaptel [EEE 802.11a/b/g/n/ac/ax.

be3zonacHocTh GecipoBOIHBIX ceTeil: ayTeHTHu(HKaus U mudposanue. Ys3pumoctd WEP,
npeumymniectBa WPA2/WPA3 Enterprise u Personal.

[TnanupoBanue nokpeiTuss Wi-Fi B opuce. I1poGiaembr nuaTepdepeHinm 1 BHIOOP KaHAJIOB.
Poymunr 1 Mesh-cucremsr.

Texnonorust VPN: Ha3znauenue, kinaccudukanus (Site-to-Site, Remote Access). CpaBHeHue
npotokosoB PPTP, L2TP/IPsec, OpenVPN, WireGuard.

MesxcereBble skpanbl (Firewall): dynkuuu, Bunsl punsrpannu (nakersas, SPI). Hacrpoiika
npasui goctyna B cetu SOHO.

KauectBo o0cnyxuBanus (QoS): He0OOX0IUMOCTh B MYJIbTUCEPBUCHBIX CETAX. MeXaHU3Mbl
NPUOPUTU3AINH U OTPAHUYEHUS MTOJIOCHI TIPOITYCKAHMUS.

Cnyx06a nomennbix uMeH (DNS): nepapxuueckas cTpykTypa, TUIBI 3anpocoB. Hactpoiika DNS-
cepBepa U MepeHanpaBieHUe 3apOCOB.

Buptyanensbie nokansnble cetu (VLAN): mapmpytuszanus mexxay VLAN (Inter-VLAN
Routing). Hactpoiika Ha KOMMyTaTOpax U MapuipyTH3aToOpax.

[TpoTokouns! ynpasienus cereBeiMu yerpoiictBamu: Telnet, SSH, HTTP/HTTPS. Ilpotokon
SNMP u cucreMbl MOHUTOPHHTA.

Ocnosbl [P-Tenedonun: nporokon SIP. Kommnonentst VolP-cetu. Hactpoiika SIP-knuenTa u
nojkitoueHue Kk BupryansHoit ATC.

Ceresble xpanununia qaHHbeIX (NAS). [Ipotokonst SMB/CIFS, NFS. Opranuzarus o61iero
noctyma k ¢ainam B cetu SOHO.

TexHonoruu odecreyeHns 0TKa30yCcToMunBOCTH: arperuposanue kanainos (LACP),
pe3epBHpoBaHKe HHTepHET-TIoAKI0YeHui (Multi-WAN).

3amuta cetn SOHO ot tunoBsix yrpo3: DoS-araku, ARP-spoofing, 6pyTdopc mapomneit.
Meto b1 TPOTUBOAEHCTBHUS.

JluarHocTrka M yCTpaHEHUE HEUCTIPABHOCTEH B ceTH. Y TUIMTHI Ping, traceroute, ipconfig,
netstat, nslookup. Axamu3 10roB.

CrpykrypupoBanHas kadbenbHas cucrema (CKC): cranmaptsl TIA/EIA-568, moacuctemsr CKC.
[IpaBuiia MOHTaXa 1 TECTUPOBAHUS.
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DHeprocHabkeHue cereBoro ooopyaoBanus. Mcrounuku 6ecriepedoitnoro nutanus (MBIT).
Texnonorust Power over Ethernet (PoE).

VYmpasnenue cetbto SOHO vepes o6maunbie konTposuiepsl (UniFi, Omada). [Ipenmymecta
LEHTPAIM30BAHHOTO yIPABIICHHUS.

TenaeHuu pa3Butus ceteid Masoro oguca: BHenpenue Muatepuera Bemeit (1oT), konuenmms
SD-WAN, aBTOMaTH3anus HaCTPOUKH.

3.2 IIpakTHyecKkue 3a1aHNUS K 3a4€Ty ¢ OLEHKOM

3ananue «Pacuer mojacereii»n. [[sa cetu 192.168.15.0/24 BeimenuTe TpU MOACETH C
KOJTH4YeCcTBOM y3710B: 60, 28 1 12. YkaxkuTte 1 KaKIOU: afpec CeTH, MacKy (mpedukc),
JIara3oH JIOCTYIHBIX aJ{pecoB U IIMPOKOBEIATENIbHBIN ajipec.

3ananue «Hactpoiika DHCP-cepBepa». Hanummre koH(UTYpaIuo A1 MapipyTH3aTopa
(Cisco-momo6usiit cunTakcuc) st Hactpoiiku myiaa DHCP ¢ umenem OFFICE POOL. Anpec
cetr 192.168.10.0/24, ucxrounts aapeca 192.168.10.1-192.168.10.10. HazHauuTh MUTF03 110
ymosyanuio 192.168.10.1 u DNS 8.8.8.8.

3aganue «HacTpoiika craTnueckoil MapmpyTusanum». B cetu Tpu nojaceTu, coeIMHEHHBIX
MapuipyTuzaropamu. ONMIIUTE, KAK HACTPOUTh CTATHUECKUE MAPIIPYThl HA KaXKI0M U3 IBYX
MapIIpyTHU3aTOPOB, YTOOBI 00ECIIEUNTH CBSI3HOCTh BCEX CEIMEHTOB.

3aganue «Hactpoiika NAT (PAT)». Ha mapuipytuzarope ¢ BHyTpeHHUM uHTepdeiicom LAN
(192.168.1.1/24) u Buemtnum WAN (c nuramuyeckum IP). Hanmmmre koMaHp1 471t HACTPOHKH
PAT nnig noctyna Bcex BHYTPEHHHX XOCTOB B MIHTepHET.

3ananue «IIpodpoc moproB». BHyTpeHnwmii Be0-cepBep umeet aapec 192.168.1.100 u caymaer
nopt 80. Hanummre npasuiio tpancnsauuu nopros (Port Forwarding) Ha mapuipyTtusatope,
yToOBI IpH 0Opaienuu Ha BHemHui [P o mopty 8080 3anpoc nepenanpanisics Ha
BHYTPEHHUH cepBep.

3aganue «Hacrpoiika Wi-Fi 6e3onmacnocTi». Hactpoiite Touky goctyna (KOHLIENTYalbHO):
SSID "SOHO Office", ayrentuduxarnust WPA2-PSK ¢ naponem "SecurePass2024!",
ucnonp3oBanue mudpoanus AES, Homep kanana 6. OnumuTe mporece B BUAE CIICKa
napameTpoB BeO-uHTepdetica.

3aganue «Hacrpoiika rocresoii Wi-Fi cern». Onuimre aaroputM co3gaHusi OTAEIBHOTO
SSID "Guest", ¢ nzonsauueit kiueHtoB (AP Isolation) u orpanndeHnemM CKOpOCTH 3arpy3Ku 10 2
MoOwuT/c, ucnonb3ysi TUMOBBIE HACTPOUKHU JOMAIIIHETO MapIIpyTU3aTOpa.

3aganue «VLAN Ha kommyTaTope». KommyraTop umeer 8 nopros. Hactpoiite noptel 1-3 B
VLAN 10 (na3Banue "Management"), moptst 4-7 B VLAN 20 (na3zBanue "Employees"). IlopT 8
HacTpoiiTe kak TpaHk (Trunk) ¢ pazpemenusivu VLAN 10,20. [IpuBenute nocnenoBaTenbHOCTD
koman (Cisco-nonoonsiit CLI).

3ananmne «Mapmpyruzanus mexay VLAN». Ha Mapmpytusarope ¢ o1HUM QU3NUECKUM
uHTepdericoM HeoOX0AMMO HacTpouTh Mapipytuzaiuto Mexxay VLAN 10 (ceth
192.168.10.0/24) u VLAN 20 (cetp 192.168.20.0/24). Onummre co3ganue cabunrepdeiicon
(subinterface) u unkancyssuio 802.1Q.

3aganue «®@uabTpanusa no MAC-aapecy». HactpoliTe npaBuiio MEXCETEBOIO SKpaHa Ha
MapuIpyTH3aTope, KoTopoe Ookupyet goctyn B UHTepHeT s ycrporictBa ¢ MAC-aapecom
00:1A:2B:3C:4D:5E B mo6oe Bpems, kpome npomexyTka 13:00-14:00.

3aganue «Hactpoiika QoS». Hactpoiite mpuoputuzanuio tpaduka i [P-tenedponun. Bech
tpaduk ¢ UDP nopros 5060-5061 u 10000-20000 nomxen nomeuarscsi Mmetkoit DSCP 46 (EF) u
00CITyKUBAThCS MPUOPUTETHON ouepeiblo. ONMUIINTE HIark HaCTPONHKK Ha MapIIpyTH3aTOPE.
3ananue « VPN-noakmovenue (OpenVPN)». Bam npenocrasnen ¢aiin koHpurypamuu
kirenta OpenVPN. Onumute nponece noakatoueHus k VPN-cepsepy 3z OC Windows,
BKJII0Yasl YCTAaHOBKY KJIMEHTA U UMIOPT KOHPHUTypaIHH.

3aganue «/ImarnocTuka cetw». [lonas3zoBatens coobmaer: "MHTepHeT He paboTaeT, HO Ha
MKOHKE CeTH HeT KpacHoro kpecra'. Onuuinre noApoOHbIN IUIaH THAarHOCTUKU: TIpoBepka IP-
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anpeca, nmuiro3za, DNS, moctymHocTr BHemHero pecypcea 1o [P u umenu. Kakue komanas! Oyere
UCIIOJIb30BaTh?

3ananmne «Cxema ceTu B ». Hapucyiite noruueckyto cxemy cetu SOHO,
BKJIIOUAIOLIYIO: MOJIEM MpOBaiiiepa, MapIpyTu3aTop, KOMMyTaTop, Touky aoctyna Wi-Fi, Tpu
npoBoHbIX [1K, omun GecripoBoHOM HOYTOYK, ceTeBoii mpuHTep. Ykaxute [P-anpeca u
VLAN'®I (€CTH UCTIONIB3YIOTCS ).

3ananmne «Pacuer npomyckHoii cnocod0HocTH». PaccunTtaiiTe MUHUMANIBHYIO IUPUHY KaHaIa
1u1st opuca u3 10 yenoBek, rae 6 padoTaroT ¢ JoKyMeHTaMu 1 BeO-cepdunrom (0.5 Mout/c Ha
4eJl.), 4 MOCTOSIHHO B BUAeoKoH(pepenuusx (2 Mout/c Ha uen.). Yurure 20% 3anac Ha
CITyKeOHBIN TpaduK.

3ananne «Hacrtpoiika poaurebckoro koHTpoJas». Ha mapmpyruszarope SOHO neobxoaumo
orpann4uTh Aoctyn K YouTube mis ngeTrckux ycrpoicTs (1o pacnucanuto: ¢ 9:00 mo 21:00
paspelieH, B OCTaJIbHOE BpeMs 3ampelieH). OnumuTe HacTpoiky ¢unbTpanuu no URL u
pacnucaHuIo.

3ananne «CpaBHeHue 00opyaoBaHus»y. CpaBHUTE TPpU MapIIpyTU3aTopa (Harmpumep,
MikroTik hAP ax2, Keenetic Giga, TP-Link Archer AX73) mo mapamerpam:
npousBoauTenbHocTh Wi-Fi, nognep:xka VLAN, nannuue nopra USB, Bozmoxuoctu VPN.
Cnenaiite BeIBOA 151 ouca ¢ 6romkerom 10 000 pyo.

3aganue «Co3naHue pe3epBHON Konnu KoHPUrypauum». OnuimTe, Kak COXpaHUTh (aiii
pPEe3epBHOM KOIUU HACTPOEK MapIIPyTHU3aTOPA HA JTOKAIbHBII KOMIBIOTEP U KaK BOCCTAHOBUTh
KOH(HUTYpAIHIO U3 3TOTO (aiia.

3ananue «Hactpoiika nunamuyeckoro DNS (DDNS)». Bam HyXHO MOIy4YuTh AOCTYII K BEO-
uHTepdelicy MapuipyTH3aTOpa U3 MHTEpHETa, HO BHeIIHUM [P-anpec qunamuueckuii. Onumunre
nporuecc HacTporku ciyk061 DDNS (manpumep, No-1P) Ha mapmipytusarope.

3ananue «biaokuposka IP-aapecay. Hactpoiite npaBuiio Ha MEKCETEBOM dKpaHe, KOTOPOE
OJIOKMpYET BeCh BXOAAIMIMHN 1 ucxoasmuid Tpaduk ¢ [P-agpeca 203.0.113.50. OnumuTe, rae u
KaK BBI JJOOABUTE 3TO MPABUJIO.

3ananne «ArperupoBanue kanajaos (LACP)». KommyTaTtop u cepBep UMEIOT 1O J1Ba
rurabuTHeIX nopra. OnuIInTe, Kak HACTPOUTH arperupoanue kananos (Link Aggregation) B
pexxume LACP anst yBenuueHust ponycKHOM criocoOHocTH 10 2 I'out/c.

3ananune «Hactpoiika NTP-cepBepa». Ha mapuipytuzatope He0OX0AMMO HACTPOUTH
CUHXpOHM3AIMI0 BpeMeHH ¢ myonuunbiM NTP-cepsepom () U pa3peIInTh
JIOKQJIbHBIM YCTPOMCTBaM MCIIOJIb30BaTh MapLIpyTH3aTOp B KauectBe NTP-cepsepa.

3aganue «MoHuTOpPUHT Tpaduka». ONUIINTE, KaK BKIIOUUTH U IPOCMOTPETh CTATUCTUKY I10
Tpaduky Ha MapupyTH3atope (Hanpumep, B BeO-uHTepdeiice MikroTik mim Keenetic) s
BBISIBJICHUS "TSKENIOro" 1OJIb30BaTesl.

3ananune «M3oasinms loT-ycrpoiicTBy». [Ipeioxnure KOHKPETHYIO KOHPUTYpALHIO IS
rocreBoil Wi-Fi cetu, kyna OynyT noakitouarbes loT-ycrpoiicTBa, ¢ 3anperom jroctyna K
ocHoBHoM cetu (LAN), HO ¢ pa3pemieHuem foctyna B IHTepHeT.

3aganue «Pe3epBupoBaHue HHTepHeT-KaHaJa». HacTpoiiTe (koHIENTYyaIbHO)
MapuUIpyTHU3aTOp HA UCIOIb30BaHUE JIBYX MpoBaiiepoB: ocHoBHOM (Ethernet WAN) u
pesepBHblil (USB-Moznem 4G). Onummre MeTo1 IPOBEPKH JTOCTYITHOCTH KaHaja U
NEPEKIIFOUEHUS.

3aganue «CereBasi meyatb». Hactpoiite cereBoil npuntep (¢ puxcupoBanHbiM [P
192.168.1.200) Ha komnbroTepax ¢ OC Windows. Onummre npouecc 100aBiIeHUs CTaHIapTHOTO
TCP/IP nopra mpuHTEpA.

3ananmne «Yaaaennsblii foctyn no SSH». Hactpoiite qoctyn k MapuipyTtuzaTopy mno
npotokonry SSH (rmopt 22) ¢ BHyTpeHHel cetu. CreHepupyiTe KI04YeBYIO Mapy U HaCTpoiTe
ayTeHTH()UKALINIO TOJBKO MO KIH0UY, 3allPETUB JOCTYII I10 MapoJIio.

3aganue «Ananu3 Wi-Fi a¢pupay». Onumnre, kakue nHCTpyMeHTHI (Hanpumep, inSSIDer, Wi-
Fi Analyzer) BbI Hcnionp3yerte JJIs aHaIM3a 3arpy>kKeHHOCTH KaHalloB. Kak Ha OCHOBE 3THX
JTAHHBIX BHIOPATh ONTUMAJIbHBIA KaHAJ 711 TOUKH JI0CTYyIa?


https://draw.io/
https://pool.ntp.org/

29. 3ananne «O0HOBJIeHHE MPOMIMBKWY. [lomaroro onummre 6€30MacHy0 IPOLETYPY
OOHOBJICHHSI TPOIIMBKH MapUIPyTHU3aTOPa, BKIIIOYAsH IPEIBAPUTEIBHOE COXPAHEHUE HACTPOECK U
MPOBEPKY IEITOCTHOCTH (paiia MpOIIMBKH.

30. 3aganue «/JlokymeHTHpOoBaHue ceTH». COCTaBbTE KPATKHA OTYET O HACTPOCHHOMW CETH,
BKJTIOYAOIIIL: IOTHUECKYIO cxeMy, Tabmuiy [P-agpecos, mapomu (B 3ammdpoBaHHOM
BUJI/yKa3aHUE Ha XpaHEHHUE), CIUCOK HacTpoeHHbIX cepucoB (DHCP, NAT, Wi-Fi).

4. KPUTEPUU OLIEHUBAHMUSI ITPU MTPOBEJIEHUY ITIPOMEXKYTOYHOM

ATTECTALUA

IIxaJja oueHUBAHUA YPOBHS ¢()OPMHUPOBAHHOCTH KOMIIETeHIHH (110 NATHOAILHOM

cucTeMe) 3aUeT C OLeHKOM

dopmupyemMbie YpOBHU
OCBOEHHUSA KOMIIETEHIIUN

Kputepuu onenrnBanus

Ikana
OLICHUBAHUA

Bricokuii ypoBeHb

W3nmoxkeHO TpaBWILHOE TOHHMMAaHUE BOMPOCA,
YEeTKO M CaMOCTOSITENIbHO JIaH MCUEPIIBIBAOLINI
OTBET, COJlep’)KaHUE  PACKPBITO MOJTHO,
npoeCCHOHANIBHO, TpaMOTHO. OO0ydarommumcs
YCBOGHAa B3aUMOCBSI3b  OCHOBHBIX  IOHSTHUI
JUCHUITIINHBI B ux 3HAYCHUU JJIS
npuodpeTaeMoit npodeccun. OTtpaxaet
YCHEIIHOE ¥ CHUCTEeMATUYECKOE IPUMEHEHUE
HABBIKOB U YMEHHH MO JAaHHOW NUCUUIUIMHE B
cootBercTBuu ¢ OI'OC.

OTJINYHO

ba3oBelii ypoBeHb

H3noxeHo IIpaBUJIbHOC IMOHHMMAaHUC BOIIPOCA,
JaHO JOCTAaTOYHO HOI[pO6HO€ OIIMCaHHuC
npeaMeTa OTBCTA, IPUBCIACHBI W PACKPBLITHI B

TE3UCHOU dbopme OCHOBHBIE TIOHSTHUS,
OTHOCSIIMEeCcS K mpeamery otBera. OTBeT
OTpakaeT MIOJTHOE 3HaHUE y4eOHo-

MPOrPAMMHOI0 MaTepuana, CUCTEMaTUYECKUI
XapakTep 3HAHWUW 10 JHUCIUIUIMHE, a TaKke
HaJu4Iue 0a3oBoro YPOBHS OBJIaJICHUS
MPAaKTUYECKUMU YMEHUSIMH W HAaBBIKAMH 10
IaHHOW aucHuIInHe B cooTBeTcTBUU ¢ DI'OC

XOPOIIIO

[Toporosslit ypoBeHb

OTBeT  OTpakaeT  TEOPETHUYECKHE  3HaHUE
OCHOBHOT'O y4eOHO-IIPOrpaMMHOT0 MaTepuaia B
o0beMe, HeOOXOIUMOM IS AajbHENIIed yueobl
U npeacTosuieil padotsl o npodeccuu. lanHas
OLIEHKa MOXKET OBITh BBICTaBJICHA
oOyuJaromemMycsi, JOIMyCTUBIIEMY HETOYHOCTH B
OTBeTe, HO OO0JaNAIONIUMU  HEOOXOJAMMBIMU
3HaHUSIMH ~ JUII WX  YCTpaHEHHS  TOJ
PYKOBOJICTBOM npernojaBarers, OTMEYEeH
HAYaIbHBIA YPOBEHb OBJIA/ICHHS TIPAKTHICCKUMHU
YMEHUSIMU W HaBBIKAMH TI0 TAHHOW TUCLUILINHE
B cootBeTcTBUU ¢ PI'OC

YAOBJIETBOPU
TEJIBbHO

HeynosnersopurenpHslii
YPOBEHb

[Ipu otBere oOyuaromierocss OOHAPYXEHO
OTCYTCTBUE 3HAHUI, YMEHUN M HaBBIKOB W/WUIIHU

HEYOBJIETBO
PHUTENBHO




(dparMeHTapHble 3HAHHUSA OCHOBHOIO Y4eOHO-
IPOrpaMMHOr0 MaTepuaa.

Texkymmid KOHTPOJIb M NPOMEKYTOYHAS  ATTECTALMsA  OCYLICCTBIIIOTCS B
coorBeTcTBUH C «llojoxeHneM O Tekymed M NPOMEXYTOYHOH arTecTauuu OOydaroIluxcs B
ABTOHOMHOH HeKkoMMepueckoil opranuzanuu «OOpa3oBaTenbHas OpraHu3alys —BbICLIETO
00pa3zoBaHUs» «YHUBEPCUTET IKOHOMHUKH U YIIPABICHUS.

Bun npomexyTouHOM aTTecTaliu — 3a4€T C OLICHKOM

dopMa IpoBeACHUS IPOMEKYTOUHON aTTECTALIUU — IMCbMEHHBIN 3a4€T.





