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HNHaexe 1ucuunInHbI
1o y4eOHOMY IJIAHY

HanmenoBanue JUCHUILIHHBI

b1.B.10

NHOOPMAIIMOHHASA BE3OITACHOCTbD U 3AIUTA
NHOOPMALIMH

Llenb nzyyenus
JTUCHUTUTUHBI

dbopMupoBaHre y OOYYAIOIIMXCS HABBIKOB, CBSI3aHHBIX C
obecrieueHreM 3alMTHl WH(OpPMAIMK; TIPH PpEUICHUW 3ajad,
CBSI3aHHBIX C oOecreuyeHueM HHQPOPMAIIMOHHON Oe30MmacHOCTH
00beKTOB HMH(pOpMATHU3AIIMU; TIPEACTABICHHH 00 OCHOBax
UHPOPMALIMOHHOM 0€30IacHOCTH, NPUHIUIAX U  METOoAax
NPOTHBOICHCTBUSI HECAHKITMOHUPOBAHHOMY WH(POPMAIIMOHHOMY
BO3JICHCTBHUIO.

MecTOo IUCHUAITLINHEI B
ctpykrype OITOIT

JlMcuumuHa OTHOCUTCA K YacTH, (GOPMHPYEMOH ydyaCTHUKaMU
oOpa3oBaTeNnbHBIX  OTHOIIEHWH Omoka 1. «JlucuummuHbI
(Mozynu)» MporpaMMBbl OakaiaBpuara

KoMnereniun,
¢dbopmupyembie B
pe3yiabTaTe OCBOCHHS

[IK-3

JIACIIUIUTHHBI
Conepxanue Tema 1. OGmiue Borpockl HHPOPMAIIMOHHOM 6€30MacCHOCTH
JIACIIUTLTUHBI Tema 2. TocymapcTBeHHass cucreMa HH(POPMAITMOHHON
0€30I1acCHOCTH
Tema 3. Yrpo3ssl 6e30macHOCTH
Tema 4. Teopernueckue OCHOBBI ~ METOJIOB  3aIlUThI

WH(OPMAIIMOHHBIX CUCTEM

Tema 5. MeTobl 3a1IUTHI CPEJCTB BHIYUCIUTEILHON TEXHUKU
Tema 6. OcHOBBI KpUNTOrpahuu

Tema 7. ApXuTeKTypa 3alIUIIEHHBIX SKOHOMUYECKUX CUCTEM
Tema 8. Anroput™Mbl 6€30MaCHOCTH B KOMIIBIOTEPHBIX CETSIX

OO0mas Tpya0eMKOCTh
JTUCIUATUTHHBI

OO0mast TpyAOEeMKOCTh IUCIHIUIMHBI COCTaBIsIeT 4 3a4eTHBIX
equHuIbl (144 gaca)

dopma TPOMEKYTOUHOU
aTTecTaluu

3adeT ¢ OLEHKOM




COJEP)KAHUE

1. Lenp u mepeyeHb IUIAHUPYEMBIX pPE3yAbTAaTOB OOYYCHHUS 110 IUCIUIUIMHE,
COOTHECEHHBIX C MJIAHUPYEMbIMHU pe3yIbTaTaMH OCBOCHHUS IPOTpaMMbl OakaliaBpuaTa

2. Mecro nucuuruinabl B cTpykType OITOII GakanaBpuara

3. O0beM [JUCHUIUIMHBI B 3a4€THBIX EAMHMUIIAX C YyKa3aHUEM KOJIMYEeCTBa
aKaJeMUYECKNX YacoB, BBIJICTICHHBIX Ha KOHTAaKTHYIO paboTy oOydJaromuxcs ¢
npenoaaBarenieM (10 BUAAM 3aHATHI ) U Ha CAMOCTOSITEIIBHYIO paboTy 00yJaromuxcs

4. CopeprkaHue TUCHMIUIMHBI, CTPYKTYPUPOBAHHOE MO TeMaM (pasjiesiaM) ¢ yKa3aHHEeM
OTBEJICHHOT'O Ha HUX KOJMYECTBA aKaJIEMUYECKHX YacOB U BUAOB YU€OHBIX 3aHATUI

5. KoHTposb KauecTBa OCBOSHUS TUCIIUTIIHBI

6. YuyeOHO-MeToanYeckoe odeceueHne JUCIUIUIHNHEI

7. IlepeueHb OCHOBHOW M JOTIOJHUTEIHHON Y4eOHOH TUTEpaTypbl, HEOOXOIUMON ISt
OCBOEHUS AUCLUITIIUHBI

8. Ilepeuenp pecypcoB MHPOPMALMOHHO-TEIEKOMMYHUKAIIMOHHOW ceTu «VHTepHeT»,
HEOOXOUMBIX JIJIsl OCBOEHUS IUCIUTIIHHbI

9. Meronnveckue yka3zaHus i 00yJaromuXcs 0 OCBOCHUIO TUCIIUILIHHBI

10. ITepeyenr WMHPOPMAIMOHHBIX TEXHOJIOTUH, WCIOJB3YEMBIX IMPU OCYIICCTBICHUH
00pa3oBaTeNLHOrO Tpollecca IO JUCHMIUIMHE, BKIIOYAs IEepeueHb MPOrpaMMHOIO
obecrieueHust © ”HPOPMAIIMOHHBIX CIPABOYHBIX CUCTEM (TIPH HEOOXOIUMOCTH )

11. Omnwmcanue MaTepuaIbHO-TEXHUYECKOTO OOECIeueHus, HEOOXOAUMOro st
OCYIIIECTBIIEHUSI 00Pa30BaTEIHLHOTO Mpoliecca Mo JUCIUILINHE

12. ITpunoxenue k PII]
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1. HEJIb XU IIEPEYEHD IINTAHUPYEMBbIX PE3YJIbTATOB OBYUYEHMUS 110
JAUCHUIIVIMHE, COOTHECEHHBIX C INTAHUPYEMBIMHU PE3YJIBTATAMHM
OCBOEHMS TIPOT'PAMMBbI BAKAJIABPUATA

Ienp n3ydenus aucuuminHsel MHPOpMannonHas 6e€30macHOCTh M 3aluTa WHGOpMaLUU
aBisieTcss (opMHpOBaHHE Yy OOYYalOIIMXCS HABBIKOB, CBA3AHHBIX C OOECIICUEHUEM 3aIHUTHI
uHpopManuy; TpPH PEIICHWH 3a/1ad, CBSI3aHHBIX ¢ o0ecrieueHHeM HWHGOPMAITMOHHON
0€30MacCHOCTH OOBEKTOB MH(OPMATU3ALMH; TPEICTaBIeHUH 00 ocHOBax HH()OPMAITMOHHOU
0€30I1aCHOCTH,  NPHUHLUUIAX W METOJaX  IMPOTUBOACHCTBHS  HECAHKIMOHUPOBAHHOMY
UH(POPMALIMOHHOMY BO3JIEHCTBHIO.

B pesynbrare ocBoenuss OIIOIl OakanmaBpuata oOydarouiuiics IODKEH OBIANETh
CIIEJTYIOUIMMHU Pe3ysIbTaTaMy O0YYEHHUS 10 JUCHHUIIIMHE:

Koabt Pe3yabTaTnl IlepedyeHb MIaHMPYyEMBbIX Pe3yJbTATOB
KOMITEeTEHIIU U ocsoenus OIIOII 00y4eHHs MO JUCHUIINHE
I1K-3 CniocobOeH ympaBisiTh [1K-3.1. 3Haer MeTOABl aHAIM3a APXUTEKTYPBHI,
apxurekrypoui u UT- N T-unppacTpyKTypsl NpEApUATHS,
UHPPACTPYKTYpOi HOPMAaTUBHYIO JOKYMEHTALUIO, PEryIUPYIOLIYIO
IIPENPUATHS, OTHOLIEHHsI B  00JacTM  HMHGOPMAIIMOHHOH

oOecreunBaTh HAMIEKAIIHHA [0€30IIaCHOCTH,

ypoBeHb nHpopmarmonnoii [[IK-3.2. Ymeer MopenupoBaTh apXUTEKTYpY,
0€301acHOCTH N T-undpactpykrypy MPEATPUSITHS,
HACTpPauBaTh MOJIUTUKU OE30MaCHOCTH;

[1K-3.3. Bmanmeer HaBbIKaMM  YIPaBJICHUS
APXUTEKTYpPOI u UT-undpactpykTypoi
OpennpusaTHs,  oOecreueHuss  HaJJIeKallero
ypOBHsI HH(GOPMAIIMOHHOI 0€301aCHOCTH.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BAKAJIABPUATA

Jucummumaa bB1.B.10 Mudopmanmonnas 0Oe3omacHOCTh W 3aliuTa HHGOpMAIMU
OTHOCHUTCSI K 4YacTd, (HOpMHUPYEMOH yYaCTHHKaMH OO0pa3oBaTEIbHBIX OTHOIICHHWH OJI0Ka
lyaebnoro mumana OIIOIT OGakamaBpuara mo HampasieHuio noarotoBku 38.03.05 busnec-
nHpopmatuka. JucrummHa WHbOpManmmoHHas 0€30MacHOCT, M 3amuTa  WH(popManuu
u3ydaercs OoO0ydaromuMHucs O4yHOW (opMbl 0OyueHHs B 8 ceMecTpe, OYHO-3a04HOH (HOpMBI
o0ydeHust — B 8 cemectpe.

[Ipy w3ydyeHUM NAaHHOW IMCUMIUIMHBI OOYYaIOUIMICA WCHOJBb3YeT 3HAHUS, YMEHUS U
HaBBIKHM, KOTOpble C(HOPMHUPOBAHBI B IMPOLECCE M3YYEHUS MPEALIECTBYIOIINUX TUCLUIUIMH:
WNudpopmanoHHbIE TEXHOJIOTUU B MPO(ECCHOHANBHON NesATeNbHOCTH, KOMIbIOTEpHBIE CeTH,
Cranpaptusanus, cepTuUKaLus ¥ TEXHUYECKOE TOKYMEHTOBEICHHUE.

3HaHus, YMEHHSI U HAaBBIKH, MTOJyYSHHbIE NIPH U3YYEHUHU AUCHUIUTMHBI MHpOpMannoHHas
0e30macHOCTh U 3amuTa nHpopManuu, Oy1yT HE0OOXOAMMBI JJIsl YTyOJIEHHOTO U OCMBICIIEHHOTO
BOCTIpHATHSA AUCHUILINH: OCHOBBI IM(PpPOBOI SKOHOMUKH, KopriopaTuBHble HHPOPMALIMOHHBIE
CHCTEMBI, B IPOM3BOJACTBEHHON MPAKTHUKE, IOArOTOBKE BBIIYCKHOM KBaIM(UKALMOHHON
paboThI.

OO6nacte mpoecCHOHATBHONW JEeATEIbHOCTH, HAa KOTOPYK) OpPUEHTHPYET AMCLUILUINHA
Wndpopmanmonnas ©Oe3omacHocTh H  3ammra uHpopMmarmu, Bkmoyaer: 06  Cpsisb,
UH(POPMALIMOHHBIE U KOMMYHHUKALIMOHHBIE TEXHOJIOTHH.

Tunbl 3amay w3334 OPOPECcCHOHATBHOM  AEATENbHOCTH  (OpraHU3alMOHHO-
yNpaBJIEHYECKU), K KOTOPBIM TOTOBUTCS OOYy4arOIIMHCs, ONpEeAeNeHbl Y4eOHBIM ILIAHOM, a
UMEHHO:

— ymOpaBiATh apxuTekTypor u UT-uHGpacTpyKTypoil mpennpustvs, oOecreunBaTh
Ha/IJIeKaIuil ypoBeHb HH(OPMAITMOHHOW 6€3011aCHOCTH;
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— B3aUMOJICWCTBHE C MPO(PWILHBIMH CHEIUATUCTAMU B MPOIECCE PEHICHHS 3aaad
YIPaBJICHUS )KU3HCHHBIM ITUKJIOM WH()OPMAITMOHHBIX CUCTEM;

— pa3paboTka periaMeHTOB MACSITEIbHOCTH NPEANPUATHS WU YIPABICHUS >KU3HCHHBIM
mukiom MC.

3. OBBbEM JUCHHUIIVIMHBI B 3AYETHBIX EJIMHUIIAX C YKASAHUEM
KO/INYECTBA AKAJEMHUYECKUX YACOB, BBI/IEJIEHHBIX HA KOHTAKTHYIO
PABOTY OBYYAIOHINXCSA C TPEIIOJIABATEJIEM (IIO BUJAM 3AHATHI) U
HA CAMOCTOATEJBbHYIO PABOTY OBYYAIOIIIUXCHA

OO6mast TpyaoeMKocTh (00BEM) MUCIUTUITMHBI COCTaBIseT 4 3a4eTHBIX €IMHHUII (3.€.),
144 akageMu4ueckux Jaca.

3.1. O0béM TUCHHUIUIMHBI 110 BUAAM y4eOHbIX 3aHATHH (B Yacax)

st ounoii popmbl 00yUeHust
OO6mas TpyA0EMKOCTh TUCIUTUINHBI COCTaBISAET 4 3a4€THRIX equHuIbl 144 yaca

O0béM THCHMIINHBI Bcero yacos

OO01ast TPyA0EMKOCTh TUCIUTUTHHBI 144
KonraktHas pabora 44
AynuTtopHas padorta(Bcero): 44
Jlexun 16
CeMuHAphl, TPAKTUYECKUE 3aHIATHUS 28
CamocrosiTenpHast pabota o0yJaronuxcs (BCero) 100
Kypcosast pabota -

3adeT ¢ OI[EHKOU +

DK3aMeH -

st ouH0-32049HOI GopMBbI 00yUeHH S
O06mast TpyA0EMKOCTh TUCIUTUIMHBI COCTaBIsAeT 4 3a4€THRIX equHuIbl 144 yaca

O0BEM TUCHUIIINHBI Bcero uacos

OO611ast TPYA0EMKOCTh TUCITUTUTHHBI 144
KonrtakTHas pabora 34
AynautopHas paboTa(Bcero): 34
JIexun 12
CeMuHaphl, TPAKTUYECKUE 3aHIATHUS 22
CamMocTosiTenbHast paboTa o0yyaronuxcs (BCero) 110
Kypcoas pabora -

3adeT ¢ OI[EHKOU +

DK3aMeH -




4. COAEP)KAHUE JUCIUIIVIMHBI, CTPYKTYPUPOBAHHOE 110 TEMAM
(PA3AEJIAM) C YKASAHUEM OTBEJEHHOI'O HA HUX KOJIMYECTBA
AKAJJEMAYECKHX YACOB Y BUJIOB YYEBHBIX 3AHATUI

4.1. Pa3nesqnl QUCHUIUIMHBI W TPYJ0EMKOCTH IO BHIAM Y4YeOHbIX 3aHATHH (B
aKaJeMHU4YeCcKHX Yyacax)

HanmeHnoBaHMe TeMbl Bcero KosmuecTBo yacos
KonrakTHas paGora Bueayaur.
= padora
5 o Qo Jexunu IpakTtuyec | Camocrt.
é =4 ?., KHe padora
©) o o =} o o o =)
&€ | & | & | 2| & |8
S lcoc ||| ° 0o
OO6mmume Bompockl WH()OPMAITMOHHON 14 14 ) ) ) ) 10 10
0e30MmacHOCTH
I'ocynapcTBeHHas chcrema| g 18 2 ) ) ) 14 14
UH(POPMALIMOHHOM 6€30MaCHOCTH
YTpo3bl Ge30macHOCTH 14 14 2 2 2 2 10 10
TeopeTnyeckue  OCHOBBI  METOJOB 2
3allIUThI I/IH(i)OpMaI_II/IOHHBIX CHUCTEM 22 22 2 4 4 1 6 1 6
. |Metoast 3aIIUTHI CpEICTB 2
BBIYMCIIMTCIIFHON TSXHUKH 20 20 4 4 14 1 6
OcHOBBI KpHIITOrpaduu 2 | 24| 2| 2| 6| 4 | 1618
. | ApXHUTeKTypa 3IIMIIEHHBIX | o 16 2 ) 4 ) 10 12
YKOHOMHUYECKUX CUCTEM
. | AnmropuT™MBI 6€30MTaCHOCTH B 16 16 2 4 ) 10 14
KOMIBIOTEPHBIX CETAX
Bceero mo qucuumimne 144 | 144 | 16 12 28 22 100 | 110
KonTposb - -
Hroro 144 | 144

4.2. CopepxaHue JMCHMILIMHBI, CTPYKTYPHPOBAaHHOE 110 TeMaM(pa3aejam)

Tema 1. O61me Bonpocbl UHGOPMALMOHHOM 0€30MMACHOCTH

OcHoBHBIE TIOHATUS H omnpexaeneHus. lloustus wuHbopmanmst, UHPOpPMATU3ALKS,
nH(popmanmoHHas cucrema, nHpopmarmonHas 6e3onacHocTh. [ToHATHS aBTOpa U COOCTBEHHUKA
uHOpMaLKK, B3aUMOJICHCTBHE CyOBEKTOB B MHPOPMALIMOHHOM OOMeHe. 3aniuta HHHopMaIuH,
TaliHa, CpeAcCTBa 3alUThl HHPOpMaUK. MexayHapoAHble CTaHAAPThl HHEGOPMALMOHHOTO
oOmena. Ilokasarenn wuH(pOpMAIMM: BaXXHOCTb, IIOJIHOTA, aJIeKBaTHOCTb, PEJIEBAHTHOCTb,
TOJIEPAHTHOCTh. TpeOoBaHus K 3amuTte HHPopMmanuu. KOMIIJIEKCHOCTh CHUCTEMBI 3allUThI
UHPOPMALIUU: HHCTPYMEHTAIbHAsA, CTPYKTYpHast, (QyHKIIMOHAJIbHAS, BDEMEHHASI.

Tema 2. I'ocynapcTBeHHasi cucTeMa HHPOPMALIMOHHON 0€30IACHOCTH

OCHOBHBIE HOPMATHBHBIC DPYKOBOJSIIME JOKYMEHTBI, KacaloIIUecs TOCYAapCTBEHHOM
TaliHbl, HOPMATHUBHO-CIIPaBOYHbIE TOKyMeHThl. Ha3Hauenue u 3amaun B cdepe obecrieueHus
UHPOPMALIMOHHON 0e30MmacHOCTH Ha YpOBHE rocynapctBa. JlokTpuHa HHPOPMALMOHHON
o6ezonacHoctu  Poccuiickoii  ®enmeparuu.  CTpykTypa  TOCYyIapCTBEHHOW  CHCTEMBI
uHpopMaMoOHHON Oe3omacHocTH. CTpyKTypa 3aKOHOAATeNbHOW 0a3pl 1O  BOIpOcaM
uHpopmanmoHHo Oe3omacHocTU. JIumeH3upoBaHue W cepTUUKAIUs B O0JACTH 3aIUTHI




uHpopmanuu. Mecto HUHDOPMAIMOHHONW  OE30MACHOCTH  SKOHOMHYECKHUX CHUCTEM B
HallMOHAIBHOM Oe30macHocTH cTpaHbl. KoHnenmus nHhopMaimoHHONW 0€301acHOCTH.

Tema 3. Yrpo3sl 6e3omacHocTi

[Tonsitue yrpo3bl. Bunmbl mpoTHMBHUKOB WM «Hapymutenei». Knaccuduxamus yrpos
uHpopMaMOHHOM  Oe3omacHocTd. Buasl  yrpo3. OcHOBHBIE HapymieHHs. XapakTep
MPOUCXOKACHHUS yrpo3 (YMBIIUICHHBIE U €CTECTBEHHbIE (akTophl). VCTOYHWKH yTpo3.
[Ipennoceinku mnosBieHuss yrpo3. Kiacchl KaHamoB HECAaHKIMOHUPOBAHHOTO IOJIyYEHUs
uHpopmanuu. [IpuunHbl HapyIIeHUs HEIOCTHOCTH HHPOPMAIUH.

Tema 4. TeopeTnyeckne 0CHOBbI METOAOB 3aIMTHI HHPOPMALMOHHBIX CHCTEM

OCHOBHBIE TIOJIOKEHUS TEOPUH HMH(POPMAIMOHHON 0e30macHOCTH WH(OOPMAIMOHHBIX
cucreM. Mogenu Oe3omacHOCTH W uX mNpuMeHeHHe. DopmanbHble MOJEIN 0e30MaCHOCTH.
JuckpenronHas Mopenb XappucoHa-Py33o-Ynbmana. TunusupoBaHHass MaTpuila JOCTyMa.
Monens pacnpoctpanenus npas goctyna Take-Grant. Mannataas moxens benna-Jla-Ilagymbr.
Poneass monutuka Oe3omacHocTH. OrpaHuueHWs Ha 0OJACTH MPUMEHEHHS (DOopMaTbHBIX
MOJEJICH.

Tema 5. MeToabl 321U THI CPEACTB BHIYUCIUTEIbHON TEXHUKH

Hcnonp30BaHne 3alllMIIEHHBIX KOMIIBIOTEPHBIX CUCTEM. ANNApaTHbIE U NPOTrPAMMHBIE
cpeacTBa s 3amuThl KoMmbloTepHbix cucteM oT HC/l. CpeactBa omnepalilmOHHONH CHCTEMBI.
CpenctBa pesepBuUpoBaHMs JaHHBIX. IIpoBepka menoctHoctd. Crocobbl W CpeicTBa
BOCCTaHOBJICHHS PaOOTOCTIOCOOHOCTH.

Tema 6. OcHoBBI KpunTOrpagun

Metoasl kpunrorpadpuu. CUMMETpUYHOE U aCHMMETpHUUYHOE IH(poBaHUe. AJITOPUTMBI
mudpoBaHus. DNEKTPOHHO-IIUPPOBAst MOAMUCH. AJTOPUTMBI 3IEKTPOHHO-IIU(DPOBO MOAUCH.
XemupoBanue. ImutoBctaBku. Kpunrorpadguveckue reHepaTopbl ciyqaiHbix ynces. CrocoOsl
pacnipoctpanenust kiaodeid. OOecmeunBaemass mudpoM creneHb 3amuThl. Kpunroanamus u
aTaku Ha Kpunrocucremsl. Crkatue nH(GOpMaLUu.

Tema 7. ApXuTeKTypa 3aIIHIIEHHBIX JKOHOMHYECKHUX CHCTEM

OcCHOBHbBIE TEXHOJIOTUH MOCTPOCHHUS 3AIIUIICHHBIX SKOHOMUYECKUX HH(OPMALMOHHBIX
cucrem. Oynkuuu 3ammrthl nHGopMalmu. Kiaccsl 3aa4 3amuTel HHGOPMAITUH. APXUTEKTypa
CUCTEM 3aluThl MHQOpMaUHU. Sapo U pecypchl CpeacTB 3amuThl uHpopmanuu. CTpareruu
3anThl HHopMaru. OCOOEHHOCTH YKOHOMUYECKHX HH(DOPMAITMOHHBIX CUCTEM.

Tema 8. AuiropuT™MbI 0€30IIACHOCTH B KOMIIBIOTEPHBIX CETAX

MexcereBble dkpaHbl. [IpoexktupoBanne MD. CHuddepsl. DkcruionTsl. ATaku Ha
cepBepa. ATaku Ha paboume cTaHUMH. ATaka TUNA «OTKa3 B  OOCITYKUBaHUN.
[IporokonupoBanue. CeTeBble 3alUIIEHHBIE TIPOTOKOJIBI.

4.3.ConepxxaHue NPaKTHYECKUX 3aHATHH (04Has popMa 00ydeHH)

Pa3nennl, TeMbl, IUJAKTHYECKHE eTHHHIbI

IIpakTnyeckoe 3ansTHe Ne 1. OOmme Bompochl HMH(OPMAIMOHHOH 0e30MaCHOCTH.

(2 yaca)

1. 3ammura wuHboOpManuu, TaiiHa, CpPEACTBAa 3alIMThl HHGpOpMAIMU. MeXITyHApOIHBIE
CcTaHJapThl HHOOPMAITMOHHOTO OOMEHA.

2. TpeGoBanusi k 3amute uHMopMaIyu. KOMIUIEKCHOCTh CHCTEMBI 3alUTHl MHPOPMALUU:
UHCTPYMEHTAJIbHAsL, CTPYKTYpPHasl, pyHKIMOHAIbHAS, BPEMEHHAS.

3.BrinoaHeHne NpakTUYECKUX 3a/IaHUM.

IIpakTnueckoe 3anaTume Ne 2. TocynapcrBeHHas cucrteMa HWHGOPMALMOHHON

O0e3omacHocTH (2 yaca)

1. Joktpuna uHpopMannoHHoi 6ezomnacHocti Poccuiickoit denepanuu.

2. CrpykTypa TOCYIapCTBEHHOH cHCTeMbl HHGOpMaImoHHOW Oe3zonmacHoCcTH. CTpyKTypa
3aKOHOJIATeNbHON 0a3bl 1Mo BoIpocaM MH(opMarmoHHoi 6e3omacHocTH. JIuleH3npoBanme
U cepTuduKaims B 00J1aCTH 3aUTH HTHGOPMAITHH.

3. BrbInosiHeHNE NPAKTUYECKUX 3aJaHui.




IIpakTnyeckoe 3ansitue Ne 3. Yrpo3sbl 0e30nmacHoCTH (2 yaca).

1. Knaccuduxarmus yrpo3 wunHpopmammonHoit 06e3onmacHocTd. Buasl yrpo3. OcHOBHBIE
HapylIeHus. XapakTep NPOUCX0KICHUS YTpo3 (YMBIILJICHHbIE U €CTECTBEHHBIE (PaKTOPHI).
Hcrounuku yrpo3. IIpeanocbuiky nosiBiaeHus yrpos.

2. Knaccel kaHaJIOB HECAaHKIIMOHUPOBAHHOTO MOJTy4eHUsI HHPOpMAIUK.

3. BbInoyiHeHHE PAKTUYECKUX 3aJaHui.

IIpakTnyeckoe 3ansitue Ne 4-5. Mojaesn 6e30n1acHOCTH U MX IPpUMeHeHue (4 yaca)

1. ®opmanbHbIE MOAETH OE30MTACHOCTH.

2. [uckpeunuonnas wmonenb XappucoHa-Pys33zo-Yinemana. TunusupoBaHHas maTpuia
noctyna. Mopenb pacnpocTpaneHuss mnpaB gocryna Take-Grant. MawpatHas Mozenb
benna-Jla-Ilamymsl.

3. BeinoaHeHue NpakTUYECKUX 3a/IaHUM.

IIpakTnyeckoe 3ansaTHe 6-7 Meroabl 3alIMTHI CPEICTB BbIYMCIUTEIbHOH TEXHHUKH.

(4 yaca)

1. AmnmapaTHbI€ U IPOTPAMMHBIE CPEACTBA JIJIS 3alIUThI KOMITbIOTepHBIX cucteM oT HC/I.

2. CpencrtBa omepaudoHHOM cuctembl. CpeacTBa pe3epBHpoBaHMs JaHHBIX. [IpoBepka
neroctHocTU. CrocoObl M CpeicTBa BOCCTAHOBIICHUS pab0TOCIIOCOOHOCTH.

3. BolnonHeHne NpakTUYECKUX 3aJIaHUM.

IIpakTnyeckoe 3ansitue 8-9. MeTomosoruyeckue OCHOBBI OH3HeC-MH(OPMATHKH

(4 yaca).

1. CummeTpudHOE U aCUMMETPUYHOE MU(pOoBaHNE. ANTOPUTMBI TU(POBAHUS.

2. DnexTpoHHO-IM(pOBas MOANUCH. AJNTOPUTMBI  3JEKTPOHHO-UU(PPOBONW  MOJIHCH.
XemupoBanue. imutoBcraBku. Kpunrorpadudeckue reHepaToOpbl CIIydailHbIX YUCENT..

3. BolnonHeHue NpakTUYECKUX 3aJIaHUM.

IMpakTnyeckoe 3ansaTue 10. Criocodb1 pacipocTpaneHus Kiro4eii (2 yaca).

1. Cnoco0sl pactipoctpanenus kimoueit. ObecnieunBaemas UG POM CTETICHb 3aIIUTHI.

2. Kpunroananus u ataku Ha KpuntocucteMbl. CxxaTue nHGOpMaIiu.

3. BoinonHeHne NpakTUYECKUX 3aJIaHUM.

IIpakTnueckoe 3ansaTue 11-12. OcCHOBHbIE TEXHOJOIMH MOCTPOEHHS 3AIMIIEHHBIX

IKOHOMHMYECKHX HH(POPMALIMOHHBIX cucTeM. (4 1yaca).

1. OcHOBHbIE TEXHOJIOTMU MOCTPOCHHUS 3AILULICHHBIX 3KOHOMHYECKHX HH(OPMalMOHHBIX
cucreM. @yHkMHK 3amuThl HHGopManuu. Kiaccsl 3a1a4 3amuTsl HHPOpPMAIUH.

2. ApxwuTekTypa cHCTeM 3amuThl uHMOpMauu. Snpo M pecypchl CpPENCTB  3alTUTHI
uHpopmanuu. Crpaterun 3amuThl  UHPoOpManuu. OcCOOEHHOCTH SKOHOMUYECKHUX
MH(OPMALIMOHHBIX CHCTEM.

3. BoinonHeHne NpakTUYECKUX 3aJIaHUM.

IIpakTnyeckoe 3ansatue 13-14. AjnropuTMbl 0€30I1aCHOCTH B KOMIBIOTEPHBIX CeTHX. .

(4 yaca).

1. MexcereBbie 3kpanbl. [IpoextupoBanue MD. Cauddepsl. DKCIIITOUTHI.

2. Araku Ha cepBepa. ATaku Ha pabouue CTaHIMM. ATaka THUIA «OTKa3 B OOCITY)KHBaHUM.
[IpoTokonupoBanue. CeTeBbie 3aIMIIEHHBIE POTOKOJIBI.

3. BolnonHeHne NpakTUYECKUX 3aJIaHUM.

4.4. Conep:kaHue cCaMOCTOSITEJIbHOM padoThl

Pa3nennl, TeMbl, TUIAKTHYECKHE eTHHHIBI

Tema 1. O6mme Bonpocsl HHPOPMALMOHHOM 0€30MTACHOCTH

[Tokasarenn  uHpOpManMM:  BaXHOCTb,  IIOJHOTA,  aJ€KBAaTHOCTb,  PEJIEBAHTHOCTb,
TOJICPAHTHOCTD.

TpebGoBanus k 3amuTe HHOOPMAITUH.

KommiekcHOoCcTh  cHcTeMBl  3aIIUTBl  MH(QOPMALMU: HMHCTPYMEHTANIbHAS, CTPYKTYpHasd,
(yHKLIMOHAJIbHAsL, BpEMEHHasL.

Tema 2. I'ocynapcTBeHHasi cucTeMa HH(POPMaLMOHHOM 0€30I1aCHOCTH
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CtpyKTypa 3aKOHOAATEIbHON 0a3bl 110 BompocaM HH(OPMAITMOHHOW 0€301TaCHOCTH.
JIuueH3upoBaHue U cepTUHUKAIMS B 00IaCTH 3aIUTHl HH(POPMAITUH.

Mecto wuHpOpMAaMOHHON O€30MACHOCTH HIKOHOMHYECKHX CHCTEM B HallMOHAJIBHOU
0€30I1aCHOCTH CTPAHBI.

Konnenmus nHbopMaIimoHHONH 6€301acCHOCTH.

Tema 3. Yrpo3sl 6e3omacHocTn

Knaccel kaHa10B HECaHKIIMOHUPOBAHHOTO MOTY4YE€HUS UH()OPMALIUH.

[TpuunHBl HApYIIEHUS IEIOCTHOCTH MH(OPMAITUH.

Tema 4. TeopeTndeckue 0CHOBbI METOA0B 3aIIUTHI HHPOPMAITMOHHBIX CHCTEM
Mognens pacnpoctpanenus npas gocryna Take-Grant.

Mannarnas moaens bemna-Jla-ITagymer.

PosneBas monutrka 6€30MacHOCTH.

Orpanuyenust Ha 00JacTH MPUMEHEHHs POPMAIIbHBIX MOJIETICH.

Tema 5. MeToabl 321U THI CPEACTB BHIYHCIUTEILHON TEXHUKHU

CpenctBa pe3epBUpOBaHUS JaHHBIX.

IIpoBepka 1eI0CTHOCTH.

Cnioco0ObI 1 CpeIcTBa BOCCTAHOBJICHHSI paOOTOCIIOCOOHOCTH.

Tema 6. OcHoBBI KpunTOrpagun

Crioco0OsI pacpoCTpaHEHHUS KITFOUECH.

ObecneunBaemast IIM(PPOM CTETICHD 3AIIHTHI.

KpunToananus u aTaku Ha KpUITOCHUCTEMBI.

Cxartne HHpOpMaIuH.

Tema 7. ApxuTeKTypa 3alllHIIEHHbIX IKOHOMHYECKHX CHCTEM

Crpareruu 3amuThl ”HPOPMALIUH.

Oco0EHHOCTH SKOHOMUYECKHX WH(POPMAITMOHHBIX CHCTEM.

Tema 8. AsiropuT™MbI 0€30MIACHOCTH B KOMIIBIOTEPHBIX CETAX
[IpoTokonupoBaHue.

CereBbl€ 3alIMIIEHHBIE IPOTOKOJIBL.

5. KOHTPOJIb KAYECTBA OCBOEHUMA JUCIIUITJIMHDbI

Texymuil KOHTPOJIb U MPOMEKYTOUHAsL ATTECTALMS OCYIIECTBIISIIOTCA B COOTBETCTBUU C
«lTonoxkeHneM O TEKyLIEM KOHTPOJE YCHEBAEMOCTH U TMPOMEKYTOYHOM aTTecTaluu
oOyJaronuxcsi B ABTOHOMHOW HEeKOMMepueckor opranm3anuu «OOpa3zoBareiibHass OpraHU3aIMs
BBICIIIET0 00pa30BaHU» «Y HUBEPCUTET SKOHOMUKHU U YIIPABICHUS.

Bung npomexyroyHod —arrecrauMud  — 3ad4er ¢ ouneHko. dopMa npoBeaeHHUS
MPOMEKYTOYHOM aTTECTAllMU — MMCbMEHHBIN 3a4€T C OLIEHKOM.

@oHJ1 OLIEHOYHBIX CPEICTB 10 AUCLUIUIMHE IPUBEJIEH B NpuioxeHuu k PII/I.

6. YYHEBHO-METOJNYECKOE OBECIIEYEHHUE JUCIHUITJINHBI

1. SIxoBenko JI.B., Wudpopmanmonnas ©Oe30macHOCTb M 3amuTa HHGOPMALMHU:
METOJMYECKHUE PEKOMEHJAIMKM IO OPTaHM3aIlMd CaMOCTOSATEIBLHON paboThl oOydarormmxcs /
JL.B. SIkoBenko. — Cumpeponons: AHO «OOBO» «YHUBEpPCUTET S5KOHOMUKH U YIPABICHUS»,
2025.- 19c.

2. TepMHUHONOTHYECKHH cloBapb Mo npeameram Kadeapsl «busnec-unpopmaruka» /
cocrautenu . A. [ondenko [u ap.]. — Cumdbeponons : YHUBEPCUTET SKOHOMHUKH U
yrnpasnenus, 2020. — 240 c¢. — Texkcer : anektpoHHbIi // [{udpoBoit oOpa3oBaTenbHBIN pecype
IPR SMART : [caiiT]. — URL: https://www.iprbookshop.ru/108063.html (mara oGpareHus:
16.01.2025). — Pexum noctyna: s aBTOPU3HP. NOJIb30BATENEN.
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7. MIEPEYEHb OCHOBHOM N rI;[OHO.JIHI/ITE.JII)HOI‘/'I YUYEBHOU JIMTEPATYPBI,
HEOBXOJIUMOMU JJIsA OCBOEHUA JTUCHUITJINHBI

a) OCHOBHAasA

1.  Hlansbrun, B. ®. Undopmannonnas 6e3onacHocTs u 3ammra uapopmarmu / B. .
[[Manprun. — 3-e uzn. — Capatos : [Ipodobpazosanue, 2024. — 702 c¢. — ISBN 978-5-4488-
0070-2. — Texkcr : anexTponHslii // Llndpooit o6pazoBatenbubiii pecypc IPR SMART : [caiit].
— URL: https://www.iprbookshop.ru/145912.html (mata oGpamenus: 16.01.2025). — Pexum
JIOCTYTIA: JI7Is1 aBTOPU3HUP. TOJIB30BaTEICH.

2. Topronos, B. E. Opranuzaimonasie OCHOBBI 3aIIUTHl HHGOpMaIuK : yieOHuk / B.
E. I'opronoB. — YensaOunck : FOxHO-Y panbCckuii TEXHOIOTHYECKUN YHUBEpCUTET, YenssOnHCcKuii
rocynapctBeHHbld yHuBepcuteT, 2025. — 354 ¢. — ISBN 978-5-6050860-6-2. — TekcT :
anekTpoHHbI // Lludposoit obpazoBarensbHbi pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/149883.html (mara obpamenus: 16.01.2025). — Pexum nocryma:
JUIs aBTOpHU3Hp. mosb3oBaTeneil. - DOI: https://doi.org/10.23682/149883.

3.  ®opoyzaHn, b. A. Kpunrorpadus u 6e3omacHocTs ceteit : yueoHoe mocodue / b. A.
®opoysan ; noxa penakuueit A. H. bepnuna. — 4-e uzn. — Mocksa : HTepHeT-YHUBEpCUTET
Nudopmanmonnsix Texnonoruit (MHTYUT), Aii Ilu Ap Menua, 2025. — 776 c. — ISBN 978-
5-4497-0946-2. — Texkcr : anexkrponnsiit // Ludposoii odpazosarenbhsblii pecypc IPR SMART :
[caiiT]. — URL: https://www.iprbookshop.ru/146352.html (mata oGpamenus: 16.01.2025). —
Pexxum noctymna: 1 aBTOPU3HP. MOJIb30BATEIICH.

4.  TexHomOTHM 3alIUTH HHPOPMAIIMK B KOMITBIOTEPHBIX CETAX : yueOHOe mocooue /
H. A. Pynenxkos, A. B. [Iponerapckuii, E. B. CmupnoBa, A. M. CypoBoB. — 4-¢ u3a. — Mocksa
: Uatepuer-Yuusepcurer Nudopmanmonnbix Texuomoruit (MHTYUT), Ai [Iu Ap Menua,
2025. — 368 c. — ISBN 978-5-4497-0931-8. — Tekct : snektponHsni // Ludposoit
00pasoBaTenbHbBIN pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/146404.html (nara oGpamenus: 16.01.2025). — Pexxum nocryna:
JUTsL aBTOPU3UP. TIOJIb30BaTeNel

5. Ulanaerun, B. ®@. 3amura koMnbeioTepHoil nHbopManuu. IPPEeKTUBHBIE METOIBI U
cpencta / B. ®@. lllanbrun. — 3-e uzn. — Capatos : [Ipododpazosanue, 2024. — 543 c. —
ISBN 978-5-4488-0074-0. — Texkcr : anextponHslii / Lndpooit o6pazoBarensublil pecype IPR
SMART : [caiit]. — URL: https://www.iprbookshop.ru/145909.html (mata oOpamenus:
16.01.2025). — Pexum noctyna: s aBTOPU3HP. N10JIb30BATENEN.

0) TOMOJTHUTENbHAS

1. Pazpaborka u 3amura 6a3 manHabeix B Microsoft SQL Server 2005 : yuebGHoe
nocobue. — 4-e¢ u3a. — Mocksa : UnaTteprer-YHuBepcurer Mubopmanmonnsix TexHomorni
(MHTYUT), Aii IIu Ap Menua, 2025. — 147 c¢. — ISBN 978-5-4497-0913-4. — TexkcrT :
anexktpoHHeid // IludpoBoii obOpazoBatenbHblli pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/146393.html (nara oGpamenus: 16.01.2025). — Pexxum nocryna:
JUTsL aBTOPU3UP. TIOJIb30BaTeNel

2. MbiiBong, 3. bezomacHOCTh ceTeil : yaeObHoe mocodue / 3. MaiiBona. — 4-e u3m.
— Mockga : UnTteprer-Yuausepcuter Madopmanronnsix Texuonoruit (MHTYUT), At ITu Ap
Menua, 2025. — 571 c. — ISBN 978-5-4497-0863-2. — Tekcr : anekrponnsiii // Hudposoii
00pazoBaTenbHbBIN pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/146327.html (nara oGpamenus: 16.01.2025). — Pexxum nocryna:
JUTsL aBTOPU3UP. TIOJIb30BaTeNel

8. IEPEYEHb PECYPCOB HH®OPMAIIMOHHO-TEJJEKOMMYHUKAIITMOHHOM
CETH «<MHTEPHET», HEOBXOJAUMBIX /1IJIsA OCBOEHUA JUCHUITJINHBI

1. NadpopmannonHo-npaBoBoii mopran «l'apant»: o¢unuansaslii  caiit. — URL:
http://www.garant.ru — TeKCT: JIEKTPOHHBIH.
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2. Iudposoii oOpazoBatenbHbIil pecypc «IPRsmart»: opunmansusrii caiit. — URL: http://
www.iprbookshop.ru/ — TekcT: 37eKTpOHHBIA.

3. Hayunas snektponHas 6ubnmnoteka «KubepJlennnka»: opunmansueii caiit. — URL:
https://cyberleninka.ru/ — TekcT: 3E€KTPOHHBIA.

4. Poccuiickuii HHTEpHET-NOPTAJ U aHANUTHYecKoe areHTcTBO TAdviser: odunmanbHbIi
cait. — URL: https://www.tadviser.ru/ — TekcT: 3JIeKTpOHHBII.

5. Hayunsiii s)xypHan «Borpocsl kubepOe3omnacHocT»: opunuaibabiil cadt. — URL:
https://cyberrus.info/ — TekcT: 371eKTPOHHBII.

9. METOAUYECKHUE YKA3ZAHUA IJI5S1 OBYYAIOIIUXCA
ITO OCBOEHMIO JNCHUITJIMHBbI

IIpu npoBeneHuil JNEKIMM, CEMUHAPCKUX (MPAKTUYECKUX) 3aHATHUN, CaMOCTOSITEIbHOM
paboTe 0OydaroUMXCsl NPUMEHSIOTCS MHTEPAaKTUBHBbIE ()OPMBI MIPOBEACHUS 3aHATHI C LIENbIO
HOTPYKEHUsI 00y4aloIUXCs B pealbHyI0 aTMocdepy NpodecCHOHAIBHOTO COTPYIHUYECTBA IO
pa3pelieHnIo IpooaeM, ONTUMAIbHON BBIPAOOTKM HABBIKOB M KauecTB OYyYIIEro CHelUaInucTa.
WuTepakTuBHBIC ()OPMBI IPOBEICHUS 3aHATHI MPENONIAraloT 00y4eHue B COTpyiHu4ecTBe. Bee
YY4aCTHUKHA 00pa3zoBaTeIbHOTO Tpoliecca (mpernogaBaTelb U 00yJaronuecs) B3auMOIeHCTBYIOT
Jpyr ¢ apyrom, oOMeHHBaIOTCS MH(pOpManuel, COBMECTHO PELIAIOT MPOOJIEMbl, MOACIHPYIOT
CUTYALHIO.

B yueOHOM mporecce UCONb3YIOTCS HHTEPAKTUBHBIE (DOPMBI 3aHATHIA:

- TBOpHYECKOE 3aJaHKe. BBIOIHEHNE TBOPUECKUX 3aJaHUi TpeOyeT oT o0ydarolerocs
BOCIIPOM3BEICHHE TIOJIYYEHHOW paHee nH(opMaIu B ¢popme, ONpeaessieMoil IpernoiaBaTesiem,
U TpeOyrolel TBOPUECKOr0 NOIX0/a;

- TpymnmoBoe o0cyxeHue. I'pynnoBoe obcykaeHne KOro-iudo Bompoca HarpaBIeHO Ha
JOCTM)KEHUM JIy4YIIEero B3aUMOIOHMMAHHUS U CHOCOOCTBYET JyYIIEMY YCBOEHHUIO H3y4aeMOro
MmarepHaa.

B xozme ocBOeHUs NTUCHMIIIMHBI MIPU MPOBEIEHUM KOHTAKTHBIX 3aHATUI HCHOJIb3YIOTCS
cienytomme (HopMel 00yueHHs, CrocoOCTByMOmUE (OPMHUPOBAHUIO KOMIIETEHIMH: JIEKIH-
JUCKYCCHM; Keic-MEeTOA; pellleHHe 3a/lad; CUTYallMOHHBIH aHaiu3; oOcykaeHue pedeparoB U
JIOKJIA/IOB; pa3pabOTKa IPyNIOBBIX MPOEKTOB; BCTPEUH C MPEACTABUTENISIMU TOCYJAPCTBEHHBIX U
0O0IIECTBEHHBIX OPraHU3aIH.

10. IEPEYEHb HH®OPMAIIMOHHBIX TEXHOJIOT U, UCTTOJIb3YEMBbIX ITPH
OCYHECTBJIEHUU OBPA3OBATEJIBHOI'O ITPOLECCA 110 JUCHHUIIJIMHE,
BKJUIIOYASA TIEPEYEHD ITPOI'PAMMHOI'O OBECIIEYHEHUSA U
NHOOPMAINMNOHHBIX CITPABOYHbBIX CUCTEM (ITPM HEOBXOAUMOCTHN)

B mpomecce JEKIMOHHBIX W MPAKTHYECKUX 3aHATHHA HCIIONB3YETCS CIEAYIoIIee
porpaMMHOe 0OecTieueHHeE:

*mporpammsbl, oOecrieunBaronue JI0ocTynm B ceTh  «MHTepHeT»  (Hampumep,
«MicrosoftEdge», «GoogleChrome»);

*mporpaMMbl, JIEMOHCTpAIlMM BUICO MarepuajioB (HampuMep, MPOUTPHIBATENb
«WindowsMediaPlayer»);

*TEKCTOBBIC pEenaKkTophI " MIPOIECCOPHI (Hampumep, «bnokHOTY,
«MicrosoftOfficeWord»);

*mporpaMMbl  JUIS  JEMOHCTpPAllMM M CO3JaHUs  Tpe3eHTalmid  (Harmpumep,
«MicrosoftPowerPointy).
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11. OIMCAHUE MATEPUAJIBHO-TEXHUYECKOI'O OGECIIEYEHMUSI,
HEOBXOIUMOTI'O JJIs1 OCYIHECTBJIEHUSA OBPA3OBATEJIBHOT' O ITPOLECCA
O ITUCHUIIJIMHE

Jlnst mperoiaBaHusl AUCHUIUTAHBI TPEOYyeTCsl CIeMaIbHbIE MaTepUAITbHO-TEXHUYECKHE
cpeAcTtBa (KOMIBIOTEpHBIE KIJACChl M T.M.). BO BpeMms JEKIMOHHBIX 3aHATHH, KOTOpBIE
NPOBOJATCSI B OOJIBIION ayJUTOPUHU, HCIIOJNB3YETCS MPOCKTOp U JEMOHCTPAIMH CJaiI0B,
cxeM, TaOIWIl W MPOYEro Marepuaia, MyJlbTUMeIuiiHble TpoekTopbl Epson, BenqViewSonic;
SKpaHbI JJI MPOEKTOPOB; HOYTOYKH Asus, Lenovo, MUKpO(dOHEI.

[lepeyeHp  TUIEH3MOHHOTO M CBOOOJHO  PacHpOCTPAHIEMOro  MPOrPaMMHOTO
obecrieueHrsi, B TOM YHCIIE€ OTEUYECTBEHHOrO mMpou3BojcTBa: Microsoft, Windows, Microsoft
Office, LibreOffice, ApxuBarop 7-zip, Adobe Reader, Koncynsranrllmoc, Kaspersky Security,
VLC, Media Player, ITpomereii.
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