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PaGouas nporpamma cocrasiena B coorserctuu ¢ ®I'OC BO — OakanaBpuar 1o HarpaBJICHHIO
noarorosku 09.03.01 "Hudopmarnka u BeMHCIHTEIBHAS TeXHUKA", YTBEPKIEHHOTO MPHKA30M
MuHHCTEPCTBA HAYKH W BBICIIETO 06pa3oBanus PocCHItCKOI @eneparuu ot 19.09.2017 Ne929
(3aperucTpupoBaHo B Munmcreperse roctumuu PO 10.10.2017 Ne48489) ¢ usmenenusMu u
JOIOTHEHHSIMH.

[Iporpammy cocrasun Sxorenko JL.B., [IpenoaBaTelib

PaGouas nporpamma nucnmmmner «KOMIBIOTEPHBIE BHPYCHD YTBEPXKIEHA Ha 3ace/aHHH
Kaenpsr «Ypasnenue u 6Gu3Hec-uH(OPMATHKAY.

IIporokon Ne 6 ot 29.01.2026 .

3aBenyromuii Ka(beﬂpoﬁyf .B. Motopuna




AHHOTAIUA

WHpexc AUCIMIUINHEI TT0
y4eOHOMY TITaHY

HanmenoBanue JAVUCIUITITHHBI

b1.B.10 KoMibploTepHbl€ BUPYCHI
Llenb u3ydeHus dopmupoBaHue y o0yJaroImuxcs 3HaHUH 1 HaBBIKOB B 001aCTH
JUCIUTLTHHBI KOMITBIOTEPHOI BHPYCOJIOTHH, a TAK)KE Ha MOATOTOBKY K

opranu3zaiuu 3(h(HEeKTUBHON 3alUThI KOMIIBIOTEPHBIX CUCTEM H
cereil OT BPeJJOHOCHOT'O MPOIPAMMHOI0 00ECIICYCHHUSI.

MecTo AUCIUILIMHBI B

JucuuminHa OTHOCUTCA K 4acTd, (GOpMUPYEMOM y4acTHUKaMH

crpykrype OIIOII 00pa3oBaTeNbHBIX ~ OTHONIEHMH  6Gmoka 1 Iporpammel
OakanaBpuara.
Komnerenuuw, [1K-4

¢dopmupyembie B
pe3yabTaTe OCBOCHHUS
JMCIMTUTAHBI

Conepsxanue JUCITUTUTHBI

Tema 1. BBegeHue B KOMIBIOTEPHYIO BUPYCOJIOTHIO

Tema 2. OCHOBHBIC TpPH3HAKHA MPHUCYTCTBUS BPEAOHOCHBIX
MPOrpaMM U METOJbI MO0 YCTPAHEHUIO TMOCIEICTBUN BUPYCHBIX
3apaKeHUN

Tema 3. YcranoBka Kaspersky ans Linux.

Tema 4. BAPAKEHUE EXE-daiinos

Tema 5. @aiisioBbIE BUPYCHI
Tema 6. MeToanpl 3alIUThI
BO3JICUCTBUSA

Tema 7. «3amura cepBepoB U padOUMX CTAHIIUN

OT INPOrpaMMm JAECTPYKTHBHOTO

OO0mas TpyI0eMKOCTh
JUCHUIINHBI

OO11asi TPYJAOEMKOCTh JMCIUILIMHBI COCTABJsIET 4 3a4eTHBIX
enunuibl (144 yaca)

dopMa MPOMEKYTOUHOMN
aTTeCTaluu

3ayeT ¢ OLEHKOH




Conep:xxanue

1. Lenr u mepedeHb IUIAHUPYEMBIX pE3yJbTaTOB OOYyYEHHUS 10 TUCHMIUIMHE,
COOTHECEHHBIX C IJIAHUPYEMbIMU pe3yJIbTaTaMU OCBOCHHUS MTPOrpaMMbl OakaaBprara

2. Mecro nucuuruinnsl B ctpyktype OIIOII GakanaBpuara

3. O0beM [IUCHUIUIMHBI B 3a4eTHBIX €IMHUILAX C YKa3aHHEM KOJIMYEeCTBa
aKaJIeMUYECKUX YacOB, BBIJCICHHBIX HAa KOHTAKTHYIO paboTy o0Oydarommxcst c
npernoaaBaresnieM (110 BUAAM 3aHITHI) U Ha CAMOCTOSTENbHYIO paboTy 00ydaromuxcs

4. Copepxanue JUCHUIUIMHBI, CTPYKTYPUPOBAHHOE 110 TeMaM (pa3jienam) ¢ yKazaHueM
OTBEJICHHOTO Ha HUX KOJMYECTBA aKaJJeMUYECKIX YacOB U BUOB YU€OHBIX 3aHATUI

5. KoHTpoJib KayecTBa OCBOEHUS TUCLIUIIIIMHBI

6. [lepeueHh OCHOBHOM M JIOMIOJIHUTEIILHON yU4eOHOU JIUTEpaTyphbl, HEOOXOIUMOM ISt
OCBOEHUS AUCLUITIINHBI

7. Ilepeyenn pecypcoB HH(POPMALIMOHHO-TEIEKOMMYHUKAMOHHON ceTu «HTepHETY,
HEOOXOUMBIX /Il OCBOEHUS IUCLUILIMHbI

8. Metoanueckue yKazaHus Ui 00y4aroIluXcs 0 OCBOSHUIO JUCIUILTAHBI

9. IlepeueHr MH(POPMALMOHHBIX TEXHOJOTWH, HMCIIOJIB3YEMbBIX MpPHU OCYIIECTBICHUH
00pa3oBaTeNbHOTO Mpollecca IO IUCHUIUIMHE, BKIIOYas IepedeHb MPOTrpaMMHOIO
obecrieyeHns U HHPOPMAITMOHHBIX CIIPABOYHBIX CHCTEM (IIPU HEOOXOIUMOCTH )

10. Ormucanue MaTepHAIbLHO-TEXHUYECKOTO oOecredyeHus, HeoOXOauMOoro it
OCYILECTBIICHHS 00Pa30BaTEIBHOTO MPOLECCa MO AUCIUTUINHE
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12

12
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13



1. lesb 1 nepevyeHb MJIAHUPYEMbIX Pe3yJbTATOB 00y4YeHUsI MO TUCIHUILIHHE,
COOTHECEHHBIX C IVIAHUPYEMbIMH Pe3yJIbTATAMHU OCBOCHHS MPOrPaMMbI 0aKajJaBpuaTa

Henp w3yuenus paucuumuinHbl  «KommbloTepHble BUPYCHD» — (OPMHUpPOBaHHE Y
o0ydJaromMxcs 3HAHWH M HAaBBHIKOB B O0JACTH KOMIIBIOTEPHOW BHPYCOJIOTHH, a TaKXke Ha
MNOJArOTOBKY K oOpraHu3ainud 3((EeKTUBHON 3allUThl KOMITBIOTEPHBIX CHUCTEM M CETe OT
BPEIOHOCHOTO ITPOTPAMMHOT0 00eCTIeYeHUs!.

B pesynaprare ocBoenusi OIIOIl ©OakanaBpuata oOydaromuiics HOJDKEH OBIAJETh
CIEYIONMMH pe3yJIbTaTaMy 00y4eHHUs 10 AUCHIUIUINHE:

Koabt PesyabTarsl IlepedyeHnnb mIaHMpyeMbIX pe3yJbTATOB
KOMIIETEeHIIUH ocBoenusi OITOII 00y4eHHusI MO AUCHUILINHE
IK-4 Cnocob6eH pazpabareiBath, |[[IK-4.1. 3HaTh: mnporpamMMmHble  I1a0JIOHBI,

BHEAPATH U QAANTHPOBATh [METPUKM U PHUCKH TECTUPOBaHUS; 0Oa30BbIe
IIPUKIIAJHOE IPOIPAMMHOE  [[IOHATHSA KadecTBa IPOrpaMMHOIO IPOAYKTa M

obecnieucHue KauecTBa Ipolecca pa3paboTKU NMPOrpaMMHOIO
oOecIieueHHs;  OCHOBHBIC  KOHIENIUH U
ATpUOYTHI KadyecTBa IPOTPaAMMHOTO

oOecrieueHuss  (HAACKHOCTH,  OE30MMAaCHOCTH,
y100CTBa HCIOJIB30BaHMs); (DYHKIIMOHAIBEHBIC
XapaKTEPUCTHUKA TMPUMEHECHHUS  ITPOrPaMMHOTO!
oOecrieueHusl.

[1K-4.2. YmeTh: peanu3oBbIBaTh MPOTrPaMMHBIE
MPOAYKTHl HA  SA3BIKAX  MPOTPAMMHPOBAHMUS
BBHICOKOTO YPOBHS, OIIMCHIBATh apPXHTEKTYDY)
[POrPaMMHOTO CpEJCTBA BKJIIOYasl BBIJICIICHUE!
(YHKIIMOHAJIBHBIX KOMIIOHEHTOB M MOJYJICH,
CTPYKTYyp JHaHHBIX, BHEIIHMX W BHYTPCHHUX|
MHTEep(EHCOB;, TPUMEHATH COOTBETCTBYIOIINE
[POrPaMMHBIC HJTM allapaTHBIC apXUTEKTYPHBIE
pEIlIeHNs; HCIOJb30BaTh MOJAETH  JaHHBIX;
AHAIM3UPOBATH W OIICHWBATH APXHTEKTYpYy HA
MpeaIMeT aTpuOyTOB KayecTBa.

[1K-4.3. BnageTh: HaBBIKAMU IIJITAHUPOBAHUS
mpoliecca pa3paboTKy MPOrpaMMHOTO MPOYKTA;
HABBIKAMU 3aJaHus  (PYHKIIMOHAIBHBIX PaMOK|
MOJICUCTEM; HaBBIKAMH ONpEIENeHUs Haubosee
BHAYUMBIX KPHUTEPUEB KA4eCTBAa IMPOrPaMMHOTO
POYKTA

2. Mecto pucunminnsel B ctpykrype OIIOII 6akanaBpuara

HucuurmumHaa b1.B.10 «KoMmnbrloTepHble BHpPYChI» OTHOCUTCS K 4YacTH, (popMHpyeMoin
y4acTHUKaMU 00pa3oBaTelbHbIX OTHOIIEHUH O510ka 1 yuebHoro miuana OIIOII 6akanaBpuara no
Hanpasienuto noarotrosku 09.03.01 Mudopmatuka U BBIUMCIUTENbHAS TeXHHUKA. J{MCIMITIIMHA
«KoMmbroTepHBIe BUPYCHI» U3ydaeTcst 00ydaronmmMucs ouHoi popMbl 00ydeHus Bo 8 cemectpe,
OYHO-3204HOH (opMBbI 00yUeHus: — BO 9 cemecTpe.

[Mpr w3y4YeHWW MaHHOW AMCUUIUIMHBI OOYYaIOMIMKCS WCIONB3YeT 3HAHHS, YMEHHUS W
HaBBIKM, KOTOpbIe C(POPMHUPOBAHBI B TPOLECCE H3YYEHHUS MPENIIeCTBYIOMUX JAUCHUIUINH:
«JIuneitHas anrebpa u reoMeTpus», «MHGOpPMAIIMOHHBIE TEXHOJOTHMH B MPOQECCHOHATBHON
NEeSITeTLHOCTI» U Jp.
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3. O6beM AUCHMILIMHBI B 324€THBIX €IMHUIIAX € YKA3aHHEM KOJHYecTBAa aKaJeMHYeCKHUX
4aC0B, BbIJIEJIEHHBIX HA KOHTAKTHYIO pa0oTy 00y4YarIIHUXCcs ¢ MpenojaBaresieM (110 BUAAM
3aHATHI) HHA CAMOCTOSTEJbHYI0O PAa00Ty 00y4alomuxcs

OO6mas Tpy10eMKOCTh (00bEeM) TUCHUILIMHBI COCTaBIIICT 4 3a4eTHBIX €IUHUIBI (3.€.),
144 akanemuueckux yaca.

3.1. O0béM TMCHUIIMHBI 10 BHAAM Y4eOHbIX 3aHATHI (B Yacax)

st ounoii popmbl 00yUeHust

OO6m1as TpyA0€MKOCTh JUCIHUILUIMHBI COCTABIISIET 4 3au€THBIX enuuuibl 144 yaca

O0béM TUCHUIJIMHBI Bcero yacos

OO01Iast TPyA0EMKOCTh TUCIIUILIHHEI 144
KonraktHas pabora 44
\AynuTopHas pabota (BCero): 44
Jlexuun 22
CeMuHapbl, NPaKTUYECKUE 3aHATHS 22
CamocrosiTenbHas pabota o0yJaronuxcs (BCero) 100
3aueT c OLEHKOMN +

151 0uHO0-3204HOM GopMBI 00yUeHH s
OO6m1ast TpyA0€MKOCTh JUCIUILUIMHBI COCTABIISIET 4 3au€THBIX enuuuibl 144 yaca

O0BbEéM JUCHUTIHHBI Bcero yacos

OO611ast TpyA0€MKOCTh JUCIUTIITUHBI 144
KonraktHas pabora 34
AynuropHas padoTa (Bcero): 34
Jlekuun 16
CeMUHApBI, MPAKTUYECKUE 3aHATHS 18
CamocrosTenbHas pabota 00ydaronuxcs (BCero) 110
3aueT ¢ OLEeHKOMN +

4. Conep:xkanue JTUCHUNIMHBL, CTPYKTYPHUPOBAHHOE 10 TeMaM (pa3jejiam) ¢
YKa3aHHeM OTBEeJCHHOI0 HA HUX KOJIMYeCTBA aKaJleMHUYeCKMX YaCOB U BH/I0B

yueOHBbIX 3aHATHIl

4.1. Pa3nenbl IMCUMILVIMHBI M TPYA0EMKOCTDb M0 BUAAM YueOHBIX 3aHATHII (B
aKajJeMUYeCKUX 4acax)

HaumeHoBaHue TeMbI Bcero KosaunyecTBo yacos
KonTrakTHas padora Bueayaur.
= padora
> =) Jleknun | [Ipakruyec | Camocrt.
é g g KHe pabdora
o o o o o =} o )
E 2| & g2 &8
SClo | Pl coc| @ ]0o




Tema 1. Bsenenue B 18 18 5 2 5 2 14 14
KOMIIBIOTEPHYIO BUPYCOJIOTHIO

Tema 2. OCHOBHbIE IIpU3HAKU

MPUCYTCTBUS BPEIOHOCHBIX

nporpamm u METO/IbI mo| 18 18 4 2 2 2 12 14
YCTpaHEHUIO MOCTIeICTBUN

BUPYCHBIX 3apaKCHUHU

T_eMa 3. YcranoBka Kaspersky s 18 18 4 2 4 2 10 14
Linux.

Telxufla 4. 3APAXEHUE EXE- 18 18 4 9 4 2 10 14
daitios

Tema 5. ®aiiioBbIC BUPYCHI 18 18 4 4 4 4 10 10
Tema 6. Metoapl 3amUTBl  OT

porpaMm JeCTpYKTUBHOTO | 36 36 2 2 4 4 30 | 30
BO3JICUCTBUS

Tema 7. «3amuTa cepBepoB U

pa6oq14x CTaHLIMHI 18 18 2 2 2 2 14 14
Bcero no mucrummime 144 | 144 | 22 16 22 18 | 100 | 110
KoHTpoib - -

Hroro 144 | 144

4.2. ConepxxaHue IMCUMILUIMHBI, CTPYKTYPHPOBAaHHOE 10 TeMaM (pa3jaejiam)

Tema 1. BBeieHue B KOMNbIOTEPHYI0 BUPYCOJIOTHIO

[TosBnenne tepmuHa «KoMmobloTepHBIE BUPYC», BOEHHBIE pPa3pabOTKH, BO3HUKHOBEHHE
AMUAEMUNA KOMIbIOTEPHBIX BUpYycoB. Pe3ynbraT ®@pena Kosna. Pesynbrar Jl. Uecca u C. Baiira.
®opmanusm @. Jleltonpaa. PesynsraT Jleonapaa Anensmana.

Omnpenenenne KOMIbIOTEpHOro BUpyca. OTINUUTENbHbIE 0COOEHHOCTH KOMIIBIOTEPHBIX BUPYCOB
U JIpyTUX BPEJOHOCHBIX nporpamm. Kiaccudukanuss mo crnoco0y HCIOIb30BaHUS PECYpCOB.
Krnaccu-duxanus mo tumy 3apakaeMbix 00bekToB. Kitaccudukaius mo npuHIMIaM aKTHBAIUH.
Knaccugpukamus no cnocoOy opraHuzanuu mporpamMmHoro kona. Kiaccudukanus 1o
BpeIOHOCHBIM QyHKIMAM. Kitaccugukanus 1o crerneHu onacHOCTH

Tema 2. OcHOBHbIC NPHU3HAKHM NPHCYTCTBHSI BPEIOHOCHBIX NPOrpaMM H MeETOABI IO
YCTPAHEHHIO NMOCJIeACTBUI BUPYCHBIX 3apasKeHu i

Hcnonp3oBanne [ucnerdyepa 3amady OC uid aHanu3a MOJO3PUTENBHBIX IPOLECCOB. AHAIU3
CTaTHCTKY TEKYIIMX CETEBbIX MOJAKIIOUYEHUH KOMIbIOTEpAa C MapaMeTpaMy MOAKIIOUEHUN
MIOPTOB.

VYcranoBka ClamAV. Hacrpoiika o60HOBieHus. CKaHUpPOBAHHWE CHCTEMBI C TOMOILBIO
ClamAV.VYcranoBka ClamTk (rpaduueckuil monszoBaTenbckuil untepgeiic mis ClamAV) /
baza 3nanmii PEJI OC.

N3yuenune cTpykTypsl (aiia mporpaMmbl BHpyca, CIOCOOOB €€ 3arpy3KH M BO3JEHCTBHS Ha
COM-aiinsl Ha MpUMepe TECTOBOM MporpaMMbl Bupyca. Ero obHapyskeHue u HeHTpanu3anus ¢
MIOMOUIbI0 aHTUBUPYCHOTI'O KOMILIEKCA.

3arpy3ka c BuHYecTepa. Kak ycTpoeHsl 3arpy3ouHble Bupychl. Kak 3arpy3ouHbie BUpPYCHI
NoJIydaroT ymnpasieHue. Kak 3arpy3ouyHble BUPYCBl 3apakalOT CBOM JKepTBbl. Kak BHpYChI
OCTalOTCS PE3UIACHTHO B MAMSITH

Tema 3. Ycranoska Kaspersky nus Linux.
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H3ydyeHue pyKOBOACTBA IO HCIOJIb30BaHMIO. MHcTanauus JuUCTpuOyTHMBAa IPOrPaMMBL.
VYcraHoBka AreHTa agMuHUCTpupoBaHusa. HawanpHas HacTpoiika mnapameTpoB AreHTa
aamuHuctpupoBanus. TectupoBanue nporpammsl. / I10 Jlaboparopun Kacnepckoro. POJI OC
LibreOffice

Tema 4. 3APAYKEHUE EXE-¢aiisioB

W3ydenne CTpyKTyphl (aiiia mporpaMMbl BHpYca, CIIOCOOOB €€ 3arpy3Ku W BO3JICHCTBUS Ha
EXE-daiinel Ha mpuMepe TECTOBOM MporpaMMbl BUpyca. Ero oOHapyxeHne U HeUTpaau3amusi ¢
MOMOIIbI0 aHTHBHPYCHOTO KoMmIutekca./ [10 naboparopuu Kacnepckoro. POJ] OC LibreOffice.
Tema 5. MaiijioBbIe BUPYCHI

O3HakoMJIEHHE CO croco0aMu OpraHU3aluu 3apaxeHus ¢GainoB. M3yueHue CTpyKTyphl ¢aiina
mporpamMMbl  BUpyca, crocoboB e€¢ 3arpy3ku W BosuaeiictBusi Ha COMdaiinel Ha mpumepe
TECTOBOM MporpamMmsl Bipyca. Ero oOHapy>keHue 1 HeHTpan3anus ¢ MOMOIIbIO aHTUBHUPYCHOTO
KOMILIEKCA.

Qaitnoseie  Bupychl DOS  Kmaccudukammst 1o crmoco0y  HCIONB30BAHUS — PECYPCOB.
Knaccudukanus no tumy 3apaxkaeMbix 00bekToB. Kiaccudukanus no npuHIMaM akTUBALIUU.
Knaccugukarus no cnoco0y opranu3anuy IporpaMMHOro koja. OyHKIIMOHUPOBAHUES! BUPYCOB
-«CIYTHUKOBY» (BHPYCHI-KKOMIIAaHbOHBI»). OBepieiiHbie» BHUpPYychl. Hepe3uaeHTHbIE BHPYCHI.
Pe3nnenTHbie BUpYChl BUpYCBI -«HEBUANMKI.

Texnonoruu 3apaxkeHusi «CTaHIApTHBIMN» METON 3apakKeHHUs. 3apakeHHe B cepenuHy Gaiina.
3apaxxenue B Hauano (aityia. Metoq npeaonpeneieHHOro MeCTONoJIoKeHust (aitioB. Meton
Moucka B TEKyIleM Kartaiore. MeToa peKypCcHBHOTO 00xojaa jaepeBa kaTanoroB. CrocoObl
BBIJICNIEHUsT BUpycoM (parmenta mnamsta. OOpaborka mpepsiBanuil. I[lepexBar 3amycka
nporpammel. [lepexsar ¢aiioBbIx onepanuit

Tema 6. MeToabl 3a1IUTHI OT POTPAMM /1eCTPYKTHBHOI0 BO3/1elCTBUS

TexHnonorun oOHapyKeHUsT BHUPYCOB. Pexumbl pabOThl aHTUBUPYCOB. AHTHUBUPYCHBIN
koMmIuiekc. KomiekcHas cucreMa 3aiuTbl HHGOpMaIuy.

«Bammra 1UTI030B»: OOmMe cBeneHus. Bo3MoOHBIE CXeMbl 3alUTBl. TpeOoBaHUS K
aHTUBUpYCaM JJIs LUIO30B. YTPO3bl M METOABl 3alUThl OT HHUX. OKCIUIyaTalllOHHbIE
XapaKTePUCTHKHU.

«3ammTa mo4ToBhIX cucTemM» OOmue cBeneHus. Bo3MOXKHBIE CXeMbl 3alIUTHL. TpeOoBaHHS K
AHTUBHUPYCHOMY KOMIUIEKCY JUISl TPOBEPKH MOYTOBOI0 MOTOKA. Unix-CUCTEMBI.

KomnbloTepHble aTaki U TEXHOJIOTUU UX OOHAPYKEHHUS.

Tema 7. «3ammura cepBepoB U pado4ux cTaHIMIA

AntuBupycHbiii kommieke Kaspersky Administration Kit ITo Kacnepckoro. O3nakomieHnue c
IPOIECCOM MHCTAJUIALMHU, NpuHIMnamMu pabotsl Kaspersky Administration Kit u cnocobamu
MOCTPOEHHUS JIOTUYECKON CEeTH, 3aJJadyaMU y/JaJeHHOW YCTaHOBKU U OOHOBIJIEHUS NMPUIIOKEHUN B
cpene PEJ] OC.

Kaspersky Endpoint Security 11 mus Linux O3HakomieHHe ¢ TpoOIECCOM WHCTAJUIAIINH,
npuHiunaMu pabotel Kaspersky Administration Kit u cnoco6amu mocTpoeHus JTOrH4ecKoi
CETH, 3a/1a4aMM yAaJIEHHOW yCTaHOBKH U 0OHOBJIEeHU IpuiioxkeHuit B cpeae OC Linux.

4.3. Conep:xaHue NPaAKTHYECKUX 3aHATHH (0uHasi popMa o0yUeHUs1)

Tema 1. BBeneHne B KOMIBIOTEPHYIO BUPYCOIOTHIO

[TosiBnienne TtepmuHa «KoOMOBIOTEPHBIH BHPYC», BOEHHBIE pPa3paOOTKH, BO3HHKHOBEHHE
ANUIAEMUN KOMIIBIOTEPHBIX BUPYCOB. Pesynprar @pena Kosna. Pesynprar JI. Yecca m C.
Baiita. ®opmanuzm O. Jlelitonsaa. Pesynbrar Jleonapna Anenbmana.

Tema 2. OCHOBHBIE NPHU3HAKKM NPHUCYTCTBHS BPEIOHOCHBIX NPOrpaMM M METOIBI IO
YCTPAaHEHUIO NOCIEACTBUI BUPYCHBIX 3apaKeHUM
Wcnonp3zoBanne [ucnerdepa 3amau OC nns aHanm3a MOAO3PUTEIBHBIX MPOIECCOB. AHAIN3




CTaTHCTKY TEKYIIUX CETEBBIX MOJKIIOYCHHH KOMIBIOTEpPA C TapaMeTpaMH MOIKIIOYCHHIA
MOPTOB.

VYcranoBka ClamAV. Hacrpoiika oOHoBineHus. CKaHHPOBaHHE CHUCTEMBI C ITOMOIIBIO
ClamAYV.Ycranoka ClamTk (rpadudeckuii mons3oBarenbckuii uarepdeiic ps ClamAV) /
baza 3nanuit PEJ] OC.

Tema 3. YcranoBka Kaspersky mst Linux.
W3ydyeHne pyKOBOJCTBA 10 UCIONb30BaHWIO. WHCTAmsAMs JUCTPUOYTHBA MPOTPAMMEI.
YcraHoBka AreHTa aIMUHIUCTPHPOBAHUSI.

Tema 4. 3BAPAXXEHUE EXE-aiinos
N3yuenune cTpyKTyphl (aiia mporpaMmsl BUpyca, CIIOCOOOB €€ 3arpy3Kd U BO3JEHCTBUSA Ha
EXE-aiinpl Ha mpuMepe TeCTOBOM MPOrpaMMbl BUpPYcCa.

Tema 5. ®aiiioBbIC BUPYCHI

O3HaKOMJICHHE CO CIIOCOOaMU OpraHu3aluy 3apakeHus (aiinos. M3yueHue cTpykTypsl (aiiia
mporpamMMbl BUpyca, croco0oB e& 3arpy3ku W Bo3zaciicTBus Ha COMdaiinbl Ha mpumepe
TECTOBOW TporpaMMbel Bupyca. Ero oOHapykeHHe U HEHTpamu3anusi ¢ TOMOIIbIO
AHTUBUPYCHOTO KOMILJIEKCA.

@aitnoeie  Bupychl DOS  Knaccudukanus mo cnoco0y HCIONb30BaHUS PECYPCOB.
Knaccudukanus mno tumy 3apaxkaeMbix o00bekToB. Kraccudukamus 1o MOpUHIMIIAM
aktuBamu. Kimaccudukarms mo cnoco0y opraHu3anyy mporpaMMHOro KOJa.

Tema 6. MeTop! 3aIIUTHI OT IPOTPaMM JECTPYKTUBHOTO BO3ICHCTBHS

TexHonornu OOHapyKXEHUST BHUPYCOB. PeXUMBI pPabOTBI AaHTUBUPYCOB. AHTHBHUPYCHBIH
KoMIUIeKke. KommiekcHas cucteMa 3aiuTel HHGOpMaIny.

«3amuTa numo3oB»: OOmme cBexeHus. Bo3moxkHble cxeMbl 3amuThl. TpeOoBaHusA K
aHTUBHMpYCaM JUIl MUII030B. YIPO3bl M METOJbl 3AIUUTBl OT HHUX. OKCIUTyaTallMOHHbIE
XAPAKTCPUCTHUKH.

Tema 7. «3amuTa cepBepoB U pabOUYMX CTAHIIHMA

AnTuBupycHbiii komrieke Kaspersky Administration Kit ITo Kacniepckoro. O3nakomiieHue ¢
MPOLIECCOM MHCTAIUISAIMK, NpuHunamMu padbotel Kaspersky Administration Kit u cnocobamu
MIOCTPOCHHS JIOTUYECKON CeTH, 3aJa4aMH yJAJIIEHHOW YCTAHOBKUA M OOHOBIICHHS TIPUIIOKECHUIN
B cpeae PEJI OC.

4.4. Copnep:xaHue caMOCTOSATE]bHOI padoThI

Tema 1. BBeneHrne B KOMIBIOTEPHYIO BUPYCOIOTHIO

OmnpeneneHue KOMIBIOTEPHOro Bupyca. OTJIMYMTENbHbIE OCOOCHHOCTH KOMIBbIOTEPHBIX
BHUPYCOB U JPYIMX BpEIOHOCHBIX nporpamm. Kiaccugukanus nmo crnoco0y HCIOIb30BaHUS
pecypcos. Knaccudukamus no tuiy 3apakaeMbx 00bekToB. Knaccugukaius mo npuHIumnam
aktuBauuu. Knaccugukanus mo cnocoOy opranusanuu nporpaMMmHoro kozga. Kiaccugukanus
110 BpeJIOHOCHBIM (pyHKIMsIM. Knaccugukalus no creneHu onacHOCTH

Tema 2. OcHOBHBIE NpPHU3HAKU MPUCYTCTBUS BPEJOHOCHBIX MPOTrpaMM U METOIbl IO
YCTPAHEHUIO NOCIEACTBUIA BUPYCHBIX 3apakKCHUN

3arpy3ka ¢ BuHYecTepa. Kak ycTpoeHbl 3arpy3o4Hble BUpychl. Kak 3arpy3ouHble BUPYCHI
NOJTy4aroT yrpasieHHe. Kak 3arpy3ouHble BHPYCHI 3apa)karOT CBOM JKepTBBL. Kak BUpPYCHI
OCTAKOTCS PE3UJICHTHO B NAMATH

Tema 3. Ycranoska Kaspersky s Linux.
HavanpHas HacTpolika mapamMeTpoB AreHTa aAMUHUCTPUPOBAHUS. TecTHpOBaHNE TPOTPaMMBI.
/ 110 Jla6opaTtopuu Kacnepckoro. POJ] OC LibreOffice

Tema 4. 3BAPAXXEHUE EXE-daiinos
OOHapyXeHue U HeWTpaiau3alys ¢ MOMOIIbI0 aHTUBHUpYCHOro Komiuiekca./ I1O maboparopun
Kacnepckoro. POJI OC LibreOffice.

Tewma 5. @DalinoBbIe BUPYCHI
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OYHKIIMOHUPOBAHUE BHPYCOB -«CIYTHUKOB» (BUPYCBHI-«KOMIAHBOHEI»). OBeplieiHbIe»
BUpychl. HepesuaentHele BUpychl. Pe3neHTHBIE BUPYChl BUpPYCHI -«HEBUIUMKNY.
Texnonoruu 3apakeHusi «CTaHAAPTHBIIN» METOJ 3apaKeHHs. 3apakeHHe B cepeauHy ¢aiina.
3apaxenue B Havayo (aiiyia. MeToa nmpeaonpeneeHHOro MeCTONoIoKeHus (aittoB. Meron
IOMCKa B TEKyIIeM Karajore. MeToJ peKypcHBHOTO 00xoja JiepeBa karajaoroB. CriocoObl
BblIeTIeHUsT BUpycoM (parmenta namsaTH. OOpaOoTka mnpepsiBaHuid. IlepexBaT 3amycka
nporpammel. [lepexBar ¢aitioBbIx oneparuii

Tema 6. MeTopl 3alIMTHl OT IPOTrPaMM JIECTPYKTUBHOTO BO3/ICHCTBUS

«3amuTa NOYTOBBIX cuctem» OOmue cBepenus. BoaMokHbIe cxeMbl 3aluThl. TpeboBaHus K
AHTUBUPYCHOMY KOMIUIEKCY JJIsl IPOBEPKU MOYTOBOI0 MOTOKA. UniX-CUCTEMBI.
KoMmnproTepHbIe aTaku ¥ TEXHOJOTHH UX 0OHAPYKEHUSI.

Tema 7. «3amura cepBepoB U pabOUHMX CTAHIIUN

Kaspersky Endpoint Security 11 mist Linux O3HaKOMIIEHHE € IPOLIECCOM HHCTAIIISAINH,
npuHIunamu padbotel Kaspersky Administration Kit u cnoco6amu mocTpoeHust JOTHYECKON
CeTH, 331a4aMH yJJAJICHHOW YCTaHOBKH U 00HOBJIeHUs npuiioxkenuii B cpeae OC Linux.

5. KoHTpOJIb KauecTBa OCBOCHUS M CHUTIINHbBI

Texkynui KOHTPOJIb U IPOMEKYTOUHAsL aTTECTALUs OCYLIECTBIISIOTCS B COOTBETCTBUU C
«llonoxkeHueM O TeKylmleM KOHTPOJIE YCIIEBAEMOCTH M IPOMEXKYTOYHOM aTTecTaluu
oOyyaromuxcs B ABTOHOMHOW HEKOMMepYecKoi opranuzanuu «OOpa3zoBareibHas OpraHU3alus
BbICLIIET0 00pa30BaHUM» «Y HUBEPCUTET SKOHOMUKHU M YIIPABICHUS».

Bun npomexyrouHod arrectauuu — 3ader ¢ oueHkol. dopma mpoBeneHHs
IIPOMEXYTOYHOH aTTeCTallui — IUCbMEHHBIN 3a4€T C OLICHKOM.

@OH/1 OLIECHOYHBIX CPEJCTB 110 JUCLMIUIMHE IIPUBEJEH B IpuiiokeHnu Kk PII/I.

6. IlepeyeHb OCHOBHOI M TONOJHUTEILHON y4eOHOI IUTEpaTypPhl, HEOOXOAUMON I
OCBOEHMS JUCIHIIIMHBI

a) OCHOBHAasA

1.  Bboupapenxo MN.C. Unpopmannonnas 6ezonacHocts : yueOHuk / bonnapenko 1.C..
— Mocksa : Uznmatensckuii lom MUCuC, 2023. — 254 c. — ISBN 978-5-907560-71-0. —
Texcr : anexktponHbIi // Llndposoit obpazoBarensHbiil pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/137525.html (mara obpamenus: 10.05.2025). — Pexum noctymna:
JUIS aBTOPU3HP. MOJIb30BaTeNei

2.  ®owmwun, /I. B. Uudopmanmonnas Oe3omacHocTh : yuebnuk / JI. B. ®omun. —
MockBa : A#t [lu Ap Menua, 2022. — 222 c. — ISBN 978-5-4497-1548-7. — Tekcr :
anektponnslt // Lludposoit oOpazoBarenvubiii pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/118876.html (nara o6pamenus: 03.07.2025). — Pexxum noctyna:
JUISL aBTOPU3UD. MTOJIb30BaTENEN

0) 10MOJTHUTEIbHAS

3. Tomxko, C. B. TexHonoruu 60ps0bI ¢ KOMITBIOTEPHBIMHA BUPYCAMH : IPAKTUIECKOE
nocobue / C. B. I'omko. — Mocksa : COJIOH-IIpecc, 2021. — 351 ¢. — ISBN 978-5-91359-
059-6. — Texkcr : anexTponHbIi // [ludposoit oopazoBatenbublii pecypc IPR SMART : [caliT].
— URL: https://www.iprbookshop.ru/141896.html (mara oGpamenusi: 01.08.2025). — Pexum
JIOCTYTIA: JIIsl aBTOPU3UP. TIOTh30BaTENeH

7. Ilepevyenn pecypcoB HH(POPMAIMOHHO-TEJIEKOMMYHHUKAMOHHOI ceTu « AHTEepHETY,
HCOﬁXO}II/IMle AJIFA OCBOCHMUSA JUCHUIIJIMHBI
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1. MadopmarmonHo-npaBoBoii moptan «lapant»: oduuumansheii cait. — URL:
http://www.garant.ru — TekcT: 3JIeKTPOHHBII.

2. ludposoii obpazoBatenbhblil pecype «IPRsmarty: odpunmansueiii caiit. — URL: http://
www.iprbookshop.ru/ — TekcT: 31eKTpOHHBII.

3. Hayunas snexrponnas 6ubnmnoreka «KubepJlennnka»: oduumansueiii caint. — URL:
https://cyberleninka.ru/ — Tekct: 31eKTPOHHBIIA.

4. Poccuiickuii MHTEpHET-NOPTAJ U aHAIUTHYecKoe areHTcTBO TAdviser: odunmansHbIi
caiir. — URL.: https://www.tadviser.ru/ — TekcT: 3JCKTPOHHBIHA.

8. MeToauyeckue yKazaHus sl 00y4aronuxcsi
10 OCBOEHHUIO TUCIUIIHHDI

[Ipu mpoBeneHMi JEKIM, CEMHUHAPCKUX (MPAKTHUYECKUX) 3aHATHH, CaMOCTOSTEIbHOMN
pabore 00yyaromuxcsi MPUMEHSAIOTCS WHTEPAKTHUBHBIC (OPMBI MPOBEICHUS 3aHATHN C IENBIO
NOTPYXKEHUsT 00y4aIOIIUXCsl B pealibHyI0 aTtMocdepy MpodheccHoHalIbHOr0 COTPYIHUYECTBA TIO
pa3pelIeHnio mpodieM, ONTUMaIbHON BHIPAOOTKH HABBIKOB M Ka4eCTB OyAYIIEro CIeUaluCTa.
WuTepaktuBHbIe (HOPMBI IPOBEACHUS 3aHATHI MpeanonaraoT o0ydueHrue B cOTpyaHu4YecTBe. Bee
YYaCTHUKHA 00pa3oBaTeNbHOTO Tpoliecca (mpernoaaBaTeib U 00ydaronmecs) B3auMOJICHCTBYIOT
Ipyr ¢ ApyroM, oOMEHHBAIOTCS MH(pOpPMAIUEii, COBMECTHO PEIIAIOT MPOOJIEMbI, MOACTUPYIOT
CUTYaLHIO.

B y4ueGHOM mpoiiecce UCTIOIB3YIOTCS HHTEPAKTUBHBIE (JOPMBI 3aHITHIA:

- TBOpPYECKOE 3aJaHMe. BBIMOIHEHHE TBOPUECKUX 3aaHUN TpeOyeT OT 00ydaromerocs
BOCIIPOM3BE/ICHUE MOTYYeHHON paHee nHGopmaluu B opme, onpeaensieMoi mpernoaBaTeiem,
U TpeOyroIeil TBOPUYECKOTO MOX0/1a;

- rpynmnoBoe obcyxaeHue. ['pynmnoBoe o0CykaeHre KOro-1ub0 BOMpoca HAMpaBlIEeHO Ha
JOCTH)KEHUH JIyYIIeT0 B3aWMOIIOHMMAHHUS M CHOCOOCTBYET JyYIIEMY YCBOCHHUIO H3y4aeMOTO
MaTepuana.

B xone ocBOCHHS AUCHMILTUHBI IPU TPOBEACHUHM KOHTAKTHBIX 3aHATHH HCIOJIB3YIOTCS
cnenyromue (Gopmbl 00ydeHHsI, CIIOCOOCTBYHOIIKE (HOPMHUPOBAHUIO KOMIETCHIIMIA: JIEKIIUU-
JIMICKYCCHUH;, KEHC-METOM; pelleHHe 3a/ad; CUTYAIlMOHHBIA aHalu3; oO0CyxaeHue pedepaToB U
JOKJIaJI0B; pa3paboTKa rpyNHOBBIX IPOEKTOB; BCTPEUU C MPEACTABUTENSIMU FOCYAaPCTBEHHBIX U
OOLIECTBEHHBIX OpraHU3alUi.

9. IlepeueHb MHGPOPMALMOHHBIX TEXHOJIOTHii, HCIOJIb3YeMbIX PH OCYLECTBJICHUH
o0pa3oBaTeIbHOIO Mpolecca Mo AMCHUIINHE, BKIIYas NepedyeHb IPOrpaMMHOI0
ol0ecrieyeHnst 1 HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEeM (IIPH HEOOX0AMMOCTH)

B mpouecce NEKIMOHHBIX M MNPAKTHUECKUX 3aHATHI HCIOJB3YETCS CleAyrollee
IporpaMMHOe 0OecrieyeHHe:

*nporpaMMebl, obecrieurBaroIue JA0cTyn B ceTh «MuTepHeT» (Hampumep, «Microsoft
Edge», «Google Chromey);

*[porpamMMsbl, IEMOHCTpAIIMU BUJIEO MaTEPHAIIOB (HaIIpuMep, mpourpeiBarens « Windows
Media Player»);

*TEKCTOBBIC PEAAKTOPHI W Tpoleccopsl (Hampumep, «baoknor», «Microsoft Office
Wordy);

*mporpaMMbl JIsi IEMOHCTpAIlMd W CO3JaHUsl Tpe3eHTanui (Hampumep, «Microsoft
PowerPointy).

10. Onucanue MaTepuaILHO-TEXHHYECKOT0 00ecrnedeHus, He0OX0AMMOro sl
ocyliecTBJIeHHs 00pa30BaATEIbLHOIO NMPoIecca Mo TUCHUILINHE
YueOHas ayaiuTopus



12

O06opynoBanye yueOHOH ayIUTOPHM:

pabodee MeCTo MPenoJaBaTels; MOCA0YHBIE MECTA MO KOJUYECTBY 00yJaIOIIUXCS;

JIoCcKa KJIacCHasl;

CTCeH]IbI HH(OPMAIIMOHHBIC.

VYueOHOo-HarIIIHbIE IOCOOU:

HOYTOYK C JUICH3UOHHBIM TPOTPAMMHBIM  OOCCIICYEHHEM H  BO3MOXHOCTBHIO
MOAKIIOUYEHUST K MH(POPMAIMOHHO-TEIEKOMMYHHUKAITMOHHOW ceTH MHTEepHEeT; MyJabTUMeIuiHas
YCTaHOBKA; HATJISTHBIC TOCOOUS.

Ilomemenue s CAMOCTOSITEJIbHOM  padoThl  00y4arOIIMXCH OCHAIIIEHO
KOMIIBIOTEPHON TEXHUKON C BO3MOXKHOCTBHIO MOAKITIOUYCHUS K ceTh «MIHTepHeT» U o0ecreueHueM
JIOCTYTIA B 3JIEKTPOHHYIO MH(GOPMAIIMOHHO-00pa30BaTelIbHYIO Cpefly Y HUBEPCHUTETA.






