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1. OHEHOYHBIE CPEJCTBA JJIAA TEKYIIET'O KOHTPOJIA

CpezcrTBa OILICHUBAHUS B XOJIC TEKYIETO KOHTPOJIS:

— YCTHBIE OIIPOCHI B X0/ CEMHHAPCKHX 3aHATHH;

— pedepartsr;

— TECTHPOBAHMHE;

— TPaKTHYECKHE 3a/IaHMs, BBIMOJNHSAEMBIC B XOJE CEMHHAPCKOro (MPaKTHYECKOTO)
3aHATHUS WU PEKOMEHyEMbIE JUIsI CAMOCTOSITEIbHON paboThI.

Koabi PesyabTaTsl IlepeyeHb MUIAHUPYEMBIX Pe3yJbTATOB 00YyUYeHUsI
KOMIIeTeHIINH ocsoenus OIIOII 110 JUCIUIIJINHE
OIIK-3 Cniocoben ucrnonb3oBatblOIIK-3.1. [Ipumenser COOTBETCTBYIOIINI
HEOOXO0JUMBbIE MaTEMaTUYEeCKUM — ammapar JJisl  pelieHHus  3aaad
MaTeMaTHYEeCKHE

podeccnoHanbHOM e TENbHOCTH.
METONIbI ISl pelleHus

3a1ad OIIK-3.2.  AHanu3upyeT  €CTECTBEHHOHAYUHYIO
podeccuoHanbHOM CYLUIHOCTh  MpoOJeM, BO3HHMKAIOUIMX B  XOJE
ACATCIILHOCTH podecCHOHATbHON IeATEbHOCTH

11 Bonpocsl k TekymeMy KOHTPOJIIO
1 Kakoil W3 HU3y4YeHHBIX B JIa0OpAaTOPHOM paboTe pPEeaaKTOPOB peecTpa MPEeAOCTaBIIACT

(GYHKIMU IO pa3rpaHUYEHUIO TOCTYIIA K pa3/ieliaM peecTpa 1 KaK UCIOIb30BaTh ATH (YHKIIUN?

2 Kak ¢ nomopo mporpaMmmsl restrick.exe orpaHu4uTh 10CTYI HOJIb30BATENEN K TUCKOBBIM
ycTporcTBam?

3 Kak orpannunth aoctyn mosb3oBarenied Kk QyHkiusaM [lanenu ympaBieHus ¢ MOMOIIbIO
nporpammsl restrick.exe?

4  Jloctyn k kakuM ¢(yHkuusM Ilanenu ynpaBieHuss MOXKET ObITh OTPaHUYEH C MOMOIIBIO
nporpaMmel restrick.exe?

5 B yem He#pOCTaTOYHOCTH CpPEACTB OTPAHMUYEHHS IpaB IOJIb30BATEIEH, MPEAOCTaBISEMbIX
nporpaMmoii restrick.exe?

6 Kak moxer ObITh 3a0J0KMpOBaHa paboyasi CTaHIUS Ha TEPHOJ BPEMEHHOTO OTCYTCTBHSI
noJjb3oBareis? YKaxuTe HECKOJIbKO BapUaHTOB.

7 Kakoit u3 cnoco6oB 010KHpOBaHUs paboyeil CTAaHIIMM Ha MEPUOJI BPEMEHHOI'O OTCYTCTBUS
NOJIb30BaTeNs ABseTcs Hauboiee 0e30MacHbIM U moueMy?

8 Haznauenue mmdpoBanus nHPOPMAIIHH.

9 Kakwue aTpuOyTsl UG pOBaHUS MTAITKA MOXKHO YKa3aTh?

10 TIlouyemy HEOOXOAMMO YTOOBI NMPH KOMMPOBAHUH WM MEpEeMEIICHUN MH(POBaHHON MANKU
MYHKT Ha3HauEHUs NMOJJIepKUBAI 3TO mnppoBaHue?

11 Kak BoccTaHOBUTH cepTU(UKAT U3 Pe3epPBHON KONTUU?

12 Ocob6ennoctu TexHonorus EFS?

13 Yro nmoapazymeBaercs MO MOJUTHKONW BOCCTAHOBJICHUS?

14 JlaiiTe onpeneneHue ayTeHTU(DUKALIUH.

15 JlaiiTe onpeneneHre aBTOPU3ALIHH.

16 Kakwue BaM H3BECTHBI CLIOCOOBI ayTeHTH(PHUKAINN/UACHTUPUKAITAN?

17 Kakue BaM HU3BECTHBI CHOCOOBI ayTEHTH(UKAIIMU C TOMOIIBIO CPEICTBa 0€30MacHOCTH
Asp_Net?

18 B yewm cytb ayrenTuduxanun Windows?



19 B gem cyTtb ayrenTudukanuu Gopmoii?

20. Coco06s1 3amuTe! nHGopmaruu B bJ[ Access.

21. T'pynmst 1 nons3oBatenu b/ Access . Daiin paboueit rpymisL.

22. Dtamnbl co3nanus pabodeid TPy ¢ TOMOIIBI0 MacTepa.

23. Ilopsmok u3MEHEeHUs1 TapoJIs OJIb30BATENS TN TPYIIIIHL.

24. ]Ins yero co3zuaercs CBS3b 3allMIICHHONW Ha YpOBHE IOJb30BaTeNsl 0a3bl JaHHBIX C (aitmom
pabouelt Tpynibl (3JEKTPOHHBIM KITFOYOM)?

25. K kakum (aitnam B/l otHOCSTCS pacmmpenus *.mdw, *.bak, *.mdb?

26. K kakomy mMetoay mudpoBaHust OTHOCUTCS Kpuntoctranaapt DES?

27. Kakoe neficTBue mpeamnoaraeT CleAyomui y4acTOK KoJia:

28. B uem pazamua Mexny mudpoBaHUEM C HCIOJIB30BAaHHEM BEKTOpAa MHHULMAIM3ALUU U 0e3
Hero?

19.1K kakomy MeToay mupoBaHHsl OTHOCUTCS KpunrtocTaHaapt RSA?

19.2Vkaxure CTpyKTypy MHUIIMANTHU3AINH KpUIiTonpoBaiinepa RSA.

20 OO®BsAcHUTE MPUUMHY TOrO, YTO MPHUIOKEHUU MOXKET He C MepBOro pasza cpaboTarb
KOPPEKTHO

21 AnpmvunuctpupoBanue AUC: pyHkuuu agMuHICTpaTOpa, GyHKIMH CIyKObl 6€30M1aCHOCTH.
22 Kakne MexaHW3MbI 0€30MaCHOCTH HCHOJB3YIOTCS i obOecrieueHus "HeoTkazyemocTu'
CUCTEMBI?

23 Uro nmoHMMaeTcs MOJ| aIMAHUCTPUPOBAHUEM CPEJICTB OE30TTaCHOCTH?
24  Kakue BUIbl U30BITOYHOCTH MOTYT UCIIOJIb30BATHCS B BBIYUCIHTEIBHBIX CETSX?

25 B ueMm 3aKJII04aroTCS npeumMmynecTBa CE€TU € BbIACICHHBIMU KaHajamMu?

26 AyreHTH(HKANMA CYyOBEKTOB B pacHpeAeTeHHBIX CHCTEMax, MpoosieMbl u penienns. Cxema
Kerberos.

27 Bwuapl KPUNITOCHUCTEM.
28 3amauu, pemaeMbie METOIaMU KPUIITOTpaduu.

29 Hcropus kpunrorpaduu. OCHOBHBIE STAIbl CTAHOBJICHHS HAYKH KPUITOTpaduH.
30 Metozas! Kpunrorpadguyeckux npeodpazoBaHUM.

31 IudpoBanue nepecTaHOBKOM.

32 IudpoBanue METO0M raMMHUPOBAHUS U AHATUTHYECKOTO MPe0Opa30BaHMUs.

33 MHorokpatHoe mudpoBaHue.

34 Kommno3uius 071049HBIX MUGPOB.

35 Cogsepmiennbie mmdpsl. [Ipumep coBepmeHHOTO MHUQPA.

36 DHTpoNUitHbIE XapaKTEPUCTHKH ITH(PPOB.

37 WneanbHble IUPEIL.

38 Crparerus HamuoHanbHOW Oe3omacHocTH Poccuiickoit denepanuu: 0COOEHHOCTH, IIENH,
COCTaBJISIIOLIME HAIMOHAIBHBIX HHTEpecoB Poccru B nH(MOpMalimoHHOH cdepe.
39 JloxtpuHa wHpOPMAITMOHHON Oe3omacHOCTH Poccmiickoii ®enepanuu: Ha3HAYCHUE

JOKYMEHTa, MCTOYHHKH Yrpo3 HH(popMairoHHoi Oe3zonmacHoctu Poccuiickoit ®deneparuu,
o0rmiue MeTo bl obecnieueHust MHGopMaIoHHoOH 6e3onacHocTu PO.

40 HopmaTHBHO-IIPaBOBOE PETYIMPOBAHUE 3AIIUTHI HH(POPMALIUU: HATIPABICHHS 3aIIUTHI

41 Bunel KoHOUAESHIIMATHLHON HH(DOpMAIIUN: KOMMEpYecKas TaifHa, IepCOHaIbHBIE JaHHBIE

42 Bunpl koHGUIEHIMATBLHOW  WH(OpMANMU: TOCYAapCTBEHHas  CIy)keOHas — TaiiHa,
npoueccyanbHas TaliHa, aBTOPCKOE, TATEHTHOE IIPABO.



43 OpraHu3alOHHO-PACTIOPSAUTENFHAS 3alUTa WHQOPMAIIMU: [ENH 3aIIUTHI, MPHHIUIIBI
MMOCTPOCHUS 3alUTHI
1.2  Tembl pedepaToB:

2. YpoBHU npeicTaBIeHHs HHPOPMALIUH B KOMITBIOTEPHBIX CUCTEMaX U CETSIX.

3. OcHOBHbIE CBOMCTBA 3aIMIAEMON HH(POPMALMU U METOJIbl UX 00ECIICUEHHSI.

4. Krnaccudukamms  BUoB — TallH  (TOCymapcTBeHHas,  CIy)keOHas,  KOMMep4ecKas,
npodeCCUOHATIBHAS U JIP. ).

S. TepMuHONIOrMUECKUIi anmapar, CBI3aHHbIN ¢ BUAAMH 3alUTHl HHPOPMAITHIH.

6. CrocoOpl 3aUThl HH()OPMALMN: COBPEMEHHBIE ITOIXO0/IbI U TEXHOJIOTUH.

7. 3ampicenl W TPHHIMITBL 3aIIUTHl MH(OpPMAIMUM B KOPIOPATUBHBIX M TOCYIAPCTBEHHBIX
CTPYKTYypax.

8. OOBeKTHI 3aUTHI HTHHOPMALIUU U KPUTEPUHU UX BBIICTICHUSL.

0. CoBpeMeHHbIE yrpo3bl HHPOPMAIIMOHHOW OE30ITaCHOCTH M UX KIIaCCHU(DUKAITHS.

10.  Texuuueckue cpencTBa U 000PYIOBaHHE 3aIUTHI HH(pOpMAIHH.

11. Harmumonamenast  OezomacHocTh  Poccmiickoit  ®denepanmu:  posib  MHPOPMAIMOHHOM
COCTaBJISIOLLEH.

12. JloktpriHa uHpOpMaMOHHONM Oe3omacHocTn Poccuiickoli ®Denepanuu: 1ead, 3aayd,
HAITPABIICHUS PEaTTH3aIHH.

13. 3akoHoarenbHas 0a3za odecneueHust ”HPOPMAIMOHHOM Oe3omacHocTH B Poccuu.

14. HopmatuBHBIE TIpaBOBbIE aKThl, perylupylomme olecriedeHne  MHGDOPMAIMOHHOM
0e30macHOCTH.

15. 3ammTa KpUTHYECKH BaXKHOH nH(pOopMarmonHoi uappacTpykTypbl Poccuiickoii deneparnmm.
16. l'ocynapctBenHas cucrtema oOecrieueHHs WHGOPMAIIMOHHOW 0€30MacHOCTU: CTPYKTypa U
(YHKIIMOHUPOBAHUE.

17. HecaHKIMOHMPOBaHHBIN JOCTYN K MH(pOpMALUK: (GOPMBI ITPOSIBIECHUS U TOCIEACTBUSL.

18. HlcTounnky BO3HUKHOBEHHUS YTPO3 HH(OPMALIMOHHOM 0€30IMaCHOCTH U MX KJIaCCH (UKL
19.  Tunosle HempeHAMEPEHHbIE HCKYCCTBEHHBIE YIPO3bl MH(OPMAIMOHHON O€30MacHOCTH.

20.  IlpemHamepeHHBIE HCKYCCTBEHHBIE Yrpo3bl HWH(POPMAIMOHHOW O€30MacHOCTH: THUIBI |
C1ocoOBbI BO3/IEUCTBUSL.

21.  Mertoabl ¥ CpeNCTBA BBISIBIICHUS M HEUTPATTM3AIMH HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

22.  Artaku Ha KOMMYHHUKallMOHHbIE IPOTOKOJIBI: BUJIbI, CLIEHAPUU U METO/IbI 3aIIIUTHI.

23.  IlpaBoBble MepbI TPOTHBOJCHCTBUS yrpo3aM HH(POPMAIMOHHOM O€30MTaCHOCTH.

24.  OpraHu3allMOHHO-TEXHUUECKUE MEPONPUATHS T10 3alUTe HH(HOPMALIHH.

25.  DuznyecKre U MHKEHEPHO-TEXHUUECKUE METOIbI 3alIUTHl HHPOPMAITHH.

26.  AyreHtudukaiys cyObeKTOB MH(POPMALMOHHBIX MPOLECCOB: COBPEMEHHbIE TEXHOJIOTHU U
CTaHJAPTHL

27.  IMHUTOCTOMKOCTB U IM(pOBast MOANKCH: HA3HAYEHHUE, AITOPUTMBI, 00JaCTH TPUMEHEHUSL.

28.  CumMeTpuYHBIE M AaCHMMETPUYHBIC KPHIITOCUCTEMBI: CPAaBHUTEIbHAS XapaKTEPUCTUKA H
cdepbl IpUMEHEHHUSI.

29.  Kputepuu u mokazarei CTOWKOCTH KPHIITOTpaQHIECKUX MIM(PPOB.

30.  MeTroauKu U HHCTPYMEHTHI KPUIITOTpaUIeCKOro aHaIN3a 3alMIIEHHBIX KOMMYHHUKAIIUH.
31. [TpuHIMITE pa3zpadoTku 1 (YHKIIMOHUPOBAHUS KPUOTOTpahUueCKUX MPOTOKOJIOB.

32.  Ilpumenenme xkpunrtorpadpuueckux x>u-QyHKIMH B obecrieyeHUH HWH(GOPMAIMOHHOM
0e3omacHoOCTH.

33.  Knaccudwukaiys 1 cpaBHUTENBHBIN aHATN3 KPUNTOrpahHUECKUX ITPOTOKOJIOB.

34. [Hudposas snekTpoHHAsI TTOUCH: CBOMCTBA, CTAaHIaPThI, 00JIaCTh IPUMEHEHUSI.

35.  IIporokonbl ayTeHTU(UKAIMU COOOIIEHUH B COBPEMEHHBIX TEIEKOMMYHHKAIIMOHHBIX
CHCTEMax.

36.  Kpunrorpadudeckue npoToKoIIbl HASHTU(HKALIMH MTOTb30BaTENE U YCTPOICTB.

37. [TpaBuna pa3rpanudeHus rmpap JOCTyNa CyObEKTOB K 00bEKTaM WHPOPMAIIHH.

38.  Ilpouenypsl uaeHTU(PUKAIMHU, AyTEHTU(PHUKAIMK M ABTOPU3AIMM B aBTOMATH3MPOBAHHBIX

CUCTEMaAx.



39.  AKTHBHBII ayUT ¥ IPOTOKOJIMPOBAHHUE COOBITUI HH(POPMALIMOHHOW O€30MaCHOCTH.

40.  Craructuueckue MEeTo/Ibl OOHAPYKEHUS BTOPYKEHUH U aHOMAJIMI B KOMITBIOTEPHBIX CETSIX.
41. CurnarypHble METO/IbI IETEKTUPOBAHUS aTak U uX 3()(PEKTUBHOCT.

42.  JIMCKpeLMOHHOE YIPaBJIEHHE JOCTYIIOM: KOHLEIIUH, PeaIu3aliis, OrpaHYEHHSL.

43.  ManpaaTHoe yrpaBiieHHUe JOCTYIIOM: TIPHHIMIT pa0OThI, TPEUMYIIECTBA U HEIOCTATKH.

44.  PoneBoe ynpaBieHHe JOCTYIIOM: OpPraHU3aLysl, HACTPOMKa, TPAKTUKA BHEIPEHUSI.

45. CpezcTBa ¥ METO/IBI 3aLIUTHI MH(OPMAIMK [TPU XPaHEHUH U TIepeiaye.

46.  AnTtuBHpYycHas 3auuTa 1 60ps0a ¢ Bpe1oHOCHbIM 110 B KOPIIOpPAaTHBHBIX CETSIX.

47.  KoMmmbloTepHbIE BHUPYCHl M BPEIOHOCHBIC TPOTPAMMBL: KJIAacCU(HKAIMS, IPU3HAKY,
popUIIAKTHKA.

48.  3ammTa MEXCETEeBOTO B3aUMOJICHCTBUS: MEKCETEBBIE SKPAHbI 1 IPOKCH-CEPBEPHI.

49.  CoBpeMeHHbIE TEXHOJIOTUH MPEJOTBPAIEHHs yTeueK KOH(UICHIMATbHON HH(OpMALIHK.

50.  Ayaut nabopMaIMOHHOM 6€30MaCHOCTH OPTraHU3ALIMIA: LIEITH, STAIlbI, TPOLEIYPHI.

51.  AnHanum3 yrpo3 KOpIopaTUBHOMN CETH U MOCTpOeHUE 3(P(HEKTUBHON 3aLUTHI IEPUMETPA.

52. MexaHu3Mbl U KOMITOHEHTHI KOMILIEKCHOM 3alUTHl KOPIIOPATHBHBIX HWH(OPMAITOHHBIX
CHCTEM.

53. MesxcereBoe SKpaHUpoBaHHE U GUIIbTpaLus TpaduKa: apXUTEKTypa U TEXHOIOTUSL.

1.3 TecToBbI€e 3a1aHuA

1. Kakas u3 mepe4nc/ieHHbIX XapaKTEPUCTHK OTHOCHTCH K TpHade HHEQOPMALUOHHOI
0e3onmacHocTU?

a) CKkopocTh, MacITAOUPYEMOCTb, JJOCTYITHOCTh

6) KonbuaeHnuaisHOCTb, IIEJOCTHOCTD, JOCTYIHOCTE (/Ipasunvhbiit omeem: 6)

B) ABTOpHU3aLus, ayTeHTUDUKAIMS, H(pOBaHUE

r) HagexxHocTh, pe3epBupoBaHue, MapIIpyTH3AIUS

2. KakoBa ocHOBHAasi (yHKIMS Me:KCETEBOro IKpaHa?

a) [lludposanue Tpaduka

0) YckopeHue nepeadn TaHHBIX

B) ®unbTpanus cereBoro tpaduka (IIpasunvhbiii omeem: 8)

r) PezepBHOE KOTTMpOBaHME JaHHBIX

3. YT0 13 nepeyrcJIeHHOro siBJIsieTcsl IPMMEPOM CHMMeTPUYHOro mudpoBanus?

a) RSA

0) ECC

B) AES (IIpasunvnolii omeem: 6)

r) Diffie-Hellman

4. Kakoii TUnm aTakd HampaBjeH Ha MNeperpy3Ky ceppepa 00JbIIHM KOJHYECTBOM
3anmpocoB?

a) Phishing

6) Brute-force

B) DDOS (IIpasunvhutit omeem: 6)

r) Spoofing

5. Yro Takoe x3m-pyHkuus?

a) Meron nepenauu ganHbIX 1o VPN

0) dyukIMs, Mpeodpasyromias JaHHbe B QUKCHPOBAHHYIO CTPOKY ([Ipasunvubiii omsem: 6)
B) AJITOPUTM CXaTus JaHHBIX 0e3 moTephb

r) Cnoco0 mugpoBaHus ¢ OTKPHITHIM KIIIOUOM

6. B 4ém ocHOBHOeE OT/IMYHE AYTEHTH(PMKALMHA OT ABTOpHU3alun?

a) Her pazmuunii

0) Ayrentudukanus onpeaenseT npasa J0cTymna

B) AyTeHTH(HKAIMS MOATBEP)KIAET JIMIHOCTh, aBTOpU3alus onpeaenser npasa ([Ipasunvhulil
omeem: 8)

r') ABTOpU3AIIHS HCTIONb3YETCS TOJIBKO B JIOKATbHBIX CETAX

7. Kakoil IpoTOKO.J HCNOJIb3YyeTCsl A/ 3AIIUIIEHHON Nepeayl JaHHbIX B MHTepHeTe?



a) FTP

6) HTTP

B) TLS/SSL (/Ipasunvuoiii omeem: 6)

r) DNS

8. Urto Takoe VPN?

a) AHTUBHpYCHas IporpaMmma

0) BupryanbHast yacTHasi CE€Th

B) [Iporokon mapmpyruzanuu ([Ipasunvmwiii omeem. 6)

r) Cuctema oOHApY)KEHUS aTak

9. Yro genaer IDS (Intrusion Detection System)?

a) biiokupyet BUpyCHI Ha cepBepe

6) Iudpyer cereBoii Tpadux

B) OOHapyKUBAET MMOI03PUTEIBHYIO aKTUBHOCTD (/Ipasunbubiii omeen: 8)
r) YcKopsieT nepeiavy JaHHbIX

10. Kakoii nopt no ymonuanu ucnoJisdyercs ajass HTTPS?

a) 21

0) 80

B) 443 (IIpasunvuulit omeem: 6)

r) 25

11. Kakue cBoiicTBa oTHOCATCSH K MHGOPMaIMOHHON Oe30macHOCTH?
a) KonpuneHunaapsHOCTh

0) MacmrabupyemocTthb

B) LlenocTHOCTB

r) locTynmHOCTh

OTtBeT: a, B, T.

12. Kakue MeTOAbI OTHOCATCH K ayTeHTH(UKALMH M0JIb30BaTeNsA?
a) [Taponn

6) MAC-anpec

B) buomerpus

r) ludposanue tpaduka

OTBer: a, B.

13. Kakue aaropurmsl ABJASIOTCH ACHMMETPHYHBIMH ?
a) AES

0) RSA

B) ECC

r) DES

OTtBerT: 0, B.

14. Kakue yrpo3bl OTHOCATCS K C€TeBbIM aTaKkamM?

a) DDoS

6) Phishing

B) SQL-uHbeKINA

r) dedparmenTanus qucka

OTtBeT: a, 0, B

15. Kakue npoTokoJibl 00ecneynBalOT 3allIMIIEHHYIO Nepegaqy JaHHbIX?
a) HTTPS

6) FTP

B) TLS

r) SSH



OTtBeT: a, B, T.

16. Kakue ¢pyHknuu BoinojHsAeT MexkcereBoi skpan (firewall)?
a) @ubTpanus Tpapuka

0) llIudposanue daitnon

B) briokupoBka noptos

r) MOHUTOPHUHT TAKETOB

OTtBeT: a, B, T

17. Kakue u3 nepeyncjJeHHOr0 ABJAITCH KpunrorpapuyeckumMu x3m-QyHKuuaMu?
a) MD5

6) SHA-256

B) RSA

r) SHA-1

OTtBer: a, 0, T.

18. Kakue neiicrBusi xapakrepubl 1iist DDoS-araku?

a) [leperpyska cepBepa 3ampocamu

0) Ynanenue ¢aitnos ¢ cepsepa

B) Mcronp3oBanue O0THETA

OTtBerT: a, B.

r) llIudpoBanue 1aHHBIX MOJIb30BATEINS

19. Kakue ycTpoiicTBa/cucTeMbl OTHOCATCS K 3alluTe ceTn?
a) IDS

6) IPS

B) Firewall

r) Proxy-cepsep

OTBeT: 2, 0, B, T.

20. Kakue 1eiicTBHSI OTHOCATCH K COLMAIBHON NHIKCHepUH?
a) OuuHr

6) [Ton6op maposeit

B) [lognenka nuuHocTu

r) llIudpoBanue naHHBIX

OTBert: a, 0, B.

21.  YCTaHOBMTH COOTBETCTBHE!
1. Firewall A) ObHapykeHue BTOP)KEHUI B CETh
2. IDS b)  3ammumeHHBId  TyHHENb  IMOBEPX
WHTEpHETa
3. VPN B) ®unbrpanus cereBoro Tpaduxa
4. DDos I'’) MaccoBas  meperpy3ka  cepBepa
3anpocaMu
22.  YCTaHOBMTH COOTBETCTBHE:
1. KonduaeHmaibHOCTD A) IIpoBepka MOATMHHOCTH TIOJIb30BATEIS
2. llenoctHOCTH b) 3ammra 0T HECaHKIMOHUPOBAHHOTO
JOCTyTa




23.

24,

25.

26.

27.

3.

JocTynHoCTh

B) /lanHble He U3MEHSIOTCA 0€3 pa3pereHHs

4.

AyTeHTHpHUKAIHA

I') Bo3amoxkHOCTB JJ0CTYIIA K pecypcam

YCcTaHOBUTL COOTBETCTBHE:.

1. RSA A) Xom-GyHKIus

2. AES b) CuMMeTpUuHBIi aIropuT™

3. SHA-256 B) AcummeTpu4HbIN aIrOpUTM

4. ECC I') Kpunrorpadus Ha 3UIMITHYECKUX

KPHUBBIX

Y cTaHOBUTHL COOTBETCTBHE:

. Oy

A) Bznowm uepe3 0a3zy JaHHBIX

. COI_II/IaJ'IBHaSI HHXXCHCPUA

b) [Ilcuxonormyeckoe BO3IEUCTBUE Ha

IIOJIB30BaTECIIA

. Brute-force

B) [Toa6op nmapo:ns nepedbopom

. SQL-unbekus

I') [TognenbHBIC CAaNTHI 711 KPaXKU JAHHBIX

Y cTaHOBUTH COOTBETCTBHE:!

1. HTTPS A) IIporokon nepenayu hainaoB

2. SSH b) 3anumennsie BeO-IpOTOKOI
3.FTP B) IIpoTokon yaaneHHOro 10cTymna
4. DNS I') Cucrema 1OMEHHBIX UMEH

Y cTaHOBUTHL COOTBETCTBHE:!

. Xam-pyHKIuUs

A) Ob6patHoe
3amu(ppPOBaHHBIX JaHHBIX

npeoOpa3oBaHue

2. llndpposanue b) [Ipeobpa3zoBaHue TaHHBIX B YHUKAJIbHBIN
OTIIEYaTOK

3. KogupoBanue B) 3amura wHbOpMammu OT uTeHus 0e3
KJIF0Ya

4. lemmdpoBanme I') TlpencraBmeHue MaHHBIX B JIPYrom

dbopmare

YCcTaHOBUTH COOTBETCTBHE:

1. Proxy-server A) MapupyTusanus ceTeBbIX TaKeTOB
2. Firewall b) MackupoBka IP-anpecos
3. NAT B) [IpomexxyTouHBIi cepBep




28.

29.

30.

4. Router ') ®unbrpanus tpaduka

Y CTaHOBUTH COOTBETCTBHE:!

1. Malware A) CamopacTpoCTpaHSIOIMIHICI BUPYC

2. Trojan b) Bpenonocuoe I10 B ienom

3. Worm B) Bupyc ¢ MackupoBKOH MO MOJIE3HYIO
porpamMmy

4. Ransomware I') Bupyc, mmdpyromuii 1aHHbIE

Y CcTaHOBUTH COOTBETCTBHE:!

1. SSL/TLS A) TIpoTOKOJ 3aIIHIIEHHON TIepeIavun
2. IPsec b) 3amuTa cereBoro ypoBHs

3. VPN B) TynnenupoBanue Tpaduka

4, HTTPS I') 3ammmennsiii HTTP

Y cTaHOBUTH COOTBETCTBHE:!

1. JlorupoBanue A) AHanu3 coObITHI 0€301TaCHOCTH
2. MoHUTOpUHT b) 3anuck coObITHIi cUCTEMBI

3. Aynut B) HaGmtonenue 3a coctosiHueM cetu
4. Cucrema IDS I') OGHapy>xeHue atak

1.4 IlpakTnyeckue 3agaHus

IIpakTyeckoe 3aganue Ne 1.
W3y4yeHne nporpaMMHBIX CPEJICTB 3aLIUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

1. 3anmycTuTh MporpaMMbl MPOCMOTpa U peAakTHpoBaHus peectpa Windows regedit.exe u
regedt32.exe (Cc MOMOIIBIO KOMaH/bl «BBIOJHUTEY TIaBHOTO MEHI0). O3HAKOMUTBCS CO
CTPYKTYpPOI peecTpa.

1.1. BKIIOUNTH B OTYET KPATKUE CBEICHUS O COJEPNKAHUM OCHOBHBIX Pa3/IelIOB peecTpa
(HKEY CURRENT USER u HKEY LOCAL MACHINE).

1.2. BkIlo4uTh B OTYET CBEAEHUS O pa3IuyuiX B (DYHKIMOHAIBHBIX BO3MOMXHOCTSIX
U3YyYEHHBIX MpPOrpaMM pEJaKkTHpOBaHMsA peecTpa (ecium JsaboparopHas pabota
BBITIOJIHSICTCS B ONepallMoHHOM cucteme Windows).

[Tpumeuanue: B omnepanuonnyto cuctemy Windows XP Professional BkitoueH oauH
PEaKTOp peecTpa, KOTOPBI MOXKHO 3aIyCTUTh C TIOMOIIIBIO JTFOOOTO U3 YKa3aHHBIX BHIIIIE
WUMEH.

IIpakTuyeckoe 3aganue Ne 2.
Cpenctra 6e3omacHoctu B OC Windows.

1. Co3naiite Ha aucke C:\Temm manky U CKOMUPYHTE B Hee JTF000H (aii.

2. 3ammupyiiTe daiia BMecTe ¢ mankod TaKuM 00pa3oM, 4TOOBI BCE TTOMEIIAeMbIe B TIAIIKY
dainel Toxke MmMUQPPOBATKCh (ecnu MUPPOBAHHE HE YIAIOCh-IaJbHEUINE ICHCTBUSA C
MAIKOM JIeaiTe Kak ¢ 3amu(poBaHHON ).



3. Co3paiiTe Ha paboueM CTOJE MankKy c Bamied Gamuineid u 1006aBbTe B HEE PE3EPBHYIO
KOTIHIO 3aIIM(pOBAHHON BaMU MAaIKu (COXpaHssl IHPpOBaHUE).

4. YcranoBure ocHacTky CepTu(ukars.

5. CoznaiiTe pe3epBHYIO KOIHUIO Ballero cepTudukara U IOMECTUTE €€ B BAllly MAnKy Ha
pabouem cTole.

IpakTnyeckoe 3axanue Ne 3.
Ob6ecnieuenus GezomacHocTy xpanenus nanHbix B OC Windows.

3ananue 1. BeinonHeHue apxuBanuu

B sToM 3amanum ¢ momomibio mporpaMmbl Backup BBl BBINOJIHUTE TMOJIHYIO, a 3aTeM
N00aBOYHYIO apXWBalMio. Bbl Takke Hay4duTeCh CO3/1aBaTh 3aJaHUs JUISL HPOTPAMMBI
apXuBalliU, KOTOPbIE OYAYT BBITOJIHATHCA [0 PACIUCAHUIO.

1. B manke C:\Temm:\/lokyMeHTBI CO3/1aliTe TPH TEKCTOBBIX JOKYMEHTa C IIPOU3BOJIBHBIM
coZlepKUMbIM, Hanipumep, Otuer . txt, [Inanbl.txt n 3akassbl.txt.

2. B mpoBognuke Windows BbIOEpUTE PEXKHUM MPOCMOTpPA COACPKUMOro mamkud D:\
JokymenTsl B Buie tabiminbl (Mernro «Bum» / «Tabmunay). O0patute BHUMaHUE, YTO B
cTonbie «ATpuOyTED y BceX Tpex (aijioB yCTaHOBIICH aTpUOYT «apXUBHBIIN» (OUT apXuBa
o0o3HavaeTcs OyKBOU «A»).

3. Beibepute «Ilyck» / «IIporpammen» / «Ctangaptabie» / «Ciry:xeOHbIE» / «ApXUBaIUsI
naHHbix». [Iporpamma Backup Windows niepBbiii pa3 3amyckaercs B pexxume macrtepa. Ha
nepBoi cTpaHuile mMactepa (cM. puc. 4.5) caumute Quiaxok «Bcerna 3amyckaTh B pexumMe
Macrepa» M HaXMUTE Ha CChUIKY «PaciimpeHHbIl pexum». 3anmyCcTUTCS Mporpamma
apxuBanuu. llepeiinure Ha BKIAIKy «ApXUBaLUsa».

4. B wmeHwo <«3amanue» BweIOepuTe KoMmaHAy «Co3math». Packpoiite y3zen «Moiu
KommeioTepy, muck C:\, mamka «/{okyMeHTb». YcraHOBUTE (IIaXKOK HAMPOTHB MAIKH
«loxymento». Buuzy, B mnone «Hocurenb apxuBa uinu ums (aiina» BBeAUTE UM
Oynyuero apxua -Hanpumep C : \doc-normal. bkf.

5. Haxwmute kHOMKYy «ApxuBupoBatb». OTkpoercs OKHO «CBeiAeHHST O 3aJaHuu
apxuBauum». B pasgene «Ecium  HOCUTENb YK€ COAECPKHUT apXUBBD» OCTaBbTE
NepeKIItouaTensb «Jlo3zanucaTs 3TOT ApXUB K JTaHHBIM HOCUTEIIS».

6. Haxmute kHOnKy «JlomonHuTenbHO». YOenurtech, 4YTO BBIOpAaH THUII apXuBa
«OO0bIuHbI» U ycTaHoBUTE Guaxkok «[IpoBepka AaHHBIX MOcle apxuBanuuy». Haxwmute
kHOTIKY «OK», a 3aTeM «ApXUBUPOBATHY.

7. OTKpoeTcsl AMAOrOBOE€ OKHO «XOJI apXUBallMu», U HauHeTcs mpoliecc apxusanuu. Ilo
3aBEpIICHUH CO3/IaHUsl apXHUBa HAXKMUTE KHOMKY «OTyeT» U MoCMOTpuUTe OTYeT. B HeM He
JIOJDKHO OBITh OIIMOOK apXWBalMK. 3aKpOUTE OTYET W OKHO «Xoja apxuBanum». He
3aKpeIBaiiTe mporpammy Backup Windows.

8. OOpature BHMUMaHKe, uTo B manke C:\/[okyMeHTHI Teneps y BeexX (ailiioB CHAT aTpuOyT
«apxuBHBI». OTKpoliTe ¢aiin [lnansl. txt u 106aBbTe HOBYIO CTPOKY C TEKYIIECH HaTOM.
Coxpanute u 3akpoite ¢aiz. OOpatuTe BHUMaHUE, YTO MOCIIE BHECEHUS M3MEHEHHH B
daiin atpulyT «apXUBHBII» aBTOMAaTUYECKH YCTAHABIMBACTCS ONEPAIMOHHON CHCTEMOM.
9. Bepuurecr k mporpamme Backup Windows Ha Bkiagky «ApxuBanusi». B MeHro
«3ananuey BeIOepuTe KOMaHTy «Co370aThy.

10. Packpoiite y3en «Moii kommbiotep», muck C:\, mamka «/lokyMeHTbI». YCTaHOBHTE
(b1aKOK HAPOTHB MANKH «J[OKYMEHTBD».

11. Bamsy, B none «Hocutens apxuBa uiau ums (aiia» BBeIuTe MM JOOABOYHOTO
apxuBa- Hanipumep C: \doc-inc.bkf.



12. Haxwmute kHOMKY «ApxuBHpoBaTh». OTKpoeTcs OKHO «CBeleHus O 3aJaHuu
apXUBaLUN».

13. Haxwmure kHONKYy «JlomomuurtensHo». BpiOepure THI apxuBa «100aBOYHBIN» U
ycranoBute Quiaxkok «I[IpoBepka maHHBIX mocie apxuanumn». Haxmure kHONKY «OK».

14. Tenepp kHonky «Pacnucanuey. [losBUTCSA TUaIOrOBOE OKHO, KOTOPOE MPEIJIOKUT BaM
COXpPaHWUTh 3aJaHHbBIC IapaMeTpbl, Iepel]] YCTAHOBKOW AapXWBALMM II0 PACHUCAHUIO.
Haxxmute kHonky «/la».

15. Coxpanute Habop Bammx (aitsioB moa uMeHneMm documents . bks.

16. B okHe «YKa3aHue y4eTHOM 3aMKiCcu» BBEIUTE CBOM MapOJib U HAKMHUTE KHOMKY «OK».
17. B mnosBuBmeMmcs okHe «llapaMeTpbl 3amylaHUPOBAHHOIO 3aJaHUS BBEAUTE WM
3anaHus - «ExxeTHeBHBIN 100aBOYHBIN apXUB».

18. 3aTtem HaxkMuTe KHONKY «CBOMCTBaY.

19. Ortkpoercss OKHO <«3arIaHUpPOBaHHOE 3afaHue», Bkiaaka «Pacnucanue». B
BbIMajatomeM cnucke «Ha3znauuth 3amaHue» BbIOEpUTE BapHAHT «EXKEIHEBHO» H
YCTaHOBUTE BpEMs Havalla Ha TPU MUHYTHI BIepe]] OT TeKYIIero BpeMeHH, YTOObI yBUIETh
pe3yabTaT BelOIHEHNA 3a1anus. Haxxmure kHonky «OK».

20. BBeauTe MOBTOPHO CBOM MAPOJIb U HAKMUTE KHOTIKY «OK».

21. B okne «IlapameTpsl 3aruIaHMPOBAHHOTO 3aIaHMs» Takke HaKMUTE «OK».

22. lleperiauTe Ha BKJIAJIKY «3arylaHMPOBAaHHBIE 33JIaHUs» TIporpaMMbl apxuBaiuu Backup
u yOeaurech, yTo Bamie 3anaHue «ExenHeBHbIM J00ABOUHBIM apXuB» IMOSBUIOCH B
pacnucanuu (Kaxablil 1eHb, HAUWHAs C TEKYLIETO).

23. 3akpoimte nporpammy Backup. JloxxauTech HacTyIuleHHs BPEMEHHM YCTaHOBIEHHOI'O
BaMU Ha 3alyCK 3aJaHus apXuWBalMU. Bbl yBUIUTE KaK 3allyCTUTCA IO PaCHUCAHHIO
nporpamma Backup. ITocne ee Boimonnenus Ha aucke E nosButcs no6aBounslii apxus doc-
inc. bkf.

24. 3amyctute nporpamMmy Backup. B menio «CepBuc» Bbioepute «OTuUeT». MOSIBUTCA
OKHO CO CITMCKOM OTUYETOB apXuBalMU. BeiOepuTe nocieqHuil 1 OTKpouTe ero.

25. CpaBHHTE MOJIYYEHHBII OTYET C MPEAbIIYLIUM.

26. 3akpoiTte Bce okHa mnporpammbl Backup. OOparutre BHHMaHHWe, YTO B TMarke
C:\[lokyMeHTHI OTISATh Y BeeX (aiioB CHAT aTpuOyT «apXUBHBII.

27. Y nanute nanky «/lokyMeHTbI» co BceMH (haitinamu.

3ananue 2. BoccTaHOBIEHNE TaHHBIX

B srom 3amanum ¢ momompio mporpammbl Backup Bel BoccTaHOBUTE JaHHBIE paHee
3aapXMBUPOBAHHBIE.

1. 3amyctute mnporpammy Backup wu mepeiinure Ha BkiIaaky «BocctaHoBieHHE U
ylpaBjeHHe HOCUTeleM». B 1eBoM oKkHe mienkHuTe Ha y3enl «Daiinpl», 4ToObl PacKpbITH
ero. Beibepure apxus doc-normal. bkf.

2. Packpoiite apxuB doc-normal .bkf u ycraHoBuTe (IaKOK HANPOTHUB MAaNKH
«/loxkymeHTb». BoccTaHOBMM 3Ty Hamky B €€ HMCXOQHOE pasmenieHue. [lo ymomdanuio
3aJaH TaKoi mapaMeTp CHU3Y B BBINAAA0IEM cIIUCKe «BOCCTaHOBUTE (ailibl B:».

3. Haxwmure kHoOnky «BoccranoBute». B amanoroBom okxHe «lloaTBepkaeHue
BOCCTAHOBJIEHMS» HAXKMHUTE KHONIKY «OK».

4. B okne «IIpoBepka pacnoyiokeHus: apXUBHOTO (ailyia» Takke HaxxXMuTe KHONKY «OK».
5. Tlocne 3aBepiieHUsI BOCCTAHOBJIECHUS 3aKPONTE OKHO «XOJ BOCCTAHOBJIECHHUS», HAXKAB
KHOTIKY «3aKkpbITh». He 3akpriBaiite nporpammy Backup Windows.



6. Yoenurtech, uro manka «JlOKyMEeHTBI» cO BCceMHU (paiiaMu BOCCTAHOBJICHA B MPEKHEE
mecto Ha auck C:\. Otkpoiite ¢aitn [lnanel. txt u yOeauTech, 4TO OH HE COJACPIKHT
MIOCJIEHIOIO CTPOKY TEKCTA € TEKYILEH AaTOM.

7. Bepuurecr B mporpammy Backup nHa Bkimaaky «BoccraHOBIEHHE W yIIpaBJICHHE
HOCUTEJIEM.

8. B jeBoM OKHe MHIEIKHHTE M packpoite apxuB doc-inCc.bkf u ycranosure duaxkok
HarpoTHB THanku «JlOKyMeHTBI», B KOTOpo# coxepxkutcs oauH (aitn [lmansl txt. Ilo
ymoidaHuio nporpamma Backup He 3amenser cymecTByromme (aiiabl ¢ OJMHAKOBBIM
umeHeM. [ToaToMy HE0OX0AUMO clienaTh CASAYIOUIYI0 HACTPOUKY.

9. B meHwo «CepBuc» BbiOepure nyHKT «llapameTpbl» M nepeianre Ha BKIAAKY
«BoccranoBienue». Ha 3To#l BKIaJke NMEPEKIIOUNTECh HA BApHAHT «3aMeHATH (aitn Ha
KOMIIBIOTEPE, TOJBKO €CIIM OH CTapee» U HaXMUTE KHONKY «OK».

10. Haxwmwute xHONKy «BoccranoButh». B nuamoroBom okHe «lloarBepknenue
BOCCTaHOBJICHUS» HAXKMUTE KHONIKY «OK».

12. Eciu mosiButcs okHO «IIpoBepka pacrionoxeHusi apxXxuBHOro ¢ailna», TO Tak Xe
Ha)kMuTe KHONIKY «OK».

13. Ilocne 3aBepieHUs] BOCCTAHOBIICHHS 3aKPOWTE OKHO «XOJ BOCCTAHOBJICHUS», HAXXaB
KHOIIKY «3aKpbITh.

14. 3akpoiire nporpammy Backup Windows.

15. Y6enutech, uTo BOCCTaHOBIICHA ToceIHss Bepcus (aiina [Tnansr. txt.

3ananue 3. ApxuBanus U BOCCTaHOBJIEHHE AAHHBIX IPU HCIIOJIB30BAHUU IPOTPAMM
apXUBalUU JaHHBIX

B sTom ympaxseHun ¢ momouipio nporpammbl WinRar Bl 3aapXuBHpyeTe JaHHbBIE U
3aIUTUTE APXUB M1APOJIEM.

1. Co3paiite nokymeHT Ha aucku C B manke Temp.

2. 3arpy3ute nporpammy - apxuarop WinRar.

3. IlepelinuTe B cpesie apXxuBaTopa B CO3JaHHYIO BaMU NaMKYy.

4. CoznaiiTe apXuB B Ballleil mamnke.

5. Ilepeiinute Ha BkIaAKy [lomonHuTensHO B cpede apxuBaTtopa. Beibepure YcTaHOBUTH
naposib, 3a/1aiiTe ¥ MOATBEPAUTE MAPOJb.

6. IIpoBepbTe NapoIbHYIO 3aAIIUTY apXUBA.

IIpakTuyeckoe 3aganue Ne 4.
3amura 0a3 JaHHBIX.

3amanue

1. Co3naTh HOBYIO 0a3y AaHHBIX U CO3/IaTh B HEW CIIEAYIOMNUE OOBEKTHI:

Tabnuiy 3akassl;

3anpoc CBeneHus o0 3aKasax;

®opmy 3akazbl KIMEHTOB.

3arosHUTh TaOJIUIYy HECKOJIBKMMHU 3aITUCSIMU.

2. Onpenenuts aABa ypoBHs gocryna Kk b/I:

Ha YpPOBHE MapoJs;

Ha  ypOBHE TMOJb30BaTens  (3al[UTa  YYEeTHBIX  3alKceid  Mosb3oBareneil U
UACHTU(PUIIMPOBAHHBIX OOBEKTOB).

IIpakTuyeckoe 3aganue Ne 5.
Cpenctsa 6e3onacHoctd ASP_NET. Ayrentudukamnms.

B pamkax cpenst ASP.NET npenocrasnens! 3 Buga ayreHTH(DUKAIIAN:



Aytentuduxanus Windows
dopmoint
[Tacnoprom

IIpakTuyeckoe 3aganue Ne 6.
Pa3zpaboTka npocThix KpUNTOrpahuIeCKux aIropuTMOB Ha OCHOBE METO/Ibl 3aMCHBI.

B cooTBeTcTBMM CO CBOMM BapHaHTOM pa3padOTaTh MPOrpaMMy Ui IH(pOBaHUS
PYCCKOSI3BIYHOTO TEKCTa MpU MNOMOIIM Inu¢ppa MOJICTAHOBKU. IIporpaMmbl JOJKHBI
00ecIeYnBaTh:

- mudpoBaHre HHGOPMAIUH, HAXOSIIEHCS B TEKCTOBOM (aiisie, C 3allUChi0 pe3ysibraTa B
ApyTOii aili;

- mudpoBaHre HHPOPMAIMK, BBOJUMON C KJIaBHATYPhl, C BBIBOJAOM TOJIBKO MMHUQp -
TEKCTA;

IIpakTu4yeckoe 3aganue Ne 7.
Pa3paboTka nmpocThIX KpUNTOrpaprUECKUX AITOPUTMOB Ha OCHOBE METO/A MEPECTAHOBKH.

BapuanTsl 3a1aHui:

1. BeiBecTu coo01ieHue ¢ paBa Ha JeBo.

2. Ilpocras mu¢pyromas Tabauia NepecTaHOBKH.
3. OguHOYHas IepecTaHOBKa OI KIIHOYY.

4. JIBoiiHasl mepecTaHoOBKa MO KIII0UYy.

IIpakTuyeckoe 3aganue Ne 8.
[IndpoBanue nHGOPMALIMK C UCTIOIB30BaHKEM cTaHaapTa DES.

3aganue 1.

Co3znanue HoBoro Web —pusnoxenus

1. 3anmyctute Visual Studio u otkpoiite myHKT MeHto File.

2. B xoHTexkcTHOM MeHio BelOeputTe New mienkHute Ha Web Site. Korna Bel BeiOupaere
3TOT 3HauoK, Visual Studio mnoaroraBnuBaer cpeay pa3paboTku u  (Qailibl Bariei
NpoTrpaMMbl IS MHTEpHET-TiporpammupoBanusi. Co3gaHne HOBOTO MPOEKTa BeO-
npuwioxenuss ASP.NET ananorununo co3ganuto npoexkra Windows Application. OmHako
TekcroBoe nosie Name (Mwmst) orkimoueHo, a tekctoBoe noie Location (Pacnonosxenue)
OpeJHa3HayeHo Ui Jpyroro TUIA YCTaHOBKU. B cpene BeO-puiioKeHHs Bam
npejylaraeTcst ykaszaTb BeO-cepBep Ui Balllero NPOEKTa WIM MPUHATh 3HAYEHHE I10
ymomuanuto http://localhost. Ilpu co3maHuu TpoekTa BbI MOXKETe BBIOpATh ISl HErO
JIOKaJIbHBIN WM yJaneHHbI BeO-cepBep (Ha koTopoMm ycraHoBieHbl .NET Framework u
daiiner moxnepxkku), U Visual Studio Oymer wcmonb30BaTh yKa3aHHBIA BeO-CEpBEp IS
pa3MeriieHusi U opraHuzanuu (aiiioB Baiero nmpoekra. Beb-cepBep ompenensiercs He ¢
MTOMOIIIBIO UMEH JMCKa 1 TIAIKH, a C TTOMOIIBI0 KOppeKTHOTro anpeca B uaTepHeTe (URL).
Coznanue Web — Gpopmsl

Kak ormeuanocs panee, Web Forms xpanurtcs B daiine .aspx. B Hamewm ciyuae 3to Oyzaer
default.aspx. [{nsa co3nanus unrepderica Mbl MOXKEM:

1. ocraBaTbcs B OKHE pegakTopa Koia W (opMHpOBaTh HHTEpdeic ¢ HCIOIb30BaHHE
cTaaapTHBIX html-TaroB

2. mepeiTH B peXUM KOHCTPYKTOpa M HAIOJTHHUTH (hOPMY HEOOXOTMMBIMU KOMITOHEHTAMH.

IIpakTuyeckoe 3aganue Ne 9.
Iudpoanue nHpOpMaLIUU C UCTIOIB30BaHUEM cTaHAapTa RSA.

Jlnis BbIMONHEHUsT paboThl, Kak U B Mpeblayliei n1abopaTopHOil paboTe Mbl CO3MaIUM
HoBoe Web - nmpunoxenue.



Jnst co3manus uaTepdeiica:

1. ocraBatbcs B OKHE pegakTopa Koia W (OpMHpPOBATH MHTEPQEHC C HCIOIb30BaHHE
cTaHgapTHHIX html-T3roB

2. IepelTy B peXXKUM KOHCTPYKTOpA U HATIOJIHUTH (OPMY HEOOXOJUMBIMI KOMIOHEHTAMHU.
[lpy wcmonp30BaHMM BTOPOrO METOJA 3alOJHEHHS HEOOXOOUMO TMEPEeUTH B PEXKHUM
KOHCTPYKTOpA U TEpeTaIuTh Ha (hopMy KOMIOHEHTHI Button 1 3 TeKCTOBBIX TOJIS.
OtpenakTupyiiTe CBOHCTBAa 3THX KOMIIOHEHTOB B COOTBETCTBHH CO CJIEAYIOIINM KOJOM
(U1 MpoCMOTpa pefaKkTopa MepelzieM B COOTBETCTBYIOIIEE OKHO KOJa HaKaB KHOIKY
Sourse)

IIpakTuyeckoe 3aganue Ne 10.
AHTHBUPYCHBIE IPOTPAMMBI.

3aganus:

=

IIporpaMMBbI-IINIMOHBI. 3aIUTa OT HPOTrPAMM LIMHOHOB.
TposiHCKHE IporpamMmMmBel.

"YepBu'", METOIMKH TPOHUKHOBEHUS.

Bupycsl, anroputmsl paboThl.

o R wN

. AHTI/IBI/Ipy0H06 IIporpaMMHOC obecrieyeHue: PCKOMCHAYCMBIC HaCTpOﬁKH,
ImpaBuJjia UCIIOJIb30BAHUA.

IIpakTuyeckoe 3aganue Ne 11.
Pabora B K+. MexnyHapoaHbie, poCCUICKHE U OTPACIIEBbIE IIPABOBbIE TOKYMEHTHI.

1. Haiinure neifictByromuii 3akoH 00 aBTOpckoM mpase. Haiinurte craThu, kacaromuecs
3aIUThl aBTOPCKUX IIPaB.

2. Cpenaiite BBIIEPKKY M3 JOKYMEHTa C YKa3aHHUEM IIOJHOIO Ha3BaHUS JIOKyMEHTa U
cTaTey O 3alIUTE aBTOPCKUX IIPaB.

3. Kakue cpeactBa MaccoBoil HH(pOpMalMU SBIAIOTCA OQHUIMATIBHBIMH HCTOYHHUKAMHU
oImyOJIMKOBaHUs yKa30B U pacnopsbkeHuit [Ipesnnenta PO?

IIpakTuyeckoe 3aganue Ne 12.
Pa6ora B K+. Konnenmus npaBoBoro obecrneueHus: nHGopMamoHHoii 6ezonacHoctu PO.

1. Haitnure [TPOEKT KOHIIEIILIMU Cosera 6e3omacuoctu Poccuiickoii @enepanuu mo
«MupopmanonHoit 6e3onacuoctu Poccuiickoit deneparuny.

2. Cnienaiite BBIIEPKKY M3 JJOKyMeHTa 0 «Ponn u Mecte HHPOPMAaMOHHON 0e3011acHOCTH
B 0011I€li cucTeMe HallMOHaIbHOM 6e3omacHocT Poccuiickoit deneparumy

IIpakTuyeckoe 3aganue Ne 13.
Pa6ora B K+. MexayHapoHbIe IPaBOBBIE aKThI MO 3aIIUTE HHPOPMAIIHH.

1. Haiitu

- 3akoH 00 mHpOpMarmonHoi 6ezomacuoctu" (Computer Security Act of 1987, Public
Law 100-235 (H.R. 145), January 8, 1988r.

- 3akoHonpoekT "O coBeplIeHCTBOBaHUU HH(popMannoHHON Oe3onmacHoctu" (Computer
Security Enhancement Act of 1997, H.R. 1903), nHanpaBneHHBIi Ha yCHUJICHHE POJIH
HanmonanbHOro MHCTUTYTa CTaHAAPTOB M TEXHOJOTHUH U YIPOILIEHUE OIEpanuil c
KpUIITOCPEICTBAMHU.

IIpakTuyeckoe 3aganue Ne 14.
Pa6ora B K+. MexnyHapoaHble akThl HHHOPMALIMOHHON O€30MaCHOCTH.

1. Haiinurte neiicTByrommii 3akoH 00 nH(popManuu, HHPOPMALMOHHBIX TEXHOJIOTHAX U O
3amre uHpopmanum» ot 2006 r. Ne 149-@3 (nosas penakius 2010 r.)



2. CpaenaiiTe BBIACPXKKY M3 JIOKYMEHTa C YKa3aHHEM IIOJHOTO Ha3BaHUSA JOKYMEHTa U

cTaTe! o

3amuTe HHPOPMAIIHH.

3. @3 P® «O rocymapctBenHoit TtaiiHe» oT 21.06.1993 1. No 5485-1 - perymupyer
OTHOUIEHUS, BOBHUKAIOLIME B CBSI3M C OTHECEHUEM CBEJICHUN K NOCYIAapCTBEHHOW TalHE,

UX pacceKpeuyrMBaHUEM M 3aIIUTON B MHTEpecax obecriedeHus 6e3onacHoctu PO.

IIpakTyeckoe 3aganue Ne 15.

Pabora B

K+. ®enepanbhslii 3akoH «O06 nHGOpMaun, HHPOPMAITMOHHBIX TEXHOJOTHIX U

0 3aImuTe HHPOPMAITUNY.
1. Haiitu crathio 3akoHa O MPUHIUIIAX MMPABOBOTO PETYIMPOBAHUS OTHOIICHHH B cdepe

uHpopMannu, UHHOPMAIIMOHHBIX TEXHOJIOTHIA U 3aIIUTHl HHPOPMALIUH.

2. Cz[enaﬁTe BBIACPIKKY H3 JOKYMCHTa C YKa3aHUCM IIOJIHOI'O Ha3BaHUA NJOKYMCHTA U

cTaTei o

3aImTe HHPOPMAIIUH.

3. [IpopaboTaTh cTaThio 00 OrpaHUYEHUE AOCTYIA K HH(OPMALIUK.

2. KPUTEPUU OHEHUBAHMUSA ITPU NPOBEJIEHUU TEKYILIEI'O

KOHTPOJIA
[Ixaya oLleHUBaHUS
Bun HanmenoBanune
HaumenoBanue paboTsl
KOHTPOJIS OLIEHOYHBIX CPEICTB
Texymmii |- Bompocer mist obcyxnenus Ha| OueHka OTJINYHO
KOHTPOJIb 3aHATHSAX; BBICTYIUICHUH Ha
- YcTHBIE  ONpOCHl O  paHee| MPaKTUYECKOM XOpO1LIO
U3Y4EHHOMY MaTepuaiy; (cemuHapcKOM)
- Ilucemennslie paboThl: pedeparsl, | 3aHATHH, TMPOBEPKa [yAOBIECTBOPUTEIHHO
TECTOBBIE 3aJaHMS; 3aJaHui u
- IlpakTuueckue 3agaHus; ayJUTOPHBIX pPadoT, HEYTOBIETBOPUTEIHHO
- Pedeparbl 1 noknagsl 1Mo TeMam | YCTHBIN orpoc,
(BompocaM),  BBIHECEHHBIM  Ha | OLIEHUBaHUE
CaMOCTOSITENIbHYIO PaloTYy. JIOKJIaJI0B,
pedepaToB
Kputepun onieHUBaHNS YCTHBIX OTBETOB 00y4al0IIUXCS
[Ixana
XapakTepucTuka OlleHUBaHUs
OLICHMBAHMS
OTIIUYHO OLICHUBAETCS OTBET, KOTOpBIM TIOKa3blBa€T IPOYHbIE 3HAHHUA OCHOBHBIX
MPOIIECCOB M3y4yaeMOW TpeAMETHOH 00JacTH, OTJIWYaeTcss TIIyOMHOW W
MOJIHOTOM PACKPBITHSI TEMBbI, BIIAZIeHUE TEPMUHOJIOTUYECKUM alIapaToM;
yMEHHUE OOBACHATH CYIIHOCTb, SIBJCHUH, IPOLIECCOB, COOBITHIM, JieNaTh BBIBOJIBI
n 00001IeHNs, /1aBaTh apryMEHTHPOBAaHHBIE OTBETHI, NMPUBOAUTH MPUMEPHI;
cBOOOIHOE BIIaJICHUE MOHOJIOTUYECKON peusbto, JIOTUYHOCTh "
ITOCJIEI0BATEIbHOCTh OTBETA.
XOpO1IO OLIEHUBAETCSl OTBET, OOHAPYKUBAIOIIUK MPOYHbIE 3HAHUS OCHOBHBIX IPOLIECCOB
M3y4aeMoil TMpeaMeTHOW o001acTH, OTJIWYaeTcss TAyOMHOW U TOJHOTOH
PacKpbITUsl TEMBI; BIAJCHHE TEPMHHOJIOTMYECKHM aIlapaToM; YMEHHE
OOBSCHATh CYLIHOCTb, SIBJICHUI, MPOIECCOB, COOBITHUM, JeNaTh BBIBOABI U
00001IeHus, JaBaThb apryMEHTHUPOBAHHbIE OTBETHI, HPUBOAUTH MPUMEPHI;
cBOOOHOE BJIAJICHUE MOHOJIOTHYECKOU peusblo, JIOTUYHOCTh "
IIOCJIE0BATEIBHOCTh OTBETa. OJHAKO JONYCKAaeTCs OAHA - JIBE HETOUYHOCTHU B




OTBETC.

YIOBJIETBOPUT
€JIbHO

OLICHUBAETCS OTBET, CBUJIETEILCTBYIOLUIMNH B OCHOBHOM O 3HAHHUM IMPOIECCOB
M3y4aeMo# TPEeIMETHOW O0JIaCTH, OTIMYAIOIINICS HEJOCTaTOYHOW TIyOUHON U
MOJIHOTOM PAaCKPBITHSI TEMbl, 3HAHUEM OCHOBHBIX BOIPOCOB TEOPHH; Ci1abo
c(hOpMHUPOBAHHBIMA HaBBIKAMH aHAJIM3a SIBJICHUH, MPOIIECCOB, HEIOCTATOUYHBIM
YMEHUEM J1aBaTh apryMEHTUPOBAHHBIE OTBETHl W NPUBOJUTH MPUMEPHI;
HEJIOCTATOYHO CBOOOJHBIM BJIQJICHMEM MOHOJOTHYECKON PEUbl0, JOTUYHOCTHIO
U TIOCIENOBAaTEIBHOCTRIO OTBeTa. Jlomyckaercs HECKOIbKO OIMMOOK B
CoJIepKaHUU OTBETA.

HEYJIOBJIETBOP
UTEJIBHO

OLICHMBAETCS OTBET, OOHAPY)KMUBAIOIIMM HE3HAHHWE IIPOLECCOB H3y4aeMou
IPEeIMETHOM 007acTH, OTIMYAIOUIMNCA HErIyOOKUM PpAacKpbITUEM TEMBI,
HE3HAHHEM OCHOBHBIX BOIIPOCOB TEOPHH, HEC(HOPMUPOBAHHBIMH HABBIKAMH
aHaJM3a SBJICHUH, IPOLIECCOB; HEYMEHUEM J1aBaTh apI'yMEHTHUPOBAHHBIE OTBETHI,
cabbIM  BIIQJICHUEM MOHOJOTMYECKOH pedbl0, OTCYTCTBHEM JIOTHYHOCTU H
110CJIe/I0BATENbHOCTH. JIOMyCKaOTCsl Cepbe3HbIe OIMOKHU B CO/IEP’KaHUM OTBETA.

Kpurtepun onennBanus padboTbl 00y4ar0MXCs HA NPAKTHYECKNUX U CEMHUHAPCKHUX

3aHATHAX
[xana
IToxazarenu Kpurepun
OLICHUBAHUs
OtnnuHO 1. IlonHoTa 3aJaHue pelmeHo caMocToATenbHO. IIpu 3ToM cocraBieH
BBITIOJTHEHUS IIPAaBUJIbHBIN AJITOPUTM PELICHMS 3aJaHusl, B JIOTUYECKHUX]
IIPaKTUYECKOIO U paccyXIeHMsX, B BblOOpe (opMyl M peleHuu HeT
TECTOBOI'O 3aJIJaHUSl |OLIMOOK, TIOJY4YEH BEPHBI OTBET, 3a/JlaHuE€ PELIECHO
(mosHOTa OTBETA); | palMOHAIBHBIM CIIOCOOOM.
2. CBoeBpeMeHHOCTh |/laH TmpaBUIBHBIH M HCUEPNBIBAIOIIMN  OTBET HA
BBITIOJTHEHUS IIOCTaBJICHHBIE TEOPETUYECKUE U TECTOBBIE BOIPOCHI, B
3a/IaHMUS; KOTOphIX  OOydaroluiicss  TOKa3al  BCECTOPOHHEE]
3. IlocnenoBaTenpHOCT |CUCTEMHOE 3HAHHUE IPOrPaMMHOIO MaTepHalla, YCBOCHUE
b ¥ PALIMOHAJIBHOCTh [OCHOBHOM M JIONOJIHUTEIBHON JINTEPATyphbl, YETKOE
BBITIOJTHEHUS BJIaICHUE NOHSITUMHBIM alllapaToM.
Xopomo MIPAKTHYECKOIO 3aaHue penieHo ¢ nomoleko npenoaasarens. [Ipu stom
3a/laHus COCTAaBJIEH NPAaBMJIBHBIM ANTOPUTM PELICHMs 33JaHUS, B
(JtornyHOCTB U JIOTUYECKOM  pacCyXJACHUM W pEUICHUH  HeT
YETKOCTh OTBETA);  |CYIIECTBEHHBIX OIIMOOK; MPAaBWJIBHO CJIENaH BBIOOD
4. IIpaBUIBHOCTH (bopMyn A pelleHus; ecTb OOBSICHEHUE DPELICHHs, HO|
OTBETOB Ha 3aJJaHMe pELIeHO HepalMOHAIbHBIM CIIOCOOOM WY
BOITPOCHI; JIOTYIIEHO He Oojee OBYX HECYIIECTBEHHBIX OIIMOOK,
5. CaMOCTOATENILHOCTD | ITOTy4YeH BEPHBIH OTBET.
pemenus (BnageHue |Ha mocTaBieHHbIE TEOPETUYECKUE U TECTOBBIC BOMPOCHI,
JONOJHUTENBHEIM  |TIpM  KOTOPBIX OOYyYaroIMCs IMOKa3al JIOCTaTOYHBIH]
MaTepuaIoM); YPOBEHb 3HAaHUN OCHOBHOI'O ITPOrPaMMHOIO MaTepuaia:
6. 3HaHue OCBOCHME MH(OpMAINK JIEKIIMOHHOTO Kypca U y4eOHBIX|
HOPMAaTHUBHO- nocoOuit, OBJAJCHUE  TOHATHUIUHBIM anmnaparom,
3aKOHOJATENbHON  |METOAMKOM HCCIeNOBaHMM TMpH TOMNBITKE AaHAIN3a
0a3bl 1 pa3IUYHbIX CUTYallUH.
Y noBnerBop TEPMUHOJIOTUN 3ajaHuEe PpElIeHO C MOACKa3KaMM IIPENojaBaTers.
UTEJIBHO Kypca 3amaHue perieHo B 00IIeM BU/IE.
OOyuaromuiics moKa3ajl CpeJHMH YpOBEHb 3HAHUMH]
OCHOBHOIO IPOrPaMMHOIO MaTrepuajla, HO HE MOI)
yOeIUTEeNbHO apryMEHTHpPOBAaTh CBOW OTBET, OIIMOCS B
WCIOJIb30BAaHUN  TOHATUMHOIO  ammapara, IOKasajy




Ikana
OILICHUBAaHUA

Iloka3arenn

Kpurepun

Heynosners
OpPUTEIIBHO

HCAOCTAaTOYHBIC 3HAHUSA JIUTCPATYPHBIX HCTOYHHUKOB.

3ajaHue He peuIeHo.

OOyuaronuiicss  NMPOJEMOHCTPUPOBANT  3HAYUTEIIHHBIC
HpOGGJIbI B 3HAHUAX OCHOBHOI'O IporpaMMHOTO
MaTepuaiia, He apryMEHTHPOBaJ CBOH OTBET, MOKa3all
HCYAOBJICTBOPHUTCIIBHBIC 3HAHUA HOHATUIHOT'O afnmapara

U CHEIHAIbHOM TUTepaTyphl.

Kpurepun ouenuBanus pedeparon

CpenctBo
KOHTPOJIS

Kpurepuu onienuBanus

Ikana
OLICHUBAHUA

Pedepar

BemmonHensr Bce TpeOoBaHUS K HANMCaHMIO M 3amuTe pedepara:
o0o3HaueHa mpoOiemMa M 00OCHOBaHAa €€ aKTyaJbHOCTb, CIHENIaH
KpPaTKU{ aHallM3 Pa3IMYHBIX TOYEK 3PEHHS Ha pPaccCMaTpUBAEMYIO
npoOieMy M JIOTHYHO  M3JI0KEHAa  COOCTBEHHas  IO3MUINA,
copMyIHpPOBaHBI BBIBOJIBI, TEMA PACKPHITA MOJHOCTHIO, BBIACPIKAH
00BEM, COOMIOZCHBI TPeOOBaHUS K BHEITHEMY O(GOPMIICHUIO, TaHbBI
NPaBUIEHBIC OTBETHI HA JIOTIOJIHUTEIBHBIC BOIPOCHL.

Pedepat packpreiBaeT moHATYIO NIPoOIEMaTHKY B TOJTHOM 00BEME.

OTJINYHO

OcHoBHbIe TpeOOBaHUs K pedepaTy U €ro 3allUTe BbINOIHEHBI, HO
IIPU 3TOM JIOMYIIEHbl HEA0UETHI. B yacTHOCTH, UIMEIOTCSI HETOYHOCTH
B U3JI0KEHUHU MmarepHaa; OTCYTCTBYET JIOrMYecKas
MOCJIeIOBATENBHOCTD B CY)KJICHHSX; HE BhIICPkKaH 00bEM pedepara;
UMEIOTCS YIIYIIEHUS B 0(DOPMIIEHUH; Ha JIOTIOJIHUTEIbHBIE BOIIPOCHI
IIPY 3aIIMTE JaHbI HETIOJIHBIE OTBETHI.

B pedepare umeroTcss HETOYHOCTM M IpeaMeTHas o001acTh
BBICTYIUICHHSI pACKpbITa HE B IMIOJIHON MeEpe.

XOpOIIIO

HmeroTcss  cyliecTBEHHbIE  OTCTYIUIEHMsT OT  TpeOoBaHMM K
pedepupoBanuo. B dacTHOCTH: Tema OCBELEHA JMIIb YaCTHYHO;
JONyIIeHb! (haKTUYeCKHe OMUOKHM B COJEpXKaHUU pedepaTa Ui Ipu
OTBETE Ha JONOJHHUTEIbHBIE BOIPOCH; BO BpeMs  3aLIUTHI
OTCYTCTBYET BBIBOJI.

B pedepare He B MonHOM cTeneHU pacKpbIT NOHATUHWHBIN anmapar,
UMEIOTCS CYLIECTBEHHBbIE HETOYHOCTH B Iporecce (popMHUPOBaHUS
BBIBOJIOB.

YZIOBJIETBOPH-
TEJIBHO

Tema pedepata He packpbiTa, OOHAPYKUBAETCS CYILIECTBEHHOE
HEMOHUMaHHE IPOOJIEMBI.

Tema pedepara He packpbITa WM BHINOJIHEHA HE 0 CYLIECTBY paHee
MIOCTaBJICHHOTO BOIIPOCA.

Pedepar He caH / 1oKIaj] He ClIeNaH.

HEYJI0BJIETBO-
PHUTENBHO

Kpurepun onieHuBaHHUs TECTOB

CpencTBo KOHTPOJIA

KpI/ITCpI/II/I OLICHUBAHHA — IIPOUCHT
ITOJIOXKHUTCIBHBIX OTBETOB

[IIxana oneHuBaHusg

TectupoBanue

90-100 OTJINIHO

70-89 XOPOIIIO

40-69 YIOBJIETBOPUTEITHHO
<39 HEYIOBJIETBOPUTEIHHO




3. OHEHOYHBIE CPEJCTBA JUIsI IPOMEXYTOYHOM ATTECTAIIAN

CpencrtBa OlleHMBaHMS B X0/1€ IPOMEXYTOUHOM aTTeCTalluu:
— BOIIPOCHI JIJIS1 K3aMEHa,
— TECTOBBIE 3aJIaHUS K DK3aMEHY.

Koabt Pe3yabTarsl IlepeyeHb MIaHMPyeMbIX Pe3yJbTATOB 00yYeHUs

KOMIIeTEeHIIUH ocoenus OIIOII MO AUCHUIIHHE

OIIK-3 Cniocoben ucnonb3zoBaThlOIIK-3.1. [Ipumenser COOTBETCTBYIOIINI
HE00X0AUMBbIE MaTeMaTHUECKUI anmapar Ajis1  pelIeHUsd 3a7ad
MAaTCMATIICCKHC poecCHOHATLHOM 1eATEIbHOCTH.
METOAbl I PELIEHUs
3aza4 OIlK-3.2.  AHaiu3upyeT  €CTECTBEHHOHAYYHYIO
IpodecCHOHAIBHOM CYLUIHOCTh  MpoOJeM, BO3HHUKAIOINIMX B  XOJE
ACATCIILHOCTH podecCHOHATbHON IEATETbHOCTH

3.1. Bonpocsl K 3Kk3aMeHy

1. OcHOBHBIC €T 3amUTHl WHGOPMAIMK: KOH(PHUIECHIMATBHOCTD, IEIOCTHOCTH,
noctynHocTh (CIA-Tpuana). [Ipumeps! HapyleHHH B IPOrPaMMHBIX CUCTEMAX.

2. Knaccudpukanuss yrpo3 wuH(pOpManmoHHOW 0e30mMacHOCTH (€CTECTBEHHBIE |
UCKYCCTBEHHBIE, IPEJTHAMEPEHHBIE U CIy4YalHbIe).

3. Mopenu HapymuTeNs: BHEIIHUN U BHYTPEHHUHN 3JI0YMBIIIJICHHUK, HX MOTHBAIIHS
U YPOBHH KBaJIU(DUKALIUH.

4. VSI3BUMOCTH ~ TIPOTPAaMMHOTO  OOECTIEYEeHHUs:  KJIACCH(HKAIMA  COTIACHO
CWE/SANS Top 25.

S. BpenonocHoe nporpammHoe obecrieueHue: Kiaccuukalus BUPYCOB, TPOSHOB,
4yepBeil, pyTKUToB U mmuoHckoro [10.

6. Otanbl  JKU3HEHHOTO  LMKJIa  pa3paboTKu  0e30MacHOro  MpOrpaMMHOTO
obecrnieuenus (SSDLC).

7. Konnenmus «be3omacHocth 1O  ymoiuanuto» (Secure by Default) wu
«0e30macHOCTh Mpu MpoekTHpoBaHum» (Secure by Design).

8. [Mpunuun Haumenbmmx npuswiernidi (POLP) u nmpuHIMI 3i1en10HHPOBAHHON
o6opownsl (Defense in Depth).

9. MeTob! colMaTbHON MHKEHEPHH KaK BEKTOP aTakH Ha MPOrPaMMHBIE CUCTEMBI.

10.  IIpaBoBbie OcHOBBHI 3amUTHl HHPopManuu B PD (ocHOBHBIE nonoxenus P3-149,

®3-152, YK P® rnaga 28).

11. [emm o6paruoit wumkeHepun (Reverse Engineering) BpeaoHOCHOTO U
munensuonHoro I10.

12.  Craruueckuii ananu3 OwnHapHoro koma: uHcTpymentol (IDA Pro, Ghidra,
Radare2) u ocHOBHbIE JTaIlbl.

13.  Jlunamuueckuii aHanu3 u otianka (debugging): ucnonb3oBanue API-MoHHTOpPOB
u niecounuif (sandboxes).

14. TexHUKN TMPOTUBOACHCTBUS CTAaTHYECKOMY aHAIHM3Y: IMU(pOBaHUE Tejla BUpPYCa,
noJauMopdu3M u MeTaMoppu3M.

15. TexHUKHM  NPOTHBOACHCTBUS  JUHAMHYCCKOMY  aHAIW3y:  aAHTU-OTJIAJKa
(IsDebuggerPresent, ptrace), anTu-BUpTyau3aIus, MIPOBEpPKa BPEMEHHU BBITTOJIHEHHS.

16.  VmakoBumku (packers) u mporekTopbl (Protectors ucmonHseMoro Koja:
MPUHIUITB pAa0OTHI M PaclakoBKa.

17.  Hasuramus (obfuscation) mporpaMmHOro Koja: H3MEHEHHE KOHTPOJIBHOI'O MIOTOKA
(Control Flow Flattening) u 3amyTbiBaHKE JaHHBIX.



18.  Ucnonp3oBaHuMe C€aMOPACMaKOBBIBAIOUIMXCS apXUBOB M 00(QyCHUPYIOMIHUX
KOMITHJIATOPOB JUIS 3aIIUTHl HHTEJUICKTYaJIbHON COOCTBEHHOCTH.

19.  Araku tuna «cbopka mycopa» (Trash Collecting) u noamena ¢yukuii (API
Hooking).

20. [Iporpammuo-annaparnas 3amura [1O: ucnosp30BaHUE AIEKTPOHHBIX KIIIOUEH
(HASP, Guardant) u USB-TokeHOB.

21.  CyObeKTbl, OOBEKTHI U MpaBa AOCTyNa. Marpuia JA0CTyna U CIUCKH YIIPaBJICHUS
noctymom (ACL).

22.  Jluckpeumonnoe ympasienue pocrynom (DAC): peanuzamus B (ailioBbIX
cucremax Windows (NTFS) u Linux.

23. Manparnoe ynpaenenue pocrynom (MAC): momenm bemma — Jlamamynsr
(koH(pUIEHITATLHOCTH) 1 buba (11e10CTHOCTS ).

24.  Poneoe ynpasnenue nocrynom (RBAC) u atpulyTuBHOE ynpaBlieHHE TOCTYIIOM
(ABAC).

25.  Mexaam3mbl n3omsiun npomeccoB B OC: koiblia 3amuThl mnpomeccopa (Ring 0—
3), BUpTyaJibHasl TaMATh U TaOJIUIIBI CTPAHMUII.

26.  Tlosemuenue npuswmieruit (Privilege Escalation): ys3sumoctu simpa, ommOku
KOH(UTYpaluy MpaB A0CTYyIA.

27.  Kopnesbie Habopsl (Rootkits): User-mode vs Kernel-mode. Ckpsitie mporeccos,
(baliioB U CEeTEBBIX COSAMHEHUI.

28.  Texuonoruss DEP (Data Execution Prevention) u ASLR (Address Space Layout
Randomization): na3naueHne 1 METOABI 00X0/1a.

29.  Tlecoununsr (Sandboxes) u xonrteiinepusamus (Docker, LXC) kak cpeacTBo
U30JISIIIMY HEZIOBEPEHHOTO KOJa.

30.  Aymur cobbrtuii 6e3onmacHoctd B OC: xypHansl peructpanuu Windows Event
Log u Syslog B Linux.

31.  CummerpuuHoe mmdpoBaHWE Ul 3alIUTHl JaHHBIX Ha Jaucke (pexkumbr XTS,
AES-CBC c ESSIV).

32.  TlomnommckoBoe mmm¢ppoBanue (FDE): cpaBuenme texnomormii BitLocker
(Windows), FileVault (macOS) u LUKS (Linux).

33.  lludposanue otaenpHbIX ¢aitnos u karainoroB: EFS (Encrypting File System) u
BCTPOEHHAs 3aIIUTa O(UCHBIX JOKYMEHTOB.

34. AcummeTpruyHas Kpunrorpadus Ui 3alIMThl JaHHBIX: CLIEHAPUU UCIIO0JIb30BAHUS
RSA uT'OCT P 34.10.
35.  XemmpoBaHHE Mapoiell: MoYemMy MpocToe XemnpoBanue HebezonacHo. OyHKINH

dopmuporanus kmova (KDF): PBKDF2, berypt, scrypt, Argon2.

36.  3ammra 0a3 maHHBIX: npo3paynoe mudposanue (TDE), mmudpoBanue Ha ypoBHE
staeex (Cell-level Encryption) u mackupoBanue nanubix (Data Masking).

37.  Kon ayrenrudukanun coodmenus (MAC) u HMAC: obecrieueHne 1meiaoCTHOCTH
XPaHUMBIX JTaHHBIX.

38.  Iludposeie Bomsubie 3uaku (Digital Watermarking) u creranorpadus s
3alIMTHl aBTOPCKUX TPaB Ha JJAHHBIE.

39.  PesepBHOE KOomupoBaHue: oOecreYeHHe KOH(DHISHITMAIBHOCTH M IIEJIOCTHOCTH
09KaroB ¢ MOMOIIBI0 KOMOMHUPOBAHHBIX AJITOPUTMOB.
40.  YHHYTOXCHWE NAHHBIX: METOJBI TapaHTUPOBAHHOTO YAAJCHHS WH(POPMAIUU C

MarHUTHBIX U TBEPAOTEIbHBIX HOcUTeNeH (cTannaptel DoD, Gutmann).

41.  Tunuyssle ys3Bumoctu BeO-npunoxennit (OWASP Top 10): SQL-unbexuuu,
XSS, CSRF, Broken Access Control.

42.  Tlposepka BxoaHbix manHbix (Input Validation): Genbie criucKu MPOTHB YEPHBIX
CIIMCKOB. DKpaHUPOBAHUE CIIELICHMBOJIOB.

43.  TlapamerpusoBannbie 3ampochl (Prepared Statements) kak OCHOBHOW METO
3antuThl 0T SQL-UHBEKIIHMA.



44,  MexcaiiToBoe BBINONHEHHE CKpUNTOB (XSS): OTpa)KeHHBIH, COXPaHEHHBIH U
DOM-based TumsI atak.

45.  Tlognmenka mexcaiiToBeix 3ampocoB (CSRF): mexanusm araku u ponb arpudyra
SameSite y Cookie.

46.  HeOe3omacHas aecepuanuzanisi OOBEKTOB: PHCKH IpeoOpa3oBaHUs CTPOK B
UCTIOJTHSEMBIN KOJI.

47.  VYTeuyku YyBCTBUTCIBHBIX JaHHbIX (Sensitive Data Exposure): HempaBwibHas
Hactpoiika TLS/SSL u XpaHeHHe CEKPETOB B HICXOHOM KOJIE.

48.  Hcmonp3oBaHME KOMIIOHEHTOB ¢ u3BecTHhIMU YysizBumocTsmu (Vulnerable
Components). MeHeKMEHT 1ierodek moctaBok (SBOM).

49.  ®peiimBopku Oe3zomacHoi paspaborku: monenb STRIDE mist monenupoBanwms
yrpos.

50. Metononorun tectupoBanusi OezonacHoctu: SAST, DAST, IAST u da3zunr-
tecrupoBanue (Fuzzing).

51.  MexcereBbie dkpanbl  (Firewall): mnakerneie ¢uiubTpsl, —stateful-gpuiabTpsr,
NpUKIAJHbIE LT3 (Proxy).

52.  Cucrembl oOHapyxeHus U nipenotBpaiieHus Bropskeruid (IDS/IPS): curnaryphsbrit
¥ aHOMaJIMIHBIN MeTO bl aHanu3a Tpaduka (Snort, Suricata).

53.  IIporokoinbl 3ammiieHHONW Tiepenadyn naHHbIX: [Psec (AH/ESP) m moctpocHwme
VPN-ceTeii.

54.  Hucnekuus 3amudpoBanHoro tpaduka (TLS Inspection): apxurekrypa npokcu-
CEpBEPOB U MPOOJIEMBI IPUBATHOCTH.

55.  3Bamwmra 6ecnipoBOIHBIX ceTeil: sBomtous npoTokosnoB WEP -> WPA -> WPA?2 -
> WPA3. Vsa3sumocts KRACK.

56.  BesomacHocTh npotokosia DNS: araku orpasienus kama (DNS Cache Poisoning)
u texHosorust DNSSEC.

57.  Cucremsl cOopa u aHanm3a coObITHI Oe3omacHocTr (SIEM): xoppensiius 10roB 1
BBISIBJICHHE CJIOXKHBIX IIETIOYEK aTaK.
58.  IlpoaktuBHas 3amuTa KoHeuHbix To4yek (EPP/EDR): moBenenueckuii anamu3

MPOIIECCOB U PearupoBaHrEe Ha UHIIUCHTHI.
59.  Opranuszamus ciyx0Ob1 pearupoBanusi Ha uHOHUACHTH (CSIRT/CERT): stamsr
00paboTKK MHIMICHTA (JIOKAIHU3AIHsl, T01aBIIEHUE, BOCCTAHOBIICHUE).
60.  TectupoBanue Ha nponukHoBeHue (Penetration Testing): mianupoBanue padoT,
npasuiia B3aumozeiicteus (ROE) u cocTaBieHrne uToroBoro oTueTa.
3.2. 3apanud 1 JK3aMeHa:
3aganue 1
Omummare monenb CIA-Tpuaasl W NMPUBEIUTE MO OJHOMY TPHMEPY HApPYIICHHS KaXKIOTO
CBOMCTBA B CETH.
3aganue 2
CpaBHUTE ayTEHTH(PHUKAIIMIO U aBTOPU3AIIMIO HA TIpUMEpe BeO-cepBuca.
3aganue 3
Onumure pa3nuyus CAMMETPUYHOTO U ACHMMETPUYHOTO MH(pOBaHUS.
3ananmue 4
OO0bsicHUTE, TOYEMY XAIITUPOBAHNE HENIb3s UCIIOIb30BATh JIsl BOCCTAHOBIICHUS TaHHBIX.
3aganue 5
[TpuBenuTe mpUMepsl yrpo3 KOHPHUACHIIMATHHOCTH B IOKATHHON CETH.
3ananmue 6
ZamugpyiTe coOoOIIeHHe MPOCTHIM MeToJaoM (Hampumep, caBur llesaps) u oObscHHTE
TIPUHITATL.
3amanme 7
Ornumute mporiece padotel RSA Ha KOHIIENTyaTbHOM YpOBHE.
3amanne 8



OOBscHUTE, 3a4€M HCIIONIb3YeTCs COJIb (salt) mpu XpaHeHHH MapoJieH.

3aganue 9

CpaBaute MD5 u SHA-256 no 6e30nacHOCTH.

3amanue 10

OO0BscHUTE, 4TO TaKoe U(POBAst MOAMUCH U T1I€ OHA IPUMEHSETCS.

3amanue 11

[Tpoanamu3upyiite cuenapuii DDoS-aTaku u npeaioxxuTe criocoObl 3alIHUTHI.

3amanue 12

Onwumure MeXaHu3M (GHUIIUHTA U IPU3HAKH €0 00HAPYKEHHUS.

3amanue 13

Pazbepute npumep SQL-uHBEKIIMN U IPUHLUIL €€ IPEIOTBPALLCHHUS.

3apanue 14

OO0mwscHuTE, Kak paboTaet brute-force aTaka.

3amanue 15

Onwumute mocaeacteust MITM-araku (man-in-the-middle).

3aganmue 16

CpaBuute HTTP u HTTPS ¢ Touku 3peHust 6€30macHOCTH.

3aganmne 17

Onwumure Haznauenue TLS/SSL.

3aganmue 18

O06bsicaure npuHuun padorsr VPN.

3aganne 19

Pazbepute crpykrypy 3ammiménnoro SSH-ceanca.

3amanmne 20

Onummre pons DNS 1 Bo3MOKHbBIE aTaki HA HETO.

3amanme 21

Oo6wbsicaure ¢pynkuuu firewall B kopropaTuBHOMN CETH.

3aganue 22

Cpasnute IDS u IPS.

3aganue 23

Ornumute paboTy proxy-cepaepa.

3aganue 24

Oo6wbsicaute poiab NAT B 6e30macHOCTH ceTH.

3aganue 25

OnummMre apXUTEKTypy 3allUIIEHHON KOPIIOPATUBHOM CETH.

3aganue 26

PasbepuTe nprMep yTeukH JaHHBIX U MPEUIOKUTE MEPHI MPEIOTBPAIICHUSI.

3aganue 27

CocraBbTe MJ1aH pearupoBaHus Ha UHIUJEHT 0€30MacHOCTH.

3aganue 28

OnummTe nporece pacciiel0BaHNs CETEBOU aTaky.

3aganue 29

Omnpenenute BO3MOXKHBIE HCTOYHIUKH KOMITPOMETAIIMHN YIETHON 3aIIHCH.

3aganue 30

PazpaboTaiiTe 6a30ByI0 IOJUTUKY O€30MTACHOCTH ISl YICOHOU CETH.
4. OCHOBHBIE KPUTEPUM OLIEHUBAHUS ITPU IIPOMEXKYTOYHOM

ATTECTALIUHA

IIIkana oueHUBaHUsA YPOBHA C(POPMHPOBAHHOCTH YHMBEPCAJIBHON KOMIIETEHIUI (3a4eT ¢
OIIEHKOi1)

‘ DopMupyeMBbIE YPOBHU ‘ Kpurepunu oneHnBanus ‘ IlIxana




OCBOCHHUS KOMIIETCHIINN

OLCHUBaHUA

Boicokuii ypoBeHBb

W3noxeHo mnpaBUIbHOE MOHUMAHUE BOMPOCA,
YETKO M CAMOCTOSITEIBHO JIaH MCYEPIBIBAIOIINI
OTBET, coJiepXKaHue PacCKpBITO IIOJIHO,
npodeCCHOHANIBHO, TpaMOTHO. OO0y4aromuMes
YCBOEHA B3aMMOCBSI3b OCHOBHBIX  IOHSTUH
JMCIUTUINHBI B nx 3HAYCHHUH IS
npuodperaeMoit npodeccuu. Otpaxaet
YCIICIIHOE W CHUCTEMATHYECKOE IPUMEHEHHUE
HaBBIKOB U YMEHHMHI MO JAaHHOM IHUCLUIUIMHE B
cootBeTcTBUH ¢ PI'OC.

OTJINYHO

ba3oBblii ypoBeHb

N3noxeHo mnpaBwibHOE MOHUMAHHUE BOIPOCaA,
JaHO  JIOCTaTOYHO  MOAPOOHOE  OMUCaHUE
npeaMeTa OTBETa, NMPUBEACHBI M PACKPBITHI B
TE3UCHOMN dopme OCHOBHBIC  TIOHSTHS,
OTHOCsIIMECS K mpeamery orBera. OTBeT
OTpakaeT IIOJTHOE 3HAHHE y4eOHO-
MPOrPaMMHOI0 MaTepuajga, CHUCTeMaTUYECKUH
XapakTep 3HaHWW 10 JHUCIUIUIMHE, a TaKke
HaJIA4ue 0a3oBoro YPOBHS OBJIAJICHUS
MPAKTUYECKUMH YMEHHUSIMH W HABBIKAMH 10
IaHHOW aucHuIuInHe B cooTBeTcTBHU ¢ PI'OC

XOpOIIO

[Toporosslit ypoBeHb

OTBeT  OTpaxaeT TEOPETUUECKHE  3HAHHUE
OCHOBHOTO y4€OHO-TIPOrpaMMHOTO MaTepuaia B
00beMe, HeOOXOUMOM IS TajdbHEenIen yaeObl
U mpeacToseil pabotel o npodeccuu. JanHas
OllIEHKa MOKET OBITE BBICTABJIEHA
oOyJarorieMycsi, JOMyCTUBIIEMY HETOYHOCTH B
OTBETE, HO O00OJafgaloIMUMH HEOOXOIUMBIMU
3HAaHUAMU IS 1704 yCTpaHEHUS o1
PYKOBOJICTBOM MpenoiaBaTes, OTMEUEH
HAYaJIbHBIA YPOBEHb OBJIA/ICHUS MMPAKTUIECKUMU
YMCHHSIMH Y HaBBIKAMH TI0 JJAHHOUW TUCITUILTAHE
B cooTBeTcTBUH ¢ PI'OC

YZI0BJIETBOPH
TEJIBbHO

HeynoBneTBopuTenbHbIit
YPOBEHb

[lpu orBere oOydatomerocss OOHApPYKEHO
OTCYTCTBHE 3HaHHWIl, yMEHUI M HAaBBIKOB W/WIIN
(dparMeHTapHble 3HAHUS OCHOBHOIO Yy4eOHO-
IIPOrPaMMHOI0 MaTe€pHaIa.

HEYJIOBIIETBO
PHUTENBHO

Tekymuii KOHTPOJbL H INPOMEKYTOYHAA ATTECTAUMA  OCYLIECTBISIOTCS B
cooTBeTCTBUM C «[lonoXeHneM O TeKylled M NPOMEKYTOYHOM aTTecTallud OOYy4YaroIluXcs B

ABTOHOMHOH HCKOMMCp‘-ICCKOﬁ OopraHu3anun

((O6paSOBaTCJIBHa}I opraHu3alusa  BBICHICTO

o0pa3oBaHUs» «YHUBEPCUTET SKOHOMHUKH U YIPABICHUS».
Bua npomexxyTo4HOM aTTecTallui — 3K3aMEH.
dopma nTpoBEACHUS TPOMEKYTOUHON aTTECTAllMUA — MUCbMEHHBIA SK3aMEH.





