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1. OHEHOYHBIE CPEJACTBA JJIAA TEKYIIET'O KOHTPOJIA

CpencrtBa OLIECHUBaHMSI B X0/1€ TEKYILLET0 KOHTPOJIA:
- YCTHBIE ONIPOCHI B XO/I€ JIGKIIMOHHBIX U Ja0OPaTOPHBIX 3aHATHIA;
- OTYETHI 110 Ja0OPaTOPHBIM padboTam;

- pedepars;
- TECTHPOBAHWC,
- 3a/aHus,

BBITIOJIHACEMBIC B

Xoac Ha6op ATOpPHOI'0  3aHATUA WA

PEKOMEHIYEMBIE AJIs1 CAMOCTOSTEIbHON pabOTHI.

Koabt Pe3yabTarsl Ilepeyenb MIaHNMPyeMbIX Pe3yJbTATOB 00y4YeHUs

komnereHuuu | ocsoenusi OIIOII N0 JMCHUILINHE

IIK-5 Crocoben  npuHUMaTh[IK-5.1. 3HaeT npuHIUIIEI HOPMUPOBAHHS KOMILIEKCA)
ydacTue B[Mep o 00ecrneyeHmIo MH(POPMALIMOHHOM
(bopmMupoBaHUH, 0€30MaCHOCTH MPEANPUATHS (OpraHU3aLin);
OpPraHU30BbIBATh yl[IK-5.2. Bnameer MeTogaMu  OpraHU3aLUU Y
[OIIeP)KUBATH yIIpaBJI€HUS  JI€ATENbHOCTh  CIYKO  3aIIuTh]
BBHINOJIHEHNE KOMIUIEKCauH(opMaluy Ha MpeIpUsTHH
Mep 10 0oO0ecreueHuto
MH(pOpPMAITMOHHOM
0e30IMacHOCTH,
YIIPaBJIATE  MPOLIECCOM
X peanu3aiuu

MK-6 Criocoben [IK-6.1. 3Haer mnpaBOBbIE OCHOBBI OpraHU3alMU
OpPTraHU30BBIBATh 3ALUTHI rocyJJapCTBEHHOMN TalHbI u
TEXHOJIOTUIECKUAN KOH(DUIEHIIMATBbHON HHQOpMAaIMK, 33Ja4d OpPraHOB
rporecc 3alUTHIBAIUTEl TOCYAAPCTBEHHOM TaliHBI M CIYXKO 3aIIUThI
MH(pOpMaIn MHbOpMAIMM HA TPENNPHUATHSX,  HOPMATHUBHBIC
OTPaHUYEHHOIO JOCTYMAIPaBOBbIE aKThl U CTaHJAPTHI MO JHMIEH3UPOBAHUIO
B COOTBETCTBHUHU ClIESITETPHOCTH B 00JIaCTH OOECHeueHUs: 3alluThl
HOpMaTHBHBIMU rOCYJapCTBEHHON TaWHBI, TEXHUYECKOH 3alluThl
MPaBOBBIMH aKTaMH HKOH(QUICHIMATFHOH HWH(pOpPMAIMK, HOPMATHUBHBIC
HOPMAaTUBHBIMU MeTonnyeckue nokymeHTsl @Cb Poccun, @CTOK]

Poccun B 06s1acTy 3a1MThl HHPOPMAIIHH;
[IK-6.2. Bnageer HaBblKaMU OpraHu3aluu U

oOecreyeHus pexKUMa CEKPETHOCTHU

1.1 Bonpocsl K TeKyleMy KOHTPOJIIO

[Tonsrtust undopmanus, nHpopMaTuzanus, THGOPMAIMOHHAS CUCTEMa, HH(OPMAaLIMOHHAs

0€30I1aCHOCTb.

[TonsiTus aBTOpa M COOCTBEHHMKA HH(OPMAIIUH, B3aUMOICHCTBIE CYyOHEKTOB B
nH(pOPMallMOHHOM 00OMeHe
3amurTa HHPOpPMAaLIUK, TaiiHa, CpeICTBA 3aIUTHl HHPOPMALIUH.

[Toka3zarenu nHpOpPMAIMU: BAXKHOCTD, TIOJTHOTA, aIEKBATHOCTh, PEIIEBAHTHOCTbD, TOJICPAHTHOCT.
KoMmmiekcHOCTh cucTeMBI 3aIUThl THPOPMALIMU: MHCTPYMEHTANIbHAS, CTPYKTYpHas,
(GyHKIIMOHATIbHAS, BpEMEHHAS.
Wnentudukanms, ayreHTU(HUKALUSA 1 aBTOPU3ALMS: OTPEICICHUS, PA3IHUUs, IPUMEPHI

pealn3alny.
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OcHOBHBIE HOPMATUBHBIE PYKOBOJAIIME TOKYMEHTBI, KACAIOLINECS TOCYAAPCTBEHHOU TalHBI,
HOPMAaTHUBHO-CIIPABOYHBIE TOKYMEHTHI.

CrpykTypa rocy1apcTBeHHON CHUCTEMBbl HH(POPMAITMOHHOW O€30MaCHOCTH.

HoxTpuna nHpopmMaImoHHon 6e3onacHocTu Poccuiickoit denepanun.

ITonsiTre yrpo3el. Buasl IPOTUBHUKOB WU «HAPYIIUTEIICH).

Knaccudukanus yrpos undopmannonnoii 6ezonacHoct. Bubl yrpo3. OCHOBHbIE HapyILIEHUS.
XapakTtep MpOUCXOKICHUS YIpo3 (YMBIILICHHbBIE U €CTeCTBEHHbIE (PaKTOpbI). ICTOUHUKHN YTrpo3.
OcHOBHBIE TIOJIOKEHUS TEOPUH UH(POPMAIIMOHHON 6€30MacHOCTH UHPOPMAILIMOHHBIX CUCTEM.
CucreMbl 00HapY)KeHUs U npefoTBpanienus Bropxkenuit (IDS/IPS): npuniuner paboTsl, BUABI
(ceTeBble, XOCTOBBIE), METOIbI AHAIM3A.

Mopenu 6€300aCHOCTH ¥ UX IPUMEHEHHE.

®dopmarnbHBIE MOJIeTH Oe30nacHOCTH. J{uckpennonHas Mojenp XappucoHa-Py330-Yipmana.
Tunu3upoBaHHas MaTpuUlla A0CTyna. MoJenb pacnpocTpaneHus nmpas gocrymna Take-Grant.
MannatHas moaenb bemna-Jla-ITanynel. PoneBas monutuka 6€30macHOCTH.

Vsazsumoctu BeO-tipminoxenuit: SQL-unbekiuu, mexxcaiitoBsiii ckpuntunr (XSS), CSRF.
Hcnionb30BaHKe 3alMILIEHHBIX KOMIIBIOTEPHBIX CUCTEM. AMIMApaTHbIE U POTPAMMHBIE CPE/ICTBA
JUISL 3aIMThI KOMITbIOTEpHBIX cucteM oT HC/I.

Metons! kpuntorpadguu. CAMMETPUYHOE U ACUMMETPUYHOE MU POBAHHUE.

ConmanbHast MHXEHEPHUS: ONIpeIeIeHue, BUBI aTaK ((PUIIKHT, TPETEKCTHUHT, yCIyra 3a yCiayry),
METO/1bl TPOTUBOICHCTBHSL.

DIEeKTPOHHO-IM(POBAs MOANUCH. AJTOPUTMBI SJIEKTPOHHO-IIU(POBOH MOITHCH.

be3omnacHOCTh OnepalmOHHBIX CUCTEM: MEXAHU3MBI 3alIUTHI (pa3rpaHuyeHHe JOCTYIa, ayIuT),
cpenctsa ycuienus (SELinux, AppArmor).

be3zonacHocTh GecipoBOIHBIX ceTeil: ys13BUMOCTH poTokoioB WEP, WPA, WPA2;
npeumyiiectsa WPA3.

Kpunrorpaduueckue reHepaTopsl CIIy4aiHbIX YUCEIL.

Crnoco6s1 pactipocTpaneHus kimoueid. O0ecrieunBaeMas mudpom CTENEHb 3allUTHI.
Amnanuzaropsl cereBoro Tpaduka (cauddepsl): HazHadeHue, npumeps! (Wireshark, tcpdump),
METO/Ibl 3alllUThI OT IepexBara Tpaduka.

CucreMbl LIEHTPATM30BaHHOTO cOopa U aHanu3a coOwiTuii 6e3omacuoctu (SIEM): apxutekTypa,
(GYHKIIH.

OCHOBHBIE TEXHOJIOTMH MOCTPOCHMS 3ALIUIEHHBIX YKOHOMUUYECKUX UH(POPMALIMOHHBIX CUCTEM.
OYHKIIUU 3aUTH HTHHOPMAITIH.

1.2 Tembl pedepaToB

CoBpeMeHHbIE yrpo3bl KHOEepOe30macHOCTU: aHANIMW3 HOBBIX BHMJIOB KuOepaTak M METO/0B
3amuThl (ummHT, ransomware, ataku Ha [oT).

Kpuntorpadust B cereBoii 6e30macHOCTH: MpuMeHeHue anroputMmoB mudposanus (AES, RSA)
JUTSL 3aIIUTHI TAHHBIX B KOMITBIOTEPHBIX CETSIX.

3ammTa 00JIAYHBIX TEXHOJOTUN: PUCKM M PELICHUs JJsi 0e30MacHOCTH B OOJIAYHBIX CEepBUCAX
(AWS, Azure).

besonmacHocTh OecrnpoBomHBIX ceTeit: ys3BuMmocTH Wi-Fi u wmeromsl 3ammtel (WPA3,
ayrertudukamus 802.1X).

ConmanbHas WHXEHEpUs: B KHOSPIPECTYMHOCTH: TEXHUKU MAHUIYJISIUH ((UIIMHT, BUIIMHT) U
CIOCOOBI IPOTHUBOICHCTBUS.

AHau3 ¥ CpaBHEHUE MEKCETEBBIX AKpaHOB HOBOTro nokoseHus (NGFW).

Metoasl oOHapyxeHus u npenorspanienust Bropxkenuit (IDS/IPS): coBpemenHoe cocTtosiHue U
NEPCIIEKTHUBBI.

TexHomoruu BUpTyaTbHBIX YacTHBIX ceTeit (VPN): 0630p mpoToK0I0B 1 aHaIu3 0€30MacHOCTH.
ATtaku Tuna «otka3 B oociyxxuBanum» (DoS/DDoS): knaccudukarysi, HHCTpYMEHTBI M METObBI
3aIIUTHI.
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Bbezonacnocts mpotokona DNS: ataku (DNS spoofing, cache poisoning) u crnocoObl 3alHUThI
(DNSSEC).

Amnanu3 3ammméHHocTH BeO-npuiioxkennit ¢ nomoribio OWASP ZAP u Burp Suite.
Kpunrorpaduueckue nporokonsl TLS/SSL: sBostorus, ysI3BUMOCTH B HAaCTpOHKa 0€30macHBIX
KOH(HUTypaIui.

OcHOBBI ylpaBjeHHs] YSI3BHUMOCTSIMU: CKAaHUPOBAHME, OILIEHKAa PHUCKOB M IMPUOPUTE3aLUs
UCIIPaBJICHUM.

Posb 1 mpuMeHeHne TeXHOIOruu OJI0OKYEHH B obecriedeHn HHOOPMALIMOHHOW O€301MacHOCTH.
HopmaruBHo-IpaBoBOe  obOecrieuenne MHPOpPMAUMOHHONW Oe3omacHOocTH B Poccuiickoit
Oenepannn (O3-149, @3-152, tpedoanus GCTIK).

Metoap! 1Byx(akTOpHOW U MHOTO(AKTOPHOHN ayTeHTHU(PHUKAINN: CPABHUTEIHHBIN aHAIN3.
bezonacHocTts a5ekTpoHHOM ouThl: mpoTokoibl SPF, DKIM, DMARC.

AHanu3 yrpo3 Jiist IpoMblIuieHHbIX cucTeM yrpasieHus (ACY TII) u MeToabl UX 3aIUTHI.
[TpuMeHeHre MalIMHHOTO O0y4YeHUs Il OOHAPYKEHHS CETEBbIX aHOMAJIUK U BTOP)KEHUH.
OTUYHBIA XaKWHT U TECTUPOBAHUE HA IPOHUKHOBEHHE: METO/I0JIOTUN U HHCTPYMEHTHI.

1.2 TecToBbI€e 3a1aHUA

Kakoii craniapt ycraHaBIMBaeT OCHOBHBIE TPEOOBAHMSI K 3aIIUTe HHPOPMALIUU B CETAX?
a) ISO 9001

6) ISO 27001 (IIpasunvueii omeem: 6)

B) ISO 14001

r) ISO 45001

Kakoii mpoTokos o0ecriedyrBaeT 3aluTy JaHHBIX Ha TPAHCIIOPTHOM YpOBHE?

a) HTTP

0) TLS (IIpasunvuoiii omeem: 6)

B) FTP

r) ARP

Kakoli aneMeHT ceTeBoi apXUTEKTyphl 00€CIIeUrBaET pa3/ielieHne BHYTPEHHEH ceTu U
UHTEpHETA?

a) Mapuipyrtuzarop

0) DMZ (IIpasunvhuiii omgem: 6)

B) Konuenrparop

r) Monem

Kaxoit Tun MexxceTeBoro KpaHa aHAIM3UPYET COACPKUMOE TTAaKETOB HA YPOBHE MPUIIOKEHUN?
a) [TakeTHsIit puiabTp

0) NGFW (IIpasunvuviii omeem: 6)

B) Stateful firewall

r) [Ipokcu-cepsep

Kakoii npoTokoi ncnosb3yercs uist 6€30MacHOro yJal€HHOr0 aIMUHUCTPUPOBAHNUSA?
a) Telnet

0) SSH (Ilpasunvnuobiii omeem: 6)

B) RDP

r) VNC

Kaxoit kommonenT PKI oTBeuaer 3a Beigady cepTudukaToB?

a) Penozuropuii

0) Llentp cepruduxamuu (Ilpasunvroiti omeem: 6)

B) OCSP-cepaep

r) CRL

Kakoii meton 3amuTsl Hanbosee 3¢ pextuBer npotuB MITM-arak?

a) NAT

0) Ceptudukars! u mmdpoanue (IlpasunvHulii omgem: 0)
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B) VLAN

r) MAC-dunpsrparus

Kakoii HHCTpYMEHT HCIIONIb3YyeTCs AJIsi OOHAPYKEHHSI CeTEBBIX aHOMAJIHIA?

a) AHTUBUPYC

0) IDS (IIpasunvhoiii omseem: 6)

B) bpanamayap

r) VPN

Kaxkoit ctanmapT peKkoMeHyeTcs IS 3alUThl O€CIIPOBOAHBIX CETEH?

a) WEP

06) WPA3 (Ilpasunvrwiii omsem. 6)

B) WPA

r) WPS

Kakoii mapamerp Hanbosiee BaXKECH JUIsl CTOMKOCTH MAPOIbHON 3alTUTHI?

a) PerynspHas cmena naposst

0) Jnuna u cnoxHocts (IIpasunvusiii omseem: 0)

B) Mcnionp3oBanue nudp

r) XpaHeHHe B 3ami(POBAHHOM BHUJIC

BcraBbTe mpomnyiieHHoe CI0BO:

ArTaxa, HanpaBJICHHAs Ha NiepenojHeHne Oydepa v BBIOIHEHUE TPOU3BOIILHOTO KOAA,
HA3bIBACTCS .

(IIpasunvuoiii omeem: buffer overflow / nepenonnenue d6ygepa)

BcraBbTe mpomnyIiieHHoe CI0BO:

IIpoTokon UCIonb3yeTcs A 3amuiménnon nepemaaun runeprexcra (HTTP over TLS).
(IIpasunvuviii omeem: HTTPS)

BcraBpTe npomnynieHHoe ClI0BO:

CaolicTBO HH(OpMAIIHMH, 03HAYAOIIIEE €€ TOCTYIMHOCTh TOJBKO aBTOPU30BAaHHBIM
MIOJIb30BATENSIM, HA3bIBACTCS

(Tlpasunvnovlit omeem. konguoenyuarvrnocms / confidentiality)

BcraBpTre npomnynieHHoe ClI0BO:

Cucrema, npegHa3zHavYeHHAs U1 OOHAPYKEHUSI BTOPKEHUI B C€Th, 0003HAUAETCS
ab0OpeBHaTypoit .

(IIpasunvroiii omeem: IDS)

BcraBpTre npomnynieHHoe ClI0BO:

Yrtunura SBIISIETCS CTAHIAPTHBIM HHCTPYMEHTOM JIJIsl CKAHUPOBAHU S ITOPTOB U
OTIpeIeJICHNUS] CEPBUCOB B CETH.

(IIpasunvroiii omeem: Nmap)

Y CTaHOBHUTE COOTBETCTBHUE MCKIAY TUIIOM aTaKu U €€ ONHCaHUEM:

Twumn ataku Onucanue

A) ATaka ¢ 1IenpI0 clieNaTh Pecypc HETOCTYITHBIM IS

1. DoS o
JIETUTUMHBIX I10JIb30BaTENEH

b) IlepexBat 1, BO3MOXKHO, H3MEHEHUE

2. MITM
Tpaduka MEXIy IBYMs y3J1aMu

3. SQL-unbexnus B) Buenpenue Bpenonocuoro SQL-ko1a B mofist BBOAa BEO-TIPUIIOKEHUS]




Twumn ataku

Omnucanue

4. XSS

I') BHenipeHne BpeJOHOCHOTO CKpHUIITa B B€O-CTpaHHUILY,
IIPOCMATPUBAEMYIO JKEPTBOU

*[IpaBwibHbIl OoTBET: 1-A, 2-b, 3-B, 4-T'*

17. YcranoBuTte coOTBETCTBUE MEKAY TPOTOK0JIOM VPN 1 ero xapakTepucTHKOM:

[IpoTokon

XapakTepucTuka

1. PPTP

A) YcrapeBuuii, UMEeT U3BECTHBIC YA3BUMOCTHU

2. L2TP/IPsec

b) O6ecnieunBaeT X0poIryro 6e30MacHOCTh, HO CIIOKEH B HACTPOITKE

3. OpenVPN

B) I'u0kwii, ¢ OTKPBITHIM HCXOJHBIM KOJI0M, Hcronb3yeT SSL/TLS

4. WireGuard

I') CoBpemeHHBII, BBICOKOMTPOU3BOAUTEIbHBIA, MUHUMAJIACTUYHBIN

*[IpaBunbHbIN OTBET: 1-A, 2-b, 3-B, 4-T'*

18. YcraHoBHTE COOTBETCTBHE MEXTy MOJIENIbI0 KOHTPOJIS TOCTYTIA U €€ IPUHITUIIOM:

Moneinb [TpuHIMn
1. DAC A) Brnanenen o6bekTa cam onpeaenseT npasa A0CTyIa K HeMy
b MAC b) Hoctym onpenensieTcss HA OCHOBE METOK 0€30MacCHOCTH
U [IEHTPAJIM30BAHHBIX MTPABUI
3. RBAC B) IlpaBa noctyna Ha3HAualOTCSl HA OCHOBE POJIel MOJIb30BaTeNNel B OpraHu3aluy

*[IpaBunbHbIN OTBET: 1-A, 2-b, 3-B*

19. YcraHOBUTE COOTBETCTBHUE MCKAY UHCTPYMCHTOM U €0 HA3HAYCHUCM:

HCTpyMEHT Ha3nauenue
1. Wireshark A) AHanuzarop ceTeBoro Tpaduka
2. Nmap b) Ckanep mopToB u 0OHapyKEHHE CEPBUCOB
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MucTpymeHT

Haznauenue

3. Metasploit

B) ®peitmMBOpK 1)1 TECTUPOBAHUS HA IPOHUKHOBEHHE

4. OWASP ZAP

I') Cxanep ysi3BUMOCTEH BEO-TTPUIIOKESHUM

*[IpaBunbHBIN OTBeT: |

-A, 2-b, 3-B, 4-T'*

YcTaHOBUTE COOTBETCTBUE MEXKTY CBOMCTBOM OE301TACHOCTH M €ro onucanuem B mojaenu CIA:

CBOIICTBO

Onucaunue

1. KonpuneHmanisHOCTh

A) I'apanTus Toro, uto HHGOPMALUS JOCTYITHA
TOJIbKO aBTOPU30BAHHBIM CyObEKTaM

2. llemocTHOCTD

b) 'apanTus Toro, uro nHpoOpMaHs
He ObljIa U3MEHEHa HECaHKIIMOHUPOBAHHO

3. JlocTynHOCTb

B) I'apantus Toro, yto nHGpOpMAaIIH
JOCTYIHA aBTOPU30BAHHBIM CYObEKTaM 110 TPEOOBAHUIO

*[IpaBuibHbIN OTBET: 1

. Pacnonoxxure 3Tanel Te

[Tony4yenue nocryna (E

-A, 2-B, 3-B*

CTUPOBAaHHA HA MIPOHUKHOBCHUC B IIPABUJIIBHOM ITOPAIKE:

xploitation)

Coop undpopmannu (Reconnaissance)
CkanupoBaHnue u aHanu3 (Scanning)
Cocrasnenue otuéra (Reporting)
(IIpasunvroiii omgem: 2 — 3 — [ — 4)

Cerenoii (Network)

. Pacnionoxxute ypoBau moaenu OSI B mopsiike oT (PU3UIECKOTO K MPUKIIATHOMY:

Kananpnsiii (Data Link)

®usnueckuii (Physical)

Tpancnoprhslii (Transport)
(Ilpasunvuvii omeem: 3 — 2 — 1 — 4)

. Pacnmonoxxure MmeToanl ayTCHTI/I(pI/IKaI_II/II/I B MMOPAAKE BO3paCTaHUs UX HaJEXHOCTH (OT HaNMMCHEC

K Hanbosee HaIEKHOMY):

[TaponpHas ayTeHTUDUKAIHS

JByxdakropHas ayreHTudUKanus (mapoas + SMS)

buomerpuueckas ayreHTU(UKALINS + alllapaTHBIN TOKEH

(Ilpasunvnovui omeem: 1 — 2 — 3)

PacnionoxuTe NOKOJIEHUS! MEKCETEBBIX SKPAaHOB B XPOHOJIOTUYECKOM MOPSIKE MX MOSBICHUS:
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[TakeTHBIC QUITBTPHI

Stateful inspection firewalls
Application-level gateways (mpokcu)
Next-Generation Firewalls (NGFW)
(IIpasunvholit omeem: 1 — 3 — 2 — 4)

. Pacnonosxure crannaptel 6e3onacHoctd Wi-Fi B mopsiike Bo3pacTaHusi UX KPUITOCTOMKOCTH:

WEP

WPA

WPA2

WPA3

(IIpasunvuvii omeem: 1 — 2 — 3 — 4)

. Kakas u3 MNEPCUUCIICHHBIX aTaK OTHOCUTCHA K KJIaCCY aTaK Ha I[OCTYHHOCTB?

a) SQL-unbexumst

06) DDoS (IIpasunvueiii omeem: 6)

B) MeskcaiiToBblii ckpunTHHT (XSS)

r) GummHr

Kakoii nopt no ymomnuanuto ucnoiassyercs st HTTPS?

a) 80

0) 443 (Ilpasunvhwiii omsem. 6)

B) 22

r) 21

Kakoii anroputm mu@poBaHus SBISIETCS ACHMMETPUIHBIM?

a) AES

6) 3DES

B) RSA (Ilpasunvusiii omeem: )

r) ChaCha20

Yro takoe ¢pumHr?

a) Ataka Ha nepenojiHeHue oydepa

6) MaccoBast pacchlIKa ITMCEM C LIENbIO MOJIy4YeHHs KOH(UASHINATbHON
undopmanuu (Ilpasunvruiti omeem: 6)

B) CkaHMpOBaHNE IOPTOB

r) [lonOop nmaposnst merogom nepedopa

Kakoii npoTokos ncnosab3yercst JUlsl ypaBiIeHUsl CETeBBIMU YCTPOICTBaMu, HO MepeaéT
JTAHHBIE B OTKPHITOM BHJIE U HE PEKOMEHIYETCsl K UCTIOIh30BaHUIO?
a) SSH

6) SNMPv3

B) Telnet (IIpasunvHuiii omeem: 8)

r) RDP

1.3 3aganusn

[TpoBecTr cCkaHMPOBAHKE CETH C MOMOIIBI0O NMmap, BEISIBUTH OTKPBITHIE TOPTHI U YSI3BUMbBIE
cepBUCHL. COCTaBUTH OTUET C PEKOMEHIAIMSIMH TI0 YCTPAHEHUIO PUCKOB.

Hactpouts mMexceTeBoil akpaH ¢ moMorsio iptables/nftables. 3abmokupoBath HexenaTENbHbIN
tpaduk (ICMP, nonsitkn Opyrdopca SSH), HacTpouTh TOTUpOBaHKE TTOA03PUTEITHHBIX
HOIKIIOUEHHUH.

C nomousto OWASP ZAP npoBepuTh TeCTOBOE BeO-TIpHIIOKEeHHE Ha ysa3BUMocTH (SQL-
uHbekuuu, XSS). [Ipoanann3upoBats pe3yabTaThl U MPEUIOKUTH MEPHI 3AIIUTHI.
CmozenupoBaTth aTaky THIA «4esoBek nocepeaune» (MITM) ¢ ucnons3oBanuem Ettercap.
HactpouTts 3amuty yepe3 VPN nian HTTPS u npoBeputs e€ 3¢ hekTuBHOCTS.
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28.
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30.

[TpoBectu aymut 6e3onacHoctd OC Linux/Windows Ha cooTBetcTBHEe cTangapTam CIS
Benchmark. BeisiButh criabeie Mecta B KOHUTYpaIUH, OTKIIOUYNTh HEHY)KHBIC CITY)KOBI,
Hactpouth SELinux/AppArmor.

Hanucars ckpunt Ha Python ams mpoBepku cli0)XKHOCTH MapoJieit mosab3oBaTesieil Ha OCHOBE
3aJJaHHOH MOJINTUKY (IJTMHA, HAIMYKE (P, CIICIICHMBOJIOB).

Coznarb camonoanucanubiii SSL/TLS ceprudukar u Hactpouts BeO-ceppep (Apache/Nginx) Ha
paboty no HTTPS.

[TpoananusupoBath Aamil ceteBoro Tpaduka B Wireshark, BBISBUTH 1OA03pUTENBHYIO
AKTUBHOCTH (CKaHUPOBAHUE TIOPTOB, MOMBITKH SKCIUTYaTaLlUH ).

Hactpouts VPN-cepBep Ha 6a3e Open VPN uin WireGuard, mpoBepuTh MOAKIIOYEHUE KIIMEHTA
Y 3aIMAIIEHHOCTD KaHaja.

PeanuzoBath npocToil MexkceTeBoii skpaH Ha Python ¢ ucnons3oBanueM 6ubarOTEKH SCApPY,
¢mibTpyromuii makersl no [P-angpecam u mopram.

Pa3paboraTs noauTHKy HHGOPMALMOHHON O€30MMaCHOCTH ISl MaJIOTO MPEANPUATHS (OUCaTh
OCHOBHBIE pa3Zeiibl: yIIPaBJIEHUE JOCTYIIOM, 3alllUTa JaHHBIX, pEaripOBaHUE HA WHIUICHTHI).
[TpoBecTu aHanu3 3aMIIEHHOCTH BEO-MIPUIIOKEHHUS C UCTIOIb30BaHNEeM HHCTpyMeHTa Nikto.
Hactpouts 6panamay’p Windows B pexkrMe MOBBIIIEHHOW 0€30IMaCHOCTH: CO3/1aTh MpaBUiIa IS
pa3pelieHus TOJIbKO OMpPeIeIEHHBIX BXOAAIIUX MOIKIIOUEHUH.

Hcnonw3ys yrunuty fail2ban, nacrpouts 3amury SSH-cepBepa ot Opyrdopc-arax.

[TpoBepuTh CTOWKOCTH MapoJieii ¢ momoribio yrrauthl john the ripper nim hashcat va npumepe
XelIei U3 TeCToBoro gaiia.

Hanucatsb scce Ha TeMy « 9TUYECKUE U MTPABOBBIC ACTIEKThI TECTUPOBAHUS HA IPOHUKHOBEHHE.
CocTraBHTh YEK-JIUCT sl ayuTa Oe3omacHocTi OecripoBogHO# Touku noctyna (Wi-Fi).
[TpoBectu ananus xkypHanoB coObiTrii Windows/Linux Ha peamMeT oOHapy>KeHHUs CIeI0B
BTOP)KEHUSI.

Pa3paboraTe CKpUNT /It MOHUTOPUHTA IIEJIOCTHOCTH KPUTUYECKUX CUCTEMHBIX (hailioB
(HampuMep, C UCMIOITB30BAHUEM XEII-CYMM).

Hactpouts Ha Mapuipytusarope npasuia NAT u nmpoOpoca mOpTOB, OLIEHUTH BIUSHUE HA
0€30MacHOCTh CETH.

CpaBHMTb (QYHKIIMOHATIBHOCTb U O€30MAaCHOCTH MPOTOKOJIOB yAanéHHoro foctyna RDP, VNC,
TeamViewer.

Cosnatp noByuiky (honeypot) Ha 6aze Cowrie i smynsaunu SSH-cepBepa v aHann3a AeHCTBUM
3II0YMBITIJIEHHUKOB.

[TpoBecTu TecTupoBaHue Ha MPOHUKHOBEHNE METO/IOM COLIMATbHOMN HHKEHEPUU
(cumynpoBaHHast (GUIIMHTOBAS PACCHUIKA C COTIIACHS PYKOBOJICTBA) M aHAJIU3 PE3YIbTATOB.
HactpouTh leHTpaan30BaHHBIN COOp JIOTOB C HECKOJIBKUX CEPBEPOB C UCIIOJIb30BaHUEM Syslog-
ng uinu rsyslog.

PeanuzoBath nporpammy ais mudpoBaHus/aemndpoBanus PpaitioB ¢ UCMOIb30BaHUEM
anroput™ma AES B pexxume CBC.

Co3aatp 1 noanucarh MUPPOBYIO MOANUCH Ui (aiina ¢ ucnoias3zoBanuem GPG.

Uccnenosats ysa3BuMocTh CVE-XXXX-XXXX (1o yka3zaHHIo IpernoaBaress) u
MPOIEMOHCTPUPOBATH CIIOCOO HKCIUTyaTallui Ha BUPTYaJIbHOM CTEHJIE.

Hammucate nmpaBuia jmuist Snort wim Suricata 1t oOHapy>KeHHUsI aTak Ha BeO-cepBep (Harmpumep,
nonbITKU SQL-UHBEKIHI).

[IpoBecTn ananm3 3amuméaHOCTH 0a3b1 aHHBIX MySQL/PostgreSQL ¢ momMorsio
CHeHaTU3UPOBAHHOTO CKaHepa (Hampumep, sqlmap).

Pa3paboraTh miiaH pearupoBaHusl Ha MHIUJIEHT HH()OPMAIIMOHHON 0€30MacHOCTH (Ha puMepe
3apakeHUs] BUPYCOM-IITH(PPOBATIBIIUKOM).



2. KPUTEPUU OHEHUBAHUA ITPU TPOBEJAEHUHN TEKYHEI'O KOHTPOJISA

Bun

HaumenoBanue paboTsl
KOHTPOJIS

Haumenosanue
OIICHOYHBIX CPEJICTB

[Ixana orteHnBanus

Bompocs! 11t 06cyxneHus Ha
3aHATUSX;

Y CTHBIE ONPOCHI IO paHeEe
U3y4EeHHOMY MaTepHaiy;

Texymun
KOHTPOJIb

OneHka BbICTYIIIICHUI
Ha MPaKTUIECKOM
(ceMmuHApCKOM)
3aHSATHH, IPOBEPKA

OTJINYHO

XOPOIIO

[TucrmeHHBIC PAOOTHI:
pedepatbl, TECTOBbBIE 3aaHUS;
[IpakTueckue 3ananus;
Pedepatsl u nokiansl no remam
(BompocaM), BBIHECEHHBIM Ha
CaMOCTOSITENIbHYIO paboTy.

3aJJaHUH, YCTHBIN
OIPOC, OLICHMUBAHUE
JIOKJIaJI0B, pedepaTron

YIIOBJIETBOPUTEIBHO

HCYIOOBJICTBOPUTCIIBHO

KpnTeme OICHUBAHUA YCTHBIX OTBETOB oﬁyqammnxcsl

[Ikama
OLICHUBAHUA

XapakTeprucTHKa OLIEHUBAHUS

OTJINYHO

OLICHUBAETCA OTBET, KOTOPBIM IIOKA3bIBAET IIPOYHBIE 3HAHUS OCHOBHBIX
IPOLIECCOB H3ydyaeMOW IpeAMETHOH 00jacTH, OTJIMYaeTcsl TIJyOMHOH W
IIOJIHOTOM PACKPBITHSL TEMBI; BIIAJICHUE TEPMUHOJIOIMYECKUM aIlllapaToM;
yMEHHUE OOBACHAThH CYIIHOCTb, SIBJICHUH, MPOLIECCOB, COOBITHIH, JieaTh BBIBOJIBI
u 0000mIeHUs, JaBaTh apryMEHTHPOBAHHBIC OTBETHI, NPUBOIUTH IPUMEPHI;
cBOOOHOE BJIaJICHUE MOHOJIOTHYECKOHN peyblo, JIOTUYHOCTh u
IIOCJIEOBATEIBHOCTD OTBETA.

XOpOLIO

OLICHUBAETCSl OTBET, OOHAPYKUBAIOIINI MTPOYHBIC 3HAHUS OCHOBHBIX MPOIIECCOB
M3y4yaeMoil TMpeaMeTHOW o0iacTH, OTJIWYaeTcss TAyOWMHOW U TOJHOTOM
PacKpbITUS TEMbI; BIAJEHUE TEPMUHOJIOTMYECKUM alllapaToM; YyMEHUe
OOBSACHITh CYIIHOCTh, SIBJICHHM, MPOLIECCOB, COOBITHUM, H€NaTh BBIBOJABI U
00001IeHNs, NaBaTh apryMEHTHPOBaHHBIE OTBETHI, MPUBOAUTH MPUMEPHI;
cB00OO/IHOE BJIa/ICHUE MOHOJIOTHYECKOW  Peublo, JIOTUYHOCTh u
MOCJIeI0BATENBbHOCTh OTBeTa. OHAKO JOMYCKAEeTCsl OJHA - JIBE HETOYHOCTH B
OTBETE.

YAOBJICTBO-
PUTCIIBHO

OIICHUBAETCA OTBET, CBHJETEJIHCTBYIOIIMHA B OCHOBHOM O 3HAaHWHU MPOLIECCOB
M3y4aeMoi mpeaMeTHONW 00NIacTH, OTIMYAIONINICS HeJOCTaTOUHON TIIyOuHON U
MOJTHOTOM PAaCKPBITHS TEMbI, 3HAHUEM OCHOBHBIX BOIIPOCOB TEOPHH; Ci1abo
chOpMUPOBAHHBIMI HaBBIKAMHU aHANU3a SBJICHHI, MPOIECCOB, HEIOCTATOYHBIM
YMEHHEM J1aBaTh apryMEHTHUPOBAHHBIE OTBETHI W IPUBOIAUTH IPUMEPHI;
HEJIOCTATOYHO CBOOOJHBIM BJIQJICHHEM MOHOJIOTHYECKON PEUbl0, JOTUYHOCTHIO
U TIOCIEeNOBAaTENbHOCThIO OTBeTa. JlomyckaeTcs HECKONbKO OIMMOOK B
COJICpKaHUU OTBETA.

HEYIOBJIET-
BOPHUTEIBHO

OLICHHMBAETCsS OTBET, OOHAPYXHUBAIOIIMM HE3HAaHHWE TPOLECCOB H3ydaeMon
NpeIMETHOM 007acTH, OTIMYAIOUIMNCA HErJIyOOKMM pacKpbITUEM TEMBI,
HC3HAHUEM OCHOBHBIX BOIIPOCOB TCOPHH, HeC(i)OpMI/IpOBaHHBIMI/I HaBBIKaAMH
aHaJIM3a SIBJICHUH, [TPOLIECCOB; HEYMEHNUEM JIaBaTh apryMEHTHUPOBAHHBIE OTBETHI,
clabbIM BIIQJICHMEM MOHOJIOTHYECKOW peubl0, OTCYTCTBHEM JIOTMUHOCTU U
M0CJIeI0BATENbHOCTH. JIOMyCKAIOTCsI Cepbe3HbIe OIMOKHU B COJIEP>KaHUM OTBETA.

Kpurepun oneHuBanus padoThl 00y4YaOIIMXCS HA CEMHHAPCKHX 3aHATHAX

Ikana
OILICHUBAaHUA

IToka3arenu Kpurepun




[xamna
[Tokazarenu Kpurepuu
OIICHUBAHUS
OTan4HO . IlomuoTta 3anaHue pemeHo caMocTosTeNnbHO. [Ipu 3ToM cocraBieH
BBITIOJTHEHUS MPaBUJIbHBIN AJITCOPUTM PEIICHUS 3aJaHusl, B JIOTHYECKUX]
MPAaKTUYECKOTO U paccyXJeHusiX, B BblOOpe GOpMyNl M PELIEHUU HET
TECTOBOI'O 3aJ]aHUsl |OUIMOOK, IIOJIy4€H BEpHBIM OTBET, 3aJaHUE PELICHO
(mosHOTa OTBETA); | palMOHAIBHBIM CITOCOOOM.
. CBoeBpeMeHHOCTh |JlaH TpaBUIBHBI M HCYEPHBIBAIOIIMNA OTBET HA|
BBIITOJIHEHUS [IOCTaBJICHHBbIE TEOPETHUYECKHUE M TECTOBBIE BOIPOCHI, B
3aJlaHus; KOTOpBIX  OOy4aroIIuiicsi  MOKa3al  BCECTOPOHHEE
. IlocnenoBaTebHOCT | CUCTEMHOE 3HAHME IMPOTrPAMMHOIO MaTepHala, YCBOCHUE
b ¥ PAllMOHAJILHOCTb | OCHOBHOW M JIONOJHMUTEIBHOW JIUTEPATYpPbl, YETKOE
BBIITOJIHEHUS BJIAJICHUE NOHATUHHBIM annapaToM.
Xoporio [IPaKTUYECKOI O 3azaHue penieHo ¢ nomoleko npenoaasarens. [Ipu stom
3a/1aHUs COCTABJICH NPABWJIbHBIM QJITOPUTM PELIECHUS 3aJaHusl, B
(JtornyHOCTB U JOTHYECKOM  PACCYXJEHUU u perieHun HET|
YETKOCTb OTBETA);  |CYIIECTBEHHBIX OMIMOOK;, MPaBWILHO CIelaH BbIOOP
. IIpaBuibHOCTH dbopmMyn ansi pemeHus; eCThb OOBSICHEHHE PELICHHS, HO|
OTBETOB Ha 3aJlaHue PEIIEHO HepaloHAIbHBIM CIOCOOOM WY
BOIIPOCHI; JIONYILIEHO HE Oojee IBYX HECYLIECTBEHHBIX OIIMOOK,
. CaMOCTOATENILHOCT | TIOJYYCH BEPHBIH OTBET.
pemenus (BnageHue |Ha mocraBieHHbIE TEOPETUYECKHE U TECTOBBIC BOIPOCHI,
JOIOJIHATENBHBIM  |TIPU  KOTOPBIX OOydYaroIIuiics ToKa3ald JOCTAaTOYHBIH
MaTepuaIoM); YpOBEHb 3HAHWH OCHOBHOI'O IPOrpPaMMHOI0 MaTepuaia:
. 3HaHue OocBoeHHEe MH(OpPMAINK JEKIIMOHHOTO Kypca U y4eOHBIX|
HOPMAaTHUBHO- ocooui, OBJIAJICHUE MOHATHUINHBIM armnaparom,
3aKOHOJATENbHOM  |METOAMKOW WCCIEAOBAaHUNM TMpPU TOMBITKE aHAIN3a
0a3bl 1 pPa3JIMYHBIX CUTYALM.
VY nosnerso- TEPMHUHOJIOTUU 3ajmaHue pemeHo C MOJACKAa3KaMH  IpenojaBaTelis.
pUTETHHO Kypca 3ajaHue penieHo B 00IIeM BUJIE.
OOyuaronuiics TmoKa3ajl CpeJHMH YypOBEHb 3HAaHUMH]
OCHOBHOTO IPOrpaMMHOI0 Marepuaja, HO HE MOI]
yOequTeNnbHO apryMEHTHUPOBATh CBOM OTBET, OIIMUOCS B
WCIIOJIb30BAaHUM  TOHATUHHOrO  ammapara, IoKasajy
HEJIOCTAaTOYHBIE 3HAHUS JIUTEPATYPHBIX UCTOUHUKOB.
Heynosner- 3aiaHue He pelieHo.
BOPUTEIBHO OOyyaromuiics  MPOJEMOHCTPUPOBAT  3HAUUTENBHBIE
mpoGenbl B 3HAHUSAX  OCHOBHOIO  MPOTPAMMHOIO,
Marepuana, He apryMEHTHpOBaJ CBOM OTBET, IOKa3aJy
HEYJIOBJIETBOPUTEIbHBIE 3HAHUS MOHATUHHOTO anmnapara
Y CIIEHUATILHOM JINTEPATYPHI.
Kpurtepun ouennBanus pegeparon
Cpenctso Kpurepun onennBanus Hlxaza
KOHTPOJIS OIICHUBAHUS
Pedepar |Bemonnensl Bce TpeOOBaHMS K HAaNMCAaHMIO U 3amMre pedepara:| OTIMYHO

o0o03HaueHa mpobieMa M OOOCHOBaHa €€ aKTyaJbHOCTh, CJeNaH
KpaTKU{ aHallu3 Pa3InYHBIX TOYCK 3PEHHS Ha pPacCMaTPUBACMYIO
npobiemy
copMyTHpOBaHBI BBIBOJBI, TEMa PACKPhITa ITOJHOCTHIO, BBLICPIKAH
00BEM, COOMIOZICeHbI TpeOOBaHUs K BHEIIHEMY O(OpPMIICHUIO, JTaHBI
NPaBUILHBIC OTBETHI HA JIOTIOJIHUTEIEHBIC BOIPOCHL.

JJOTUYHO

H3JI0KCHA coOCTBEHHAs O3MuIIMA,




Pedepar packpbiBaeT mOAHATYIO MPOOJIEMATHKY B TIOJTHOM 00BEME.

OcHoBHBIE TpeOOBaHUs K pedepaTy U €ro 3aIlUTe BBIMOIHEHBI, HO
IIPY 3TOM JIOIIYIIICHBI HETOYETHI. B 4acTHOCTH, MMEIOTCSI HETOUHOCTH
B U3JI0KEHUHU MarepHaa; OTCYTCTBYET JOru4ecKas
MIOCJIEI0BATENBHOCTh B CY)KICHUSX; HE BBACPKaH 00bEM pedepara;
UMEIOTCS YITYIIEHUS B 0()OPMIICHHH; Ha JIOTIOJIHUTEIbHBIE BOIIPOCHI
IIPY 3aIIUTE 1aHBI HEMOJIHBIE OTBETHI.

B pedepare uMErOTCSI HETOYHOCTH M TMpeaMETHas 00JIacTh
BBICTYIUICHHS PACKpPbITA HE B IIOJIHON Mepe.

XOPOIIIO

HwmeroTcs  CyliecTBEHHBbIE  OTCTYIUICHMS OT  TpeOoBaHMH K
pedepupoBanuto. B wacTHOCTH: Tema OcBelleHa JHIIb YaCTHYHO;
JOMyIIeHb! (PaKTUYECKHEe OIUOKH B COJACPXKaHUU pedepaTa Wid Ipu
OTBET€ Ha JIONMOJHHUTEIFHBIC BOMPOCH; BO BpEeMs 3alUTHI
OTCYTCTBYET BBIBO/I.

B pedepare He B MOMHON CTENEHM PACKPHIT MOHATUIHBINA anmapar,
UMEIOTCS CYIIECTBEHHBIE HETOYHOCTH B Tporecce (popMHUpPOBaHUS
BBIBOJIOB.

YIIOBJIETBOPHU
TEJIBHO

Tema pedepara He packpbiTa, OOHAPYKHUBAETCS CYIIECTBEHHOE
HETIOHHUMaHHE MTPOOIIEMBI.

Tema pedepara He packpbITa MM BHIIIOJIHEHA HE 10 CYIIECTBY paHee
MOCTaBJICHHOT'O BOIPOCA.

Pedepar He cnan / nokmaj He cenaH.

HCYOOBJICTBO
PUTCIIBHO

KpuTepnn OICHUBaAHUA TECTOB

Cpencto
KOHTPOJIS

Kputepun oneHuBanus —

OTBCTOB

MPOLEHT MOJ0KUTEIbHBIX [ITkana oneHnBaHUs

TectupoBanue 90-100 OTJINYHO

70-89 XOpOUIO

40-69 YZIOBJIETBOPUTEIIBHO

<39 HEYJIOBJIETBOPUTEIBHO

3. OIEHOYHBIE CPEJICTBA IS MIPOMEXYTOUYHOM ATTECTALIUU

CpencTBa OlIEeHMBaHMS B X0/1€ TPOMEXYTOUHOM aTTeCTalluu:

BOIIPOCHI K 3K3aMCHY,
MPAaKTUYCCKUC 3a/IaHUS SK3aMCHaA.

Koanl

KOMIIETeHIINH ocsoenus OIIOII 0 JUCHUIIJIHHE

PesyabTarsl IlepeyeHb MUIAHUPYEMBIX Pe3yJbTATOB 00YUYECHUS




IK-5 Cnocoben  mpunumMath{[IK-5.1. 3naer npuHLIUIIBEI OPMUPOBAHUS KOMILIEKCA]

ydacTue B[MEp 1o o0ecreyeHnIo MH(POPMALIMOHHOM
(hopMHUpOBaHHH, 0E301aCHOCTH MPEINPHUATHS (OpTraHU3AIINH );

OpraHu30BbIBATH y[[IK-5.2. Bmageer MeToJaMU  OpraHu3alud U
[10/1/1eP>KUBATh yIIpaBJIeHUS  JI€ATENbHOCTh  CIYKO  3aIlIUTh]

BEITIOJTHEHUE KOMIUIEKcaMH(popMauu Ha IPEeIPUITUN
Mep 10 OO0eCIeUeHHIO
H(OPMAIIMOHHOM
0€30I1aCHOCTH,
VIIPaBISATH  MPOIIECCOM
X pean3aliu

I1K-6 Criocoben [IK-6.1. 3Haer mnpaBOBbIE OCHOBBI OpraHU3alUY
OpraHU30BBIBATH 3l ThI rocy1apCTBEHHOMN TalHbI u
TEXHOJIOTMYECKUI KoH(MUIEHIMATEHON HHQOpPMAINK, 33Ja4d OpPraHOB
[porecc 3alUTHIBAIUTEl TOCYAaPCTBEHHOW TalHBI U CIYXO 3allUTh
HbOopManuu MHQopMallUM Ha MOPENNpHUSATHIX,  HOPMATUBHBIC

OrpaHUYCHHOI'0 AOCTYNAQIPABOBBIC AKTblI WU CTAHAAPTHI IO JIMICH3HUPOBAHUIO
B COOTBCTCTBUH CHCATCIIBHOCTH B obmactn obOecredyeHus 3allINThI|

HOpPMAaTHUBHBIMHA FOCY/TApCTBEHHOW TaWHbl, TEXHUYECKOW 3alIUThI
[PaBOBBIMU aKTaMH HMKOH(QUISHIIMAILHON WH(GOpPMAIMKM, HOPMAaTHBHBIC
HOPMaTUBHBIMHU MeTonnyeckue nokymeHTsl ®CBb Poccun, @CTIK]

Poccuu B 00J1aCTH 3aIMTHI HHPOPMAIIHUH;
[IK-6.2. Bnageer HaBbIKaMW OpraHu3aluu U
oOecrieYeHUs PeKUMa CEKPETHOCTH

3.1 Bonpocsl K 3K3aMeHy

1. [TonsTus uHpopMarus, nHpopmaTuzanus, uH(pOopMaLOHHAas cucTeMa,
UH(pOpMaLMOHHAs 0€301aCHOCTb.

2. [lonsiTust aBTOpa W COOCTBEHHMKA WH(OpMAllUM, B3aUMOJEHCTBUE CYOBEKTOB B
UH(POPMALIMOHHOM OOMeHe

3. 3amuTa HHPOpMaIUH, TaliHa, CPEICTBA 3aLIUThl HH(OPMAIUH.

4. Ilokazarenn wuHGOpMAaLMU: BaXHOCTb, MOJHOTA, aJIeKBaTHOCTh, PEJIEBAHTHOCTH,
TOJIEPAHTHOCT.

5. KommiekcHOCTh CHUCTEMBI 3aIUThl MH(GOPMAIMM: HHCTPYMEHTAlbHas, CTPYKTypHasd,
(GyHKIIMOHAIbHAs!, BpEMEHHAS.

6. Wnentudukanus, ayTeHTUGHUKALMS U aBTOPU3ALUSA: ONpPEeIeHus, Pa3iuyus, IpUMeEphI
peanu3aiuH.

7. OCHOBHBIE HOPMATHUBHBIE PYKOBOZSAIIME JOKYMEHTBHI, KacaroIIHMeCs TOCYJapCTBEHHOMN
TalfHbl, HOPMaTUBHO-CITPABOYHbIE JOKYMEHTHI.

8. CrpykTypa rocy1apcTBEHHON cUCTEMBI HH(POPMAITMOHHONW O€30MaCHOCTH.

9. JlokTpuHa nHpopmamonHoii 0ezonacHoctu Poccuiickoit @enepariui.

10.  IlousTue yrpo3sl. Buasl NpOTHBHUKOB UM «HAPYLIUTEICH.

11.  Kuaccudukauust yrpo3 uHpopmanuoHHoW Oe3zomacHOCTH. Buasl yrpo3. OcHOBHBIE
HapyIIECHNUS.

12.  XapaxTep MpOHCXOXACHUS YTpo3 (YMBIIUICHHBIC U €CTECTBEHHBIC (DaKTOpHI). MIcTOUHMKH
yrpos.

13. OcHOBHbBIE TOJIOXKEHUS TEOpPUM HHPOPMAIIMOHHOM Oe30MacHOCTH HMH(OPMAIIMOHHBIX
CHUCTEM.

14. Cucrembl oOHapykeHHs U npenoTrBpamenust sropsxkeruit (IDS/IPS): npunnmmsr paboTsl,

BU/IbI (CETEBBIE, XOCTOBBIE), METO/IbI AHAJIM3A.



15. Mopenu 6e30MacHOCTH U UX IPUMEHEHHUE.

16. dopManpHble MOEIH Oe30macHOCTH. JIMCKpermoHHas MOJenb XappucoHa-Pys33o-
VYibpmana.

17. TunusupoBanHass maTtpuua AocTyna. Mojenb pacnpocTpaHeHus mpaB goctyna Take-
Grant.

18. Mannatnas mozenb bemna-Jla-ITagynsl. PoneBas monutrka 6€301MacHOCTH.

19. VYa3Bumoctu BeO-mpunoxkenuit: SQL-UHBEKIINU, MeKcauToBblid ckpunTHHT (XSS),
CSRF.

20.  Vcmonp3oBaHHWE 3aIIMIIEHHBIX KOMIBIOTEPHBIX CHCTEM. ANMNapaTHBIE U MPOTPAMMHEIE
CpEICTBA JIJIs 3alIUThl KOMITbIOTepHBIX cucteMm oT HC/I.

21.  Meroas! kpuntorpadpuu. CHMMETPUYHOE U ACUMMETPUYHOE HIH(PPOBAHHUE.

22. ConnanbHas MHXXEHEpHs: ONpeeseHne, BUAbI aTak ((UIIUHT, TPETeKCTUHT, yclyra 3a
YCIIyTY), METO/Ibl IPOTUBOAECHCTBHUSL.

23. DnexTpoHHO-IK(pOBas MOANKUCH. AJITOPUTMBI 3JIEKTPOHHO-UNU(POBON MOIMHUCH.

24.  Be30macHOCTh OINEPAIMOHHBIX CUCTEM: MEXaHM3MBI 3alIUThl (pa3rpaHHueHUE JIOCTYIIA,

aynuT), cpenctBa ycunenus (SELinux, AppArmor).
25. besonacHocth OGecnipoBOHBIX ceTeil: ys3BuMocTH mpotokoioB WEP, WPA, WPA2;

npeumyiiectsa WPA3.
26.  Kpunrorpaduueckre reHepaTopbl CIIy9ailHbIX YUCEI.
217. Crnioco0sI pacnipoctpaneHus kiroueid. OdecrneunBaemasi uGpPoM CTENEHb 3aIHUTHI.

28.  Amnammzatopsl cereBoro Tpaduka (cHudGepsr): HazHaueHue, npumepsl (Wireshark,
tcpdump), METOIbI 3aIUTHI OT IepexBaTa Tpaduka.

29.  Cucrembl LEHTpaJIM30BaHHOrO cOopa W aHamm3a coObITHii Oe3omacHocTH (SIEM):
apXHUTEKTYpa, QyHKINH.
30. OCHOBHBIE TEXHOJIOIMH IMOCTPOCHUA 3alIUIICHHBIX 3KOHOMHWYCCKUX I/IH(bOpMaIII/IOHHI)IX

cucrteM. OyHKINHU 3aIUTHI THPOPMALIUY.

31.  Smpo um pecypcsl CpeAcTB 3amuThl HHpopMarmu. CTpaTeruu 3aiuThl HHQOPMAIIHH.

32.  OueHka 3aIIMIIEHHOCTH: ayAUT O€30MacHOCTH, TECTUPOBAHHE HA MPOHUKHOBEHHE,
aHAJIN3 YSI3BUMOCTEH.

33. Me:xceresble 3kpanbl. [IpoekTupoBanue MO.

34.  VHCTpyMEHTHI I8 aHaiW3a 3allUIIEHHOCTH: CKaHephl ys3Bumocted (Nessus,
OpenVAS), ppeitmBopku (Metasploit).

35. VYnpaiieHue ysa3BUMOCTAMU: KU3HEHHBINA LUK, TpuopuTe3anus, Patch Management.

36.  AHTHBHMpYCHas 3allluTa: MPUHLUUIBI pabOThl, BHUAbI AHTHBHPYCOB (CUTHATYpPHBIE,
IBPUCTUYECKHUE, TOBEICHUYECKHE).

37.  3ammra ot BpenoHocHoro I1O: kmaccudukaius BpeAOHOCHBIX NpoOrpamMM (BUPYCHI,
YEpPBU, TPOSHBI, PYTKUTHI, ITU(POBATIBIINKH).

38.  BoTHeTHI: CTpyKTYpa, COCOOBI YIIpaBlIeHHs, UCIIOIb30BaHUE B KMOepaTaKax.

39.  Araxu Ha cepBepa. ATaku Ha pabo4re CTaHIIUHN. ATaKa TUTIA «OTKa3 B OOCITY)KHBaHUM..
40.  be3onmacHOCTb OOJIAUHBIX BBIYMCICHUI: MOJENU OTBETCTBEHHOCTH, OCHOBHBIE PHCKH,
CPEJICTBA 3aIIMTHI.

41.  Kownreiinepusanus u 6e3omacHocTh: ocodeHHocTH 3aumThl Docker, Kubernetes.

42. bezonacHocTh 35ekTpoHHOM nouThl: poTOKOoJbl SPF, DKIM, DMARC nis 3amuTsl OoT

cny¢duHra u QUIIUHTA.

43.  3ammura DNS: araku (crydunr, oTpaBienue kama), DNSSEC.

44,  VYupaieHue JIOCTYIIOM K CeTeBbIM ycTpoicTBam: mpoTokonsl AAA (RADIUS,
TACACSH).

45.  CereBo€ CErMEHTHUPOBAaHME M MHUKPOCEIMEHTAllMs KaK METOJbl  IOBBILIICHHUS
0€30I1aCHOCTH.

46.  Wzomsauus tpadpuka: VLAN, npusatusie VLAN, VXLAN.

47. TynnenupoBanue u unkancyssius: GRE, [Psec, VXLAN.

48.  be3zomacHOCTH MPOTOKOJIOB MapiupyTtuzanuu: 3ammra OSPF, BGP.
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49.  besomnacHocTh [Pv6: 0cOOEHHOCTH 1 yTrpo3bl IO cpaBHEHHIO C [Pv4.

50. ®dusnueckas 0€30MaCHOCTh CETEBON WH(PACTPYKTYphI: KOHTPOJIb JOCTYIA, 3aIUTa OT
nepexasara.

51.  HHcaiinepckue yrpo3bl: BUJIbI, METO/IbI BHISIBICHUS U MPEAOTBPAILICHUS.

52. VmpaBnenue wunnmneHtamu HMb: stamel pearupoBanHus (IIOArOTOBKA, OOHApYXKEHHE,
cAepKUBaHUE, TUKBUIAIUS, BOCCTAHOBIIEHUE, aHAIIU3).

53.  Iudposas kpumuHaIKMCTHKA (HOPEH3UKA): LIEITH, ITAMbl, HHCTPYMEHTHI.

54.  Pe3epBHOE KONUPOBAHWE U BOCCTAHOBJIICHHE JaHHBIX Kak »JJIEMEHT 00ecredyeHUs
JOCTYITHOCTH.

55.  KaractpodoycroiiunBocTh U I1aHupoBaHue HenpepbiBHOCTH On3Heca (BCP/DRP).

56. [TpuHIMOBI TOCTPOCHHS 3AINMIIEHHBIX CETeW: MIyOOKas SIICJIOHMPOBAHHAS 3aIUTa
(Defense in Depth).

57.  Konmenmus Zero Trust Network Access (ZTNA): OCHOBHBIC TTPUHIIHITEL.

58.  bezonacHocth npomsbinuieHHBIX ceteil (ACY TII): ocobennoctu, nmpotokoibl (Modbus,
Profinet), yrpo3si.

59.  besomacHocts MHTepHeTa Bemie (1oT): mpoOiiemMbl, METOIBI 3aIIUTHI.

60. Otuka B obnactu mHpopmaImoHHo O6e3onacHOCTH. [IpaBoBbIe acleKThl AESTEIHHOCTH

crienuanucra 1o 1b.

3.2 [IpakTHYecKHre 3aJaHUA K IK3aMeHy

3amanue «CrkaHupoBaHue ceTH C NOMOIIbIO Nmapy.
BbInonHUTE CKaHMPOBAaHME YKa3aHHOTO IperojaBareieM auanazoHa IP-anpecos, ompenenuts
OTKpBIThIE TOPTHI, Bepcuu cepBUCcOB U OC. CocTaBUTh KPATKUI OTUET.

3aganue «Hacrpoiika MEKCeTeBOro JKpaHa iptables».
Co3nate HaOop mpaBwmil ais iptables, paspematomuii Tonsko Bxoasume SSH, HTTP, HTTPS u
Osokupytouii Bc€ octanbHoe. [IponemMoHcTpupoBaTh paboTy mpaBuil.

3aganue «AHaIn3 Tpajpuka B Wireshark».
OTKpBITH NPEIOCTaBIECHHBIN pcap-Qailsl, HallTH B HEM NONBITKY ayTreHTHuKauuu no FTP u
BOCCTaHOBUTb JIOTUH/Mapoiib. OOBACHUTD, KaK 3alIUTUTHCS OT 110100HOTO NepexBara.

3aganue «ITouck YA3BUMOCTEH BeO-NPUJIOKEHUS c OWASP ZAP».
3amycTUTh CKaHUPOBaHHME TECTOBOrO BeO-mpuiokeHus (Hanpumep, DVWA), BbIIBUTH
YSI3BUMOCTH, KJIACCU(UIIMPOBATH UX IO CTEIIEHU PUCKA, TPEJIOKUTH MEPHI [0 YCTPAaHEHHUIO.
3amanue «MopeaupoBanue MITM-araku " 3alIUTAaY.
B BupryansHOil cpene ¢ nmomompto Ettercap mponemoncrpupoBath nepexsar HTTP-Tpaduxa.
3arem Hactpouth HTTPS ni1st Be6-cepBepa u mokasark, 4To Tpauk CTajl HEUUTAEMbIM.

3ananue «Aymur ocC Ha COOTBETCTBHE CIS Benchmark».
C nomouipio CKpUIITa WIKM BPYYHYIO TPOBEpUTH Heckoibko MyHKTOB CIS Benchmark nms Linux
(HampuMep, CPOK JIEUCTBUS TaposieH, pa3penieHus Ha (aiiyibl). Beimucath HECOOTBETCTBHS.
3aganue «Co3nanue CaMOIOANMCAHHOIO ceprudukara.
CrenepupoBarb camononanucanubiii SSL/TLS cepruduxar ¢ nomomsio OpenSSL, HacTpouTh
Apache/Nginx Ha ero ucnoibs3zoBanue. [IpoBepuTth nojkiroueHne Opayepom.

3ananue «Hacrtpoiika OpenVPN cepBepay.
VYcranosuts u Hactpouth OpenVPN cepBep B pexHMe «TOUKa-TOYKa», CO3AATh KIMEHTCKHUN
KOH(UTYpallMOHHBIN (haiii, MpoBepUTh COeMHEHHE U MH(ppoBaHue TpaduKa.

3ananue «baokuposka brute-force arak c fail2ban».
Hactpouts fail2ban nis 3amumtel SSH cepBepa: ycTaHOBUTH MOPOr HEYNAYHBIX IOMBITOK U
Bpems Oana. [IpogemoHcTpupoBath 6s10kupoBKY [P-anpeca.

3ananue «AHaH3 3alUIIEHHOCTH B c sqlmap».
Ha TecroBoM ys3BUMOM NpUIIOKEHHHM C ToMolIpio sqlmap obnHapyxuth SQL-uHBEKIHIO,
HOJY4YUTh CIIMCOK 0a3 JaHHbIX. OOBSICHNUTH, KAK UCIIPABUTh YS3BUMOCTb.
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217.

3aganue «HacTpoiika Honeypot Cowrie».
VYcranoButh u 3amyctuth Cowrie Ha HECTaHJApPTHOM MOPTY, 3aJIOTMpPOBAaTh IOMBITKY
MOJIKJIIOUEHU S, IPOAHATIM3UPOBATD JEHCTBUS 3110yMbIIIJIEHHUKA (BBEAEHHBIE KOMAH/IbI).
3aganue «Hanucanue npaBuJja IS Snorty».
Hanwucars npaBuiio Snort st oOHapy>KEHUS MOMBITKH A0CTyMa K daiiny /etc/passwd depe3 BeO-
cepsep. [IpoBeputs cpabaTeiBaHM€ MpaBuUiIa.

3aganue «IIpoBepka CJIOJKHOCTH napoJiei c John the Ripper».
[TomyuuTs xemr naposis (M3 TecToBOro (haiiya) W MOMBITATHCS BOCCTAHOBUTH €0 C MOMOIIBIO
cioBapHoii ataku B John the Ripper. Ouenuts Bpems noadopa.

3ananue «Hactpoiika HEHTPAJIN30BAHHOI0 coopa JIOTOB».
Hactpouts rsyslog Ha kimeHTe Ui OTIPAaBKH JIOTOB Ha LEHTpaibHbBIA cepsep. [IpoBeputhb
MOCTYIJIEHUE COOOIIEHUH.

3aganue «Co3nanue GPG KJII04a U NOAINNCH (paitna».
CrenepupoBate napy GPG xmroueit, moanucarh ¢aii, 3KCHOPTUPOBATH OTKPBITHIA KIIOY U
IIPOBEPUTH MOANUCH HA APYTrOl MalIUHE.

3ananue «HacTtpoiika Opanamayaspa Windows».
Uepes rpaduueckuii marepdeiic mam PowerShell co3mare mpaBuiio, pasperiaromniee BXOISITUI
RDP Tonbko ¢ onpenenénnoro IP-ampeca.

3aganue «MOHMTOPHHT 1eJI0CTHOCTH (aiiios c AIDE».
WuummanusupoBats 0a3zy naHHbix AIDE, u3MeHMTh OIMH M3 OTCIIEKUBAEMBIX (ailnos,
BBITIOJIHUTH MIPOBEPKY U HAUTH U3MEHECHHUSI.

3amanue «AHAJIN3 JaMIia namMATH c volatility».
Hcnone3yst  ¢peiimBopk  Volatility, mnpoaHanm3upoBaTh TNPEJOCTABICHHBIA JaMIl MaMSATH
Windows, HaliTH 3amyIieHHbIE TIPOIECCHl U CETEBBIE COSAMHECHHUS.

3ananue «Ilounck yS3BHUMOCTeH c Nikto».
3anyctuth Nikto mpoTuB TecTOBOro BeO-cepBepa, HHTEPIPETUPOBATH MOTYUYECHHBIE PE3YIbTAThI.
3ananue «IKeITyaTanus YSA3BUMOCTH c Metasploit».

Haiitn moxxoasimuil SKCIIoUT As ya3BUMOM ciykO0bl (Harpumep, vsftpd 2.3.4) B Metasploit,
MIPOBECTH DKCILTyaTaIlMIO M IMTOJIYINUTh CECCHIO meterpreter.

3aganue «Hacrpoiika VLAN s 301U Tpapuka».
Ha ympasnsemoM xommyraTope (WM B smyjsTope) co3farh aBa VLAN, HacTpouTb HOPTHI
JIOCTYTA U TPAHK, IPOBEPUTH U30JsILMI0 Tpaduka mexxay VLAN.

3aganue «Co3nanue DMZ HA 0aze iptables».
C nomomusio iptables opraHu3zoBaTh AEMUWIMTAPU30BAHHYIO 30HY: Pa3pelIMTh JOCTYN U3BHE K
BeO-cepBepy B DMZ, Ho 3anpetuTs gocTym u3 DMZ Bo BHYTPEHHIOIO CETb.

3aganue «AHaIN3 0e3omacHOCTH 3aroJI0BKOB HTTP».
[IpoBeputh 3amaHHBIl BeO-calT Ha Hamuuue security-zarosoBkoB (HSTS, CSP, X-Frame-
Options 1 Ap.) U HanUCaTh PEKOMEHIAIUH 110 UX BHEJAPEHUIO.

3ananue «Hactpoiika DNS over HTTPS (DoH)».
Hactpouts Opaysep mim cucTeMHBbIN pe3osBep Ha ucnosnb3oBanue DoH mns mmpposanus DNS-
3anpocoB. [IpoBeputs ¢ momompio Wireshark.

3aganue «Pa3paboTka CKpHIITa s NPOBEPKH OTKPBITBIX NOPTOB».
Hanucars Ha Python ckpunt, kotopsiii npunumaet [P-anpec u crnucok mopToB, U IpoBepsieT UX
JIOCTYITHOCTB (aHAJIOT IIPOCTOrO CKaHepa IOPTOB).

3ananue «IndpoBanue (paiina c MOMOIIbIO AES».
Hanucare nporpammy (Ha Python ¢ ucnonb3oBanmem PyCryptodome), xoropas mmdpyer u
pacmudposbsiBaet ¢aiin anroputmom AES-256 B pexxume GCM.

3aganue «AHanu3 (pummHroBoro MHUCbMa».
W3yunts mpenocraBieHHOE (UIIMHIOBOE MHCbMO, OMpPENEIUTh MpHU3HAKW (UIIMHTa (aapec
OTIIPABUTEISL, CCHUIKH, BJIOXKEHUs), OOBICHUTh MEXaHH3M OOMaHa.



28. 3ananue «HacTrpoiika

(Google Authenticator).
29. 3aganune «CocraBiieHH

ABYX(paKTOPHOMH ayTeHTHPUKALHUHU SSH».
Hactpoutrs SSH cepBep nmisi ayreHTH(QHKAUKM C TMOMOIIBIO KJI0Ya W OJHOPA30BOTO TApOJIs

e nJjiaHa pearupoBaHust Ha

HHIUACHT.

Ha ocHoBe mpennoxeHHOTo cleHapus (Hampumep, 3apakeHue MU(PPOBAIBIIMKOM) COCTaBUTh
KpaTKHi IJ1aH pearnpoBaHus, yKa3aB OCHOBHBIE LIIATM U OTBETCTBEHHBIX.

30. 3aganue «AyauT

KOH(pUrypauuu ceTeBoro

YCTPOMCTBA.

[TpoBeputh koHUTyparuio Mapmpytusaropa (Cisco/HP) Ha mpeamer cooTBETCTBUSA 0a30BBIM
TpeOoBaHUSIM 0e30macHOCTH (OTKIIFOUEHHE HEHYXXHBIX CEpPBHCOB, HAcTpoiika maponeit, SSH

BMecTo Telnet).

4. KPUTEPUU OLIEHUBAHMUS ITPU MTPOBEJIEHAY ITIPOMEXYTOYHOM

ATTECTALUA

Ikana oueHUBaHUA YPOBHA C(POPMHPOBAHHOCTH KOMIIETEHIMH (110 NATHOAIbLHOM

CHCTeMe) IK3aMCH

dopMupyemMble YPOBHH
OCBOEHUSI KOMIIETCHIIMN

Kpurepuu onenuBanus

Ixama
OLICHUBaHUA

Bricokuii ypoBeHb

WznoxeHno mnpaBuiIbHOE MOHUMAHUE BOMPOCA,
YETKO U CAMOCTOSITEIBHO JaH HCUYCPITHIBAFOIIHI
OTBET, COJIepKaHue PacKphITO IIOJIHO,
npodeccuoHansHo, TpamMoTHO. OOydaronmmmcs
YCBOGHAa B3aUMOCBSI3b  OCHOBHBIX  TOHSATHH
JTHCILHIIINHBI B X 3HAYEHUU IS
npuodperaeMoit npodeccuu. Otpaxaet
YCHENIHOE M CHUCTEMATHYECKOE€ NPUMEHEHUE
HaBBIKOB U YMEHHUH MO JAaHHOW IHUCIUIUIMHE B
cootBeTcTBUH ¢ DI'OC.

OTJINYHO

ba30BbIi1 ypoBeHb

N3noxeHo mnpaBwiIbHOE IMOHUMAHHE BOIPOCA,
JaHO  JOCTaTOYHO  TOAPOOHOE  OINHCaHUE
MpeaMeTa OTBETa, NPUBEACHBI M PACKPBITHI B
TE3UCHOHU dhopme OCHOBHBIC MOHSTHS,
OTHOCSIIUECsT K TmpeameTy otBera. OTBeT
OTpakaeT MOJHOE 3HaHHE yuebHo-
MPOrPAMMHOI0 MaTepuaga, CUCTEeMaTUYECKUU
XapakTep 3HAaHUKW N0 JUCLMIUIMHE, a TaKXe
HaJIA4ne 0a30BoOro YPOBHSA OBJIaJCHUS
MPAKTUYECKUMU YMEHHUSIMH W HABBIKAMH 10
IaHHOW IuCIUIIINHE B cooTBeTCcTBHU ¢ DI'OC

XOPpOIIO

IToporoselii ypoBeHb

OTBeT  OTpakaeT TEOPETHYECKHE  3HaHHUE
OCHOBHOTO y4eOHO-TIPOrpaMMHOT0 MaTrepuayia B
o0beMe, HeOOXOIUMOM IS AajbHEUIIed yueObl
U mpenacrosmiei padboTsl o npodeccuu. Jlanaas
OIICHKA MOJKET OBIThH BBICTABJICHA
oOyJaromeMycsi, JOMyCTUBIIEMY HETOYHOCTH B
OTBETE, HO OOJAJAIOMKUMH HEOOXOIUMBIMU
3HaHUSMH ~ JUII WX  YCTPaHCHHS  TOJ
PYKOBOJICTBOM MperoiaBaTels, OTMEYCH
HAYaIbHBIA YPOBEHb OBJIAJICHHS MPAKTUICCKUMHU
YMEHHUSMHU U HaBBIKAMH 110 TaHHOW TUCIUTUIMHE
B coorBeTcTBUU ¢ PI'OC

YIIOBJIETBOPH
TEJIBHO




HeynosnerBoputensubiii | [Ipy  oTBere  oOywaromierocs  OOHaApYKEHO | HEYIOBIETBO
YPOBEHb OTCYTCTBUE 3HAHUN, YMEHMH W HABBIKOB W/WJIH | pUTEIHHO
dbparmMeHTapHble 3HAaHUS OCHOBHOIO Y4eOHO-
IIPOrPaMMHOTr0 MaTepHuaa.
Texkymmii KOHTPOJIb W NPOMEKYTOYHAS ATTeCTAlUSl  OCYIICCTBIAIOTCS B

coorBeTcTBUH ¢ «llojoeHHeM O TeKymed M MPOMEXYTOYHOM aTTecTalud OOYYarolIuXcs B

ABTOHOMHOM HEKOMMEPYECKOW OpraHu3aiuu

o0Opa3oBaHus» «YHUBEPCUTET SKOHOMHKH M YIIPABICHUS.
By npomeXyTo4HON aTTecTalluy — HK3aMEH.
dopma IpoBEACHUS IPOMEKYTOUYHOM ATTECTAMU — TUCbMEHHBINA 3K3aMEH.

<<O6paSOBaTeJ'II>Ha$I OpraHu3anusa BbICHICTO





