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AHHOTAIUA

WHpexc AUCIMIUINHEI TT0
y4eOHOMY TITaHY

HanmenoBanue JAVUCIUITITHHBI

b1.B.10 KoMibploTepHbl€ BUPYCHI
Llenb u3ydeHus dopmupoBaHue y o0yJaroImuxcs 3HaHUH 1 HaBBIKOB B 001aCTH
JUCIUTLTHHBI KOMITBIOTEPHOI BHUPYCOJIOTHH, a TAK)KE Ha MOATOTOBKY K

opranu3zaiuu 3(h(HEeKTUBHON 3alUThI KOMIIBIOTEPHBIX CUCTEM H
cereil OT BPeJJOHOCHOT'O MPOIPAMMHOI0 00ECIICYCHHUSI.

MecTo AUCIUILIMHLI B

JucuuminHa OTHOCUTCA K 4acTd, (GOpMUPYEMOM y4acTHUKaMH

crpykrype OIIOII 00pa3oBaTeNbHBIX ~ OTHOLIEHMH  OGmoka 1 Iporpammel
OakanaBpuara.
Kommerenunm, IK-5

¢dopmupyembie B
pe3yabTaTe OCBOCHHUS
JMCIMTUTAHBI

Conepsxanue JUCITUTUTHBI

Tema 1. BBegenne B KOMIbIOTEPHYIO BUPYCOJIOTHIO

Tema 2. OCHOBHBIC TpPH3HAKHA MPHUCYTCTBUS BPEAOHOCHBIX
IpOrpaMM U METOJBI M0 YCTPAHEHUIO MOCJIEACTBUN BHUPYCHBIX
3apaKeHUN

Tema 3. YcranoBka Kaspersky ans Linux.

Tema 4. BAPAKEHUE EXE-daiinos

Tema 5. @aiisioBbIE BUPYCHI
Tema 6. MeToanpl 3alIUThI
BO3JICUCTBUSA

Tema 7. «3amura cepBepoB U padOUMX CTAHIIUN

OT MpPOrpaMM JECTPYKTHBHOIO

OO0mas TpyI0eMKOCTh
JIACHUATUINHBI

OO11asi TPYJAOEMKOCTh JMCIUILIMHBI COCTABJsIET 4 3a4eTHBIX
enunuibl (144 yaca)

dopMa MPOMEKYTOUHOMN
aTTeCTaluu

3ayeT ¢ OLEHKOH




Conep:xxanue

1. Lenr u mepedeHb IUIAHUPYEMBIX pE3yJbTaTOB OOYyYEHHUS 10 TUCHMIUIMHE,
COOTHECEHHBIX C IJIAHUPYEMbIMU pe3yJIbTaTaMU OCBOCHHUS MTPOrpaMMbl OakaaBprara

2. Mecro nucuuruinnsl B ctpyktype OIIOII GakanaBpuara

3. O0beM [IUCHUIUIMHBI B 3a4eTHBIX €IMHULAX C YKa3aHHEeM KOJIMYecTBa
aKaJIeMUYECKUX YacOB, BBIJCICHHBIX HAa KOHTAKTHYIO paboTy o0Oydarommxcst c
npernoaaBaresnieM (110 BUAAM 3aHITHI) U Ha CAMOCTOSTENbHYIO paboTy 00ydaromuxcs

4. Copepxanue JUCHUIUIMHBI, CTPYKTYPUPOBAHHOE 110 TeMaM (pa3jienam) ¢ yKazaHueM
OTBEJICHHOTO Ha HUX KOJMYECTBA aKaJIEMUUYECKHX YacOB U BUIOB YU€OHBIX 3aHATUI

5. KoHTpoJib KauecTBa OCBOEHUS TUCIUILIINHBI

6. [lepeueHh OCHOBHOM M JIOMIOJIHUTEIILHON yU4eOHOU JIUTEpaTyphbl, HEOOXOIUMOM ISt
OCBOEHUS AUCLUITIINHBI

7. Ilepeyenn pecypcoB MH(DOPMALIMOHHO-TEIEKOMMYHUKAMOHHON ceTu «HTepHeTY,
HEOOXOUMBIX /Il OCBOEHUS IUCLUILIMHbI

8. Metoanueckue yKazaHus Ui 00y4aroIluXcs 0 OCBOSHUIO JUCIUILTAHBI

9. IlepeueHr MH(POPMALMOHHBIX TEXHOJOTWH, HMCIIOJIB3YEMbBIX MpPHU OCYIIECTBICHUH
00pa3oBaTeNbHOTO Mpollecca MO IUCHUIUIMHE, BKIIOYas IMepeYeHb MPOTrPaMMHOIO
oOecrnieueHus U MH(OPMALIMOHHBIX CIIPABOYHBIX CUCTEM (IIPU HEOOXOIMMOCTH)

10. Ormucanue MaTepHAIbLHO-TEXHUYECKOTO oOecredyeHus, HeoOXOauMOoro it
OCYILECTBIICHHS 00Pa30BaTEIBHOTO MPOLECCa MO AUCIUTUINHE

(6]

11

11

12

12

13

13



1. lesb 1 nepevyeHb MJIAHUPYEMbIX Pe3yJbTATOB 00y4YeHUsI MO TUCIHUILIHHE,
COOTHECEHHBIX C IVIAHUPYEMbIMH Pe3yJIbTATAMHU OCBOCHHS MPOrPaMMbI 0aKajJaBpuaTa

Henp w3yuenus paucuumuinHbl  «KommbloTepHble BUPYCHD» — (OPMHUpPOBaHHE Y
o0ydJaromMxcs 3HAHWH M HAaBBHIKOB B O0JACTH KOMIIBIOTEPHOW BHPYCOJIOTHH, a TaKXke Ha
MNOJATOTOBKY K oOpranu3auud 3()(EeKTHBHONW 3aIIUThl KOMIBIOTEPHBIX CHCTEM MU CETe OT
BPEIOHOCHOTO ITPOTPAMMHOT0 00eCTIeYeHUs!.

B pesynbrare ocBoenuss OIIOIl OakanaBpuata OOy4aroUIMiicsi JOJKEH OBJIAIETh
CIEYIONMMH pe3yJIbTaTaMy 00y4eHHUs 10 AUCHIUIUINHE:

Koabt PesyabTarsl IlepedyeHnnb mIaHMpyeMbIX pe3yJbTATOB
KOMIIeTeHIIUH ocBoenusi OIIOII o0yueHUsI MO TUCIUILJIMHE
IK-5 Cnioco6eH nMpuHUMATH [1K-5.1. 3naer mnpuHOUNE (QOpMUPOBAHUS
ydactue B QOPMUPOBAHUH,  [koMILIeKca Mep o obecreueHH o

OpPTraHU30BBIBATH U
MOJIZICPYKUBATH BBITOJHCHUE
KOMILIIEKCa Mep 10
o0ecIeyeHnIo [1K-5.2.
HH(pOPMAITMOHHOM
0€30MaCHOCTH, YIIPABIISATh
MPOIECCOM UX PeaT3aIiu

MH(POPMALIMOHHON 0€30MacCHOCTH TPEIIPUATHS]
(opranuzanun);

BIaJc€T METOAAMM OpraHM3aluu U
YOpaBJIEHUS JEATEIbHOCTh CIIy>)KO  3aIlUThI
MHGOpPMaLUU HA IPEANPUATHH

2. Mecrto aucuuniannbl B crpykrype OIIOII 6akanaBspuara

Hucuunnuna b1.B.10 «KommbroTepHble BUPYCHD» OTHOCHTCS K 4acTH, (GOpMHUPYEMOit
yYaCTHHKaMU 00pa30BaTeNbHBIX OTHOMEHHA Os1oka 1 yue6Horo rurana OITOIT 6akanaBpuara mo
HampaBiaeHuto  moaroroBku  10.03.01  «Mudopmammonnas  6e30macHOCTb»  MpodHIIb
be3onmacHocTh KOMIBIOTEPHBIX cUCTeM. JlucnuiuinHa «KOMIBIOTEpHBIE BHPYCHD) H3y4aeTcs
oOydaromuMucs o4Hoi (Gopmbl 00ydeHust Bo 8 ceMecTpe, 04YHO-3a04HO0I HopMbl 00yUEeHUS — BO
9 cemectpe.

[Ipy m3ydeHun NaHHOW ITUCIUIUIMHBI OOYYAIOUIMIICS MCHONB3YyeT 3HAHUS, YMEHHS H
HABBIKH, KOTOPBIE CQOPMHUPOBAHBI B TMPOIECCE HM3YUCHUS TPEIIICCTBYIONINX JIUCIUILTNH:
«JIuneitnas anrebpa u reometpusi», «MHbopMalMOHHBIE TEXHONOTHH B MpOdeCCHOHATBHON
JeSITEIIbHOCTH U JIp.

3. O6beM AUCHUILIMHBI B 324€THBIX eIHHUIIAX C YKa3aHHEM KOJHMYeCTBA aKaJeMHYeCKHUX
4acoB, BblJleJIEHHBIX HA KOHTAKTHYI0 padoTy 00y4Yalomuxcs ¢ npenojaaBareeM (Mo BUaam
3aHATHIA) M HA CAMOCTOSITEILHYI0 Pa00Ty 00y4aromnXcs

OO6mas TpyaoeMKocTh (00BEM) TUCHUIUIMHBI COCTaBisieT 4 3aueTHBIX €AMHHUIIBI (3.€.),
144 akageMu4ecKux yaca.
3.1. O0béM qMCUMIIMHBI 0 BUAAM YUeOHBbIX 3aHATHI (B Yacax)

st ounou popmbl 00yueHust
OO6mast TpyA0€MKOCTh AUCIIUILUIMHBI COCTABIISIET 4 3au€THBIX enuHuibl 144 yaca

O0BbéM TUCHUIINHBI Bcero yacos
OO011ast TPyA0EMKOCTh TUCIIUILIHHBI 144
KonrtaktHas pabota 44
AynuTtopHas paboTa (BCero): 44
Jlexmun 22




CeMuHapbl, IPaKTUYECKUE 3aHATHS

22

CamocrosiTenpHast paboTta o0yJaronmxcst (BCero)

100

3ayeT ¢ OLEHKOM

JJ1st 04HO-3204HOI (hopMBI 00yUeHH S
O6mas TpyA0EMKOCTh AUCHHUILUIMHBI cocTaBisieT 4 3auéTHbIX equHuibl 144 yaca

O0BEM TUCHUILTUHBI

Bcero yacos

OO01mas TpyA0eMKOCTh TUCITUTLIAHBI 144
KonraktHas pabora 34
AyautopHas paboTta (Bcero): 34
Jlexuun 16
CeMuHapbl, IPaKTUYECKUE 3aHATHS 18
CamocrosiTenbHas paboTta o0yJaronuxcs (BCero) 110
3aueT c OLEHKOMN +

4. Conep:xkanue JTUCHUIIMHBL, CTPYKTYPHUPOBAHHOE N0 TeMaM (pa3jejiam) ¢
yKa3aHHeM OTBeleHHOI0 HA HUX KOJH4YeCTBa aKa/leMU4YeCKUX YacOB M BI/I0B
yueOHBbIX 3aHATHI

4.1. Pa3znenbl JMCUMILVIMHBI M TPYA0EMKOCTh 110 BUIaM Y4eOHbIX 3aHATHH (B
aKajJeMUYeCKHUX 4acax)

HaumeHoBaHue TeMbl Bcero KosmmuecTBo yacoB
KonrakTHas paGora Bueayaur.
= padora
5 (@) Jlekuun IpakTuyec | Camocrt.
é g g KHe pabdora
o o o o o =) o =)
- - - E-EE:
S| 8| |88
1. |Tema 1. Brenenue Bl g 18 5 9 5 9 14 14
KOMIBIOTEPHYIO BHPYCOJIOTHIO
2. |Tema 2. OcCHOBHBIE TpPH3HAKH
MPUCYTCTBUS BPEIOHOCHBIX
nporpamm u METO/IbI mo| 18 18 4 2 2 2 12 14
YCTpaHEHUIO MOCTIEICTBUI
BUPYCHBIX 3apaKEHUHU
3. Elerl;/ae:( .3. YcranoBka Kaspersky ms 18 18 4 9 4 9 10 14
4. Tel\fa 4. 3APAXEHUE EXE- 18 18 4 9 4 9 10 14
daiinos
5. | Tema 5. daitnoBbie BUPYCHI 18 18 4 4 4 4 10 10
6. [Tema 6. MeTomsl 3amMTLEl OT
IporpaMm JeCTpYKTUBHOrO | 36 36 2 2 4 4 30 | 30
BO3JICUCTBUS
7. |Tema 7. «3ammra cepBepoB U 18 18 2 2 2 2 14 14




pabounx CTaHIIHIA

Bceero mo qucuumimne 144 | 144 | 22 16 22 18 | 100 | 110
KonTtpoJib - -
Hroro 144 | 144

4.2. CopepxaHue IMCUMILIMHBI, CTPYKTYPHPOBaHHOE IO TeMaM (pa3aesiam)

Tema 1. BBeieHue B KOMIIbIOTEPHYI0 BUPYCOJIOTHIO

[TosBnenne tepmuHa «KoMIblOTEpHBIH BUPYC», BOEHHBIE pPa3pabOTKH, BO3HUKHOBEHHE
AMUAEMUN KOMIBbIOTEPHBIX BUpPYycOB. Pe3ynbraT @pena Kosna. Pesynsrar . Uecca u C. Baiira.
®opmanusm . Jleittonbaa. Pesynerar Jleonapna Anenbmana.

Omnpenenenne KOMIbIOTEPHOro BUpyca. OTINUYUTENbHbIE 0COOEHHOCTH KOMIIBIOTEPHBIX BUPYCOB
U JIpyTuX BpeJOHOCHBIX nporpamm. Knaccudukanuss nmo crnoco0y HMCIOIb30BaHUS PECYPCOB.
Knaccu-dukanus o tumy 3apaxaeMbix 00bekToB. Kitaccudukamus o npuHIKIIAM aKTHBALHH.
Knaccugpukanus no cnocoOy opraHuzanuu mporpamMmHoro kona. Kiaccudukanus mno
BpeoHOCHBIM (pyHKIMsAM. Kiaccuukaius mo creneHn ormacHOCTH

Tema 2. OcHOBHbIC NPHM3HAKH HNPHCYTCTBHSA BPEIOHOCHBIX INPOrpaMM H MeETOAbI IIO
YCTPAHEHHIO MOCJIeCTBUI BUPYCHBIX 3apasKeHu i

Hcnonp3oBanne [lucnerdyepa 3amad OC g aHanu3a MOJO3PUTENBHBIX IIPOLECCOB. AHalN3
CTaTHCTKY TEKYIIMX CETEBbIX IOJAKIIOUYEHUN KOMIBIOTEpAa C MapaMeTpaMy MOAKIIOUEHUN
IIOPTOB.

VYcranoBka ClamAV. Hacrpoiika oOHoBieHus. CKaHUpOBaHHE CHCTEMBI C ITOMOIIBIO
ClamAV.YcranoBka ClamTk (rpaduueckuii monb3oBarensckuii untepdeiic mia ClamAV) /
baza 3nanmiit PEJ] OC.

N3yuenune cTpykTypsl (aiina mporpaMmsbl BHpyca, CIOCOOOB €€ 3arpy3Ku M BO3JEHCTBHS Ha
COM-(aiinsl Ha MpUMepe TECTOBOK MporpamMMbl Bupyca. Ero oOHapykeHue u HeHTpanu3anus ¢
MIOMOLIBbI0 aHTUBUPYCHOI'O KOMILUIEKCA.

3arpy3ka c BuHuYecTepa. Kak ycTpoeHbl 3arpy3ouHble Bupychl. Kak 3arpy3odHble BUPYCHI
NOJTy4aroT ymnpasieHue. Kak 3arpy3ouyHble BUPYCBl 3apakalOT CBOM JKepTBbl. Kak BHpYCHI
OCTal0TCs PE3UICHTHO B MaMSITH

Tema 3. Ycranoska Kaspersky nis Linux.

W3ydyeHne pyKOBOACTBA IO HCIOJIb30BaHMIO. MHcTanauus JuCTpuOyTHBAa IPOrpaMMBL.
VYcraHoBka AreHTa agMuHUCTpupoBaHusa. HavanpHas HacTpoiika mapameTpoB AreHTa
aamuHucTpupoBanus. TectupoBanue nporpammsl. / [10 Jlaboparopun Kacnepckoro. POJ] OC
LibreOffice

Tema 4. 3APA’KEHUE EXE-daiisiioB

N3yuenue cTpyKTypsl (aitia mporpammbl BUpyca, CIOCOOOB €€ 3arpy3Kd M BO3JCUCTBUSA Ha
EXE-aiinel Ha npuMepe TeCTOBOM mporpaMMsl Bupyca. Ero oOHapyskeHre 1 HelTpanu3anus ¢
MOMOIIbIO aHTUBUpYCcHOro komIutiekca./ 10 maboparopun Kacnepckoro. P3JI OC LibreOffice.
Tema S. ®ailjioBbIe BUPYCHI

O3HakoMJIeHHE CO CrocoOaMu opraHu3aIuK 3apaxxeHus ¢aiiaoB. M3yuenune cTpykTypsl ¢aiina
nporpaMMbl BHpYyca, crmocoboB e€ 3arpy3ku W BozaeiictBus Ha COMdaiinel Ha npumepe
TECTOBOM MporpaMMmsl BUpyca. Ero oOHapyxeHue u HeWTpanu3aius ¢ TOMOIIbI0 aHTUBUPYCHOTO
KOMILIEKCA.

@aiinoeie  Bupycel DOS  Kmaccudukammst 1o  cmocoOy  HMCMONB30BaHUS — PECypPCOB.
Knaccugukarus no tumy 3apaxaeMbix 00bekToB. Knaccudukanus no npuHIUIaM aKTHBALHH.
Knaccudukanus no cnocoOy opranuzanuy NporpaMMHOro koga. @yHKIMOHUPOBaHHUES! BUPYCOB
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-«CIYTHUKOBY» (BHPYCHI-KKOMITaHbOHBI»). OBepieiiHbie» BHUpYychbl. Hepe3uaeHTHbIE BHPYCHI.
PesunenTtHbie BUPYChl BUPYCBI -«HEBUAUMKI.

Texnonmorun 3apaxenuss «CTaHAAPTHBIN» METOJ 3apa)K€HUs. 3apakKeHUE B cepeluHy daiiia.
3apaxenne B Hadanmo ¢aiima. Metoa mpenomnpenacieHHOr0 MECTOMOJIOKEeHus ¢aitioB. Merton
MoucKa B TEKyIleM KaTtaiore. MeToa peKypCcUBHOro obOxona jaepeBa kaTtanoroB. CrocoObl
BbIJICNIEHUsT BUpycoM (parmenta mnamsatH. OOpabortka mpepsiBanuil. I[lepexBar 3amycka
nporpammel. [lepexsat ¢haiistoBbIX oneparnuit

Tema 6. MeTobI 321IUTHI OT MPOTrPaAMM /1eCTPYKTHBHOI0 BO3/1elCTBUS

Texnonoruu oOHapykeHUsT BHUPYCOB. Pexumbl pabOThl aHTUBUPYCOB. AHTHUBUPYCHBIN
Komruiekc. KoMruiekcHasi cuctema 3aimThl HH(OPMAIIHH.

«Bammra 1U030B»: OO6mmMe cBeneHus. Bo3MoxHBIE CcXeMbl 3amUTBl. TpeOoBaHUS K
aHTUBUpYCaM JJIs LUI030B. YTPO3bl M METOABl 3alUTBl OT HHUX. OKCILIyaTalluOHHbIE
XapaKTePUCTHUKHU.

«3amuTa modToBhIX cuctem» OOmme cBeneHus. Bo3moxkHble cxembl 3amuThl. TpeboBaHHs K
AHTUBUPYCHOMY KOMIUIEKCY JJIsl IPOBEPKU MOYTOBOI0 MOTOKA. UniX-CUCTEMBI.

KommnbroTepHble aTaku ¥ TEXHOJIOTHH UX OOHAPYKEHUSI.

Tema 7. «3amura cepBepoB U pado4uX CTAHUMHI

AnTuBupycHbii komriuieke Kaspersky Administration Kit I[To Kacnepckoro. O3HakomieHue c
MPOLIECCOM MHCTaUIALMU, mpuHnunaMu padbotsl Kaspersky Administration Kit u cnocobamu
MIOCTPOCHHS JIOTMYECKON CETH, 3a/la4aMi YAAJCHHON YCTAaHOBKM M OOHOBIICHHS MPUIIOKCHUN B
cpene PEJ] OC.

Kaspersky Endpoint Security 11 mms Linux O3HakOMJICHHE C MPOLECCOM HWHCTALISAINH,
npunnunamMu padotsl Kaspersky Administration Kit 1 cmocobamu mocTpoeHUs: JTOTHUECKOM
CeTH, 33/1a4aMH yJJAJICHHOW YCTaHOBKH M 00HOBJIEHUs npuiioxkenuii B cpene OC Linux.

4.3. ConepxaHue NPaAKTHYECKUX 3aHATHH (0uHAas ¢opMa 00ydeHUs)

Tema 1. BBenenue B KOMIbIOTEPHYIO BUPYCOJIOTHIO

[TosiBnenue TtepmuHa «KOMIOBIOTEPHBIH BHPYC», BOEHHBIE pPa3pabOTKH, BO3HUKHOBEHUE
AMUAEMUNA KOMIBIOTEpHbIX BUpYycoB. Pesynbrar ®pena Kosna. Pesynbrar JI. Yecca u C.
Baiita. ®opmanuszm @. Jlelitonbaa. Pesynprar Jleonapna Anenbmana.

Tema 2. OcHOBHBIE NpPHU3HAKW NPUCYTCTBHS BPEAOHOCHBIX IPOTrPaMM M METOABI IIO
YCTPAHEHUIO MTOCIIEICTBUI BUPYCHBIX 3apayKCHUI

Hcnonp3zoBanne Jucneruepa 3agauy OC g aHanu3a MOAO3PUTENBHBIX IPOLECCOB. AHaNIN3
CTaTHCTKY TEKYIIUX CETEBBIX MOJKIIOUEHHM KOMIIBIOTEPA C IMapaMeTpamH IOJKIOUYEHHUM
MOPTOB.

VYcranoBka ClamAV. Hacrpoiika oOHoBieHHMs. CKaHMPOBAaHUE CHUCTEMBI C IOMOIIBIO
ClamAV.VYcranoBka ClamTk (rpaduueckuii nonp3oBatenbckuil uHTepdeiic mist ClamAvV) /
ba3za 3nannii PEJ[ OC.

Tema 3. Ycranoska Kaspersky s Linux.
W3yueHnne pyKOBOJCTBA IO WCHONIB30BaHMIO. MHCTamsamus aucTpuOyTHBA IMPOTPAMMBI.
YcraHoBka AreHTa aJIMUHUCTPUPOBAHHUS.

Tema 4. 3BAPAKEHUE EXE-¢aiinos
N3yuenune cTpyKTyphsl (Qaiija mporpaMMbl BUpyca, CIIOCOOOB €€ 3arpy3Kd U BO3JEHCTBUS Ha
EXE-¢aiinpl Ha npuMepe TeCTOBOM MPOrpaMMbl BUpYycCa.

Tewma 5. ®alinoBbie BUPYCHI
O3HakoOMJIEHHE CO CTIOCOOaMU OpraHU3aIy 3apaxkeHus (aitoB. 3yuenue cTpykTyphl ¢aiina
nporpaMMbl BHpYyca, criocoOoB €€ 3arpy3ku u BozzieiictBus Ha COMdaitnel Ha npumepe
TECTOBOM mporpamMmbl Bupyca. Ero oOHapykeHue U HeWTpalu3aluus C IOMOUIbIO
AHTUBUPYCHOI'O KOMILJIEKCA.




Qaitnoseie  BUpychl DOS Krnaccudukanus mo crnoco0y HCIONB30BAaHHS —PECYpPCOB.
Knaccudukanust mo tumy 3apakaemMblx o00bekTOB. Kiaccupukanus 1o MpUHIIUIIAM
aktuBaimu. Kimaccudukanms mo cnoco0y opraHu3alydy NporpaMMHOro KoJa.

Tema 6. MeTopl 3alIMTHI OT TPOTrPaMM JIECTPYKTUBHOTO BO3/ICHCTBUS

TexHonoruu OOHapyKEHUsT BHPYCOB. PeXumbl pabOThl aHTUBUPYCOB. AHTHBHPYCHBIH
koMmIuiekc. KomriiekcHas cucreMa 3aiuTbl HHGOpMaIUu.

«3amuTa nuno3oB»: OOmme cexeHus. Bo3moxknble cxembl 3amuThl. TpeOoBaHus K
aQHTUBUpYCaM JJsl IIJII030B. YTPO3bl W METOJBl 3alllUThl OT HUX. ODKCIUTyaTal[MOHHBIE
XapaKTEPUCTHUKHU.

Tema 7. «3amura cepBepoB U pabOUMX CTAHIIUN

AnTuBupycHbiii komrieke Kaspersky Administration Kit ITo Kacniepckoro. O3nakomiienue ¢
MIPOIIECCOM MHCTAIUIAIMH, puHIMNIamMu padbotel Kaspersky Administration Kit u cmocobamu
MOCTPOCHHS JIOTUYECKON CeTH, 3aJa4yaMH yJaJIEHHOW YCTAaHOBKU M OOHOBIICHHS IPUIIOKESHUIN
B cpene PEJI OC.

4.4.Coaep:kaHue caMOCTOSITEJIbHOMN padoThl

Tema 1. BBeenue B KOMNbIOTEPHYIO BUPYCOJIOTHIO

OmnpeneneHnre KOMIBIOTEPHOTO BUpyca. OTIMYHTENbHBIE OCOOCHHOCTH KOMIBIOTEPHBIX
BHUPYCOB U JPYTHX BPEIOHOCHBIX mporpamm. Kiaccudukanus mo crnocody HCIOIb30BaHUS
pecypcoB. Knaccudukanus mo Tuimy 3apaxaeMbix 00bekToB. Kiaccudukanus mo npuHIunam
aktuBanuu. Knaccudukaius mo cnoco0y opranusanuu nporpaMmaoro koga. Kmaccuduxarnms
110 BpeoHOCHBIM (pyHKImsiM. Knnaccuukalus mo creneHn omacHOCTH

Tema 2. OcHOBHBIE NIpPU3HAKW NPUCYTCTBHS BPEAOHOCHBIX IPOTrPaMM M METOABI IIO
YCTPAHEHUIO MTOCIIEICTBUM BUPYCHBIX 3apayKCHUI

3arpy3ka c¢ BuHYecTepa. Kak ycTpoeHbl 3arpy3odHble BUpychl. Kak 3arpy3ouHsle BUPYCBHI
IIOJIy4aroT ympasiieHHe. Kak 3arpy3o4Hble BHPYCHI 3apa)kalOT CBOM KepTBBlL. Kak BHpYCHI
OCTaOTCS PE3UACHTHO B AMSITH

Tema 3. YcranoBka Kaspersky nns Linux.
HavanbHas HacTpoiika napamMeTpoB AreHTa aIMUHUCTPUPOBaHUS. TecTUpOBaHUE IPOTPAMMBI.
/ TIO Jlabopatopuu Kacnepckoro. POJ1 OC LibreOffice

Tema 4. 3BAPAXXEHUE EXE-daiinos
OOHapy:KeHue U HeWTpaau3alys ¢ MOMOIIbI0 aHTUBHUpYCHOro KoMiuiekca./ I1O maboparopuun
Kacnepckoro. POJ1 OC LibreOffice.

Tema 5. @aiinoBbIE BUPYCHI

OYHKIIMOHUPOBAHUE BHPYCOB -«CIYTHHUKOB» (BUPYCBHI-KKOMIAHbOHBI»). OBepiieliHbIE»
Bupychl. HepesuneHTHble BUpyChl. Pe3nneHTHbIEe BUPYChl BUpPYCHI -«HEBUIUMKN».
Texnonorun 3apaxkenusi «CTaHIAPTHBIN» METOJ 3apaKE€HUs. 3apakeHHe B cepenHy (Qaiina.
3apakeHue B Hayano (aiiina. Metosa mpeaornpeelleHHOro MecTonosaoxenus (ainos. Meron
MOMCKAa B TEKyIIeM Karajiore. MeTosl peKkypcuBHOro ooxoma nepeBa kaTaiaoroB. CrocoObI
BbIJICJIEHUsT BHpycoM (parmenta namatu. OOpaborka mnpepbiBanuid. IlepexBar 3amycka
nporpaMmuMel. [lepexar ¢ailoBbIX onepanuit

Tema 6. MeToasl 3alIUTHI OT MPOTPaMM JECTPYKTUBHOTO BO3/IEHCTBHS

«3amuTa mouToBeIX cuctem» OOmue cBepaeHus. Bo3MokHBIE cXeMBbl 3aUTHI. TpeboBaHUS K
AHTUBUPYCHOMY KOMIUIEKCY JJIsl IPOBEPKU MOUYTOBOTO MOTOKA. UNiX-CUCTEMBI.
KoMmproTepHbIe aTakil ¥ TEXHOJIOTHU UX OOHAPYKEHUSI.

Tema 7. «3amuTa cepBepoB U pabOUYMX CTAHIHHA

Kaspersky Endpoint Security 11 mamsa Linux O3HakomMieHHE C MPOIECCOM HHCTAJUIAIINH,
npuHunaMu padbotsl Kaspersky Administration Kit u cmoco6amMu nocTpoeHus JJOrn4ecKkoi
CETH, 3a/1a4aMH yAaJIEHHOW YCTaHOBKH U 0OHOBIeHUs npuiioskeHui B cpene OC Linux.




10

5. KoHTpoJIb KauecTBa OCBOCHUS M CIUTIINHbBI

Texkynuil KOHTPOJIb U NPOMEKYTOUHAsA aTTECTALUsI OCYLIECTBISIOTCS B COOTBETCTBUU C
«lTonoxenueM 0 TEKyIIEeM KOHTPOJE YCIEBAEMOCTH U IMPOMEKYTOYHOM aTTecTaluu
oOyudaromuxcsi B ABTOHOMHON HeKOMMepueckoil opranuzanuun «OOpa3oBaTesbHas OpraHu3alus
BBICIIETO 00pPa30BaHU) «YHUBEPCUTET SKOHOMUKH U YIIPABICHUS».

Bung npomexytouHod arrectauuu — 3ader ¢ oneHkoil. dopma mpoBeneHHs
MIPOMEKYTOYHOM aTTECTALMU — MMCbMEHHBIN 3a4€T C OLIEHKOM.

@OoH/| OLIECHOYHBIX CPEJCTB MO ITUCIUIUIMHE MTPUBEICH B IpuiioxxeHuu K PIT/I.

6. [lepeyeHb OCHOBHOM ¥ JIOMOJTHUTEIbHON YUeOHOM JTUTEPATYPbl, HEOOXOAUMOM 1JIs1
OCBOEHHS TUCIHUILTUHBI

a) OCHOBHAs

1.  Bboumapenxo MN.C. Unpopmanmonnas 6ezonacHocts : yueOHuk / bonmgapenko U.C..
— Mocksa : Mznparenbckuii JJom MUCuC, 2023. — 254 ¢. — ISBN 978-5-907560-71-0. —
Texkcr : anmexkrponnbiit // Ludposoit oopazoparensHbii pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/137525.html (mara oOpamenusi: 10.05.2025). — Pexxum goctyma:
JUISL aBTOPU3UD. IT0JIb30BaTEIEN

2. @owmwun, JI. B. Uadopmanmonnas Oe3zomacHocTh : yueOHuk / J[. B. ®omun. —
Mocksa : A#i Ilm Ap Memma, 2022. — 222 c. — ISBN 978-5-4497-1548-7. — Texkcr :
anekTpoHHb // Ludposoit obpazoBatenbubiii pecypc IPR SMART : [caiit]. — URL:

https://www.iprbookshop.ru/118876.html (mara ob6pamenus: 03.07.2025). — Pexum gocryma:
JUTS. aBTOPHU3UP. ITOJIb30BaTEICH

0) 10MOJTHUTEIbHAS

3. Tomxko, C. B. TexHonoruu 00psObl ¢ KOMIIBIOTEPHBIMHA BUPYCAMH : MIPAKTUYECKOE
nocobue / C. B. I'omko. — Mocksa : COJIOH-IIpecc, 2021. — 351 ¢. — ISBN 978-5-91359-
059-6. — Texcr : anexTponHslii // Lludposoit obpazoBarenbublii pecypc IPR SMART : [caiit].
— URL: https://www.iprbookshop.ru/141896.html (mara oGpamenus: 01.08.2025). — Pexum
JIOCTYTIA: JIJIS1 aBTOPU3HUP. TIOJIb30BaTeNeH

7. IlepeyeHb pecypcoB HHGPOPMAIIHOHHO-TEJIEKOMMYHUKANMOHHOI ceTn « UHTEepHET»,
HEO0XOAUMBIX [IJIS OCBOCHUSI JUCIUNIMHBI

1. ndopmarmonHo-npaBoBoii moptan «lapant»: oduuuansueiii cait. — URL:
http://www.garant.ru — TekcT: 3JIeKTpOHHBI.

2. Iudposoii odpazoBatenbHbiil pecypc «[PRsmarty: opunmansusiii caiir. — URL: http://
www.iprbookshop.ru/ — Tekct: 371eKTpOHHBIIA.

3. Hayunas snexkrtponHas oubnmnoteka «KubepJlennnkay»: odunmaneusiii caiit. — URL:
https://cyberleninka.ru/ — Tekct: 31eKTPOHHBIN.

4. Poccuiickuili HHTEpHET-NOPTAT U aHAIUTHYECKoe areHTcTBO TAdviser: oduimansHbIi
caiit. — URL: https://www.tadviser.ru/ — TekcT: 31eKTPOHHBII.

8. MeToauyeckune yKazaHusi 1Jisl 00y4ar0muxcst
110 OCBOCHUIO 1M CHUILTHHbI
[Ipn mpoBeneHuil JeKUMH, CEMUHAPCKUX (MPAKTUYECKUX) 3aHATUH, CaMOCTOSTEIbHON
pabote 00yyaromuxcsi MPUMEHSIOTCS WHTEPAaKTUBHBIE (OPMBI MPOBEACHUS 3aHATHH C LENbIO
HOTpy>KeHUs1 00y4aroIIuXcs B peajlbHyl0 atMocdepy NpodhecCHOHAIBHOIO COTPYIHUYECTBA 110
paspelieHnio npodieM, ONTUMaIbHOM BEIPAaOOTKH HABBIKOB M KayecTB OyAYIIEro CrernuaaucTa.
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NuTtepakTiBHBIE (HOPMBI IPOBEACHUS 3aHATHI NpeAnoIaraloT o0ydeHne B coTpyAHn4ecTBe. Bee
YYaCTHUKHM 00pa3oBaTeNIbHOTO mpolecca (TperoaBareib U 00y4aromuecs) B3auMOJACHCTBYIOT
JpyT ¢ IpyroM, OOMEHHMBAIOTCS WH(OPMAIKel, COBMECTHO PEUIAIOT MPOOJIEMbI, MOACIHPYIOT
CUTYaLHIO.

B yueGHOM mporiecce CIONb3YIOTCS HHTEPAKTHBHBIE ()OPMBI 3aHSATHIA:

- TBOpYECKOE 3aj7aHue. BhIMOIHEHHE TBOPYECKUX 3aJaHui TpeOyeT OT 00ydaroIierocs
BOCIIPOM3BEICHUE MTOMYYEHHON paHee HHpopMamu B (HopMe, ONpenessieMoi MMpernojaBaTeiem,
U TpeOyroleil TBOPUYECKOro MOIX0/1a;

- TpymnmnoBoe obcyxaenue. ['pymnmnoBoe o0cyxkeHre Koro-1mdo BOIpoca HApaBlIeHO Ha
JOCTHKEHUH JIyYIIer0 B3aUMOIIOHMMAHHS M CHOCOOCTBYET JIyYIEMY YCBOCHHUIO H3Yy4aeMOro
Mmarepuarna.

B X0A€ OCBOCHHA AUCHMIUIMHBI IIPpHU NPOBCACHUN KOHTAKTHBIX 3aHIATHI HCIOJIB3YHOTCA
cienyronye (HopMbl 00ydeHHs, CrOcOOCTBYIOmUE (HOPMUPOBAHMIO KOMIIETCHIUH: JIEKINHU-
JMICKYCCHH; KEHC-METOM; pelIeHHe 3a]ad; CUTYAllMOHHBIA aHalu3; oOCyxaeHue pedepaToB U
JIOKJIaJI0B; pa3paboTKa rpynIoBhIX IPOEKTOB; BCTPEUH C NMPEACTABUTEISIMU TOCYAaPCTBEHHBIX U
OOLIECTBEHHBIX OpPraHU3alUi.

9. IlepeueHb MHGPOPMALMOHHBIX TEXHOJIOTHii, HCI0JIb3yeMbIX NIPH OCYLECTBJICHUH
0o0pa3oBaTe/IbHOIO Mpolecca Mo AMCHUIINHE, BKJIIYas NepeyeHb IPOrpaMMHOI0
o0ecreyeHus1 1 HHPOPMANUOHHBIX CIIPABOYHBIX CHCTEM (MPH HEOOXOAMMOCTH)

B nmpouecce NEKIMOHHBIX M MPaKTUUYECKUX 3aHATUH MCIONB3YETCS CleIylollee
porpaMMHOe 0OecreyeHHe:

*nporpaMMel, obecrieunBaroiue aA0cTyn B ceth «MuTepHeT» (Hampumep, «Microsoft
Edge», «Google Chromey);

*IporpaMMel, AEMOHCTPAIMY BUAECO MaTEpUAIOB (HarpuMep, mpourpsiBaTess « Windows
Media Playery);

*TEKCTOBBIC PEHAAKTOPHI W Tpoueccopsl (Hampumep, «biaoknor», «Microsoft Office
Word»);

*mporpaMMbl Ui AEMOHCTpAllMd M CO3JaHWs Tpe3eHTanui (Hampumep, «Microsoft
PowerPoint»).

10. Onucanue MaTepuaILHO-TEXHHYECKOTr0 o0ecrnedeHHs1, He0OX0MMOTro sl

ocyliecTBJIeHHs 00pa30BaTeIbLHOIO NMPoIecca Mo JUCHUILINHE

YueOHas ayaiuTopus

O06opynoBanne yueOHOM ayIUTOPHU:

pabodee MecTo MpernogaBaTeis; MOCaJ0YHbIE MECTA MO KOJUYECTBY O0yUaIOLTUXCS;

JIOCKa KJIacCHAs;

CTeH]Ibl UH(OPMAIIOHHBIE.

Y4eOHOo-HarISAHBIE IOCOOUS:

HOYTOYK C JUIEH3UOHHBIM MPOTPAaMMHBIM  OOECII€YEeHHEM ¢  BO3MOXHOCTBHIO
IIOAKJIKUYCHUS K I/IH(l)OpMaIII/IOHHO-TeJ'IeKOMMYHI/IKaIII/IOHHOI\/'I CCTU I/IHTepHeT; MYJ'IBTI/IMGI[I/II\/'IHafl
YCTaHOBKA; HAarJIsIHBIE TOCOOUS.

Ilomemenne st  CaMOCTOATENbHOW  padoThl  O0yYalOUIUXCS  OCHAIIEHO
KOMIBIOTEPHON TEXHUKON C BO3MOXKHOCTHIO MOJKIIOYeHHS K ceTh «VIHTepHeT» U o0ecrieueHneM
JIOCTYTIA B SJIEKTPOHHYIO HH(GOPMAIITMOHHO-00pa30BaTebHYIO Cpely Y HUBEPCHUTETA.






