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AHHOTADMA

Wunekc TUCIMITIIAHBL TIO
y4eOHOMY TIIaHy

HanMmenoBanne QUCHUITIHHE

b1.B.10

NudopmanuonHas 0e30MaCHOCTh U 3a11UTa HHGOpMaLUK

Ienb uzyuenus
JTUCIUTUTHHBI

(hopMHpOBaHHE Y  OOYYAOIIUXCS HABBIKOB, CBSA3aHHBIX C
obecrieyeHHeM  3allUThl  MHGOpMAIMK; TPH  pEIICHUM  3ajad,
CBS3aHHBIX ¢ oOecmedyeHHeM HHGOPMAIMOHHOM 0€30MacHOCTH
00BbeKTOB ~ MHGOpPMATH3AIMU;,  TPEACTaBICHUA 00  OCHOBax
HHPOPMAIMOHHON  OE30MacHOCTH,  MPUHIMIAX W METOAax
NPOTUBOJICHCTBUSL ~ HECAHKIIMOHUPOBAHHOMY  HWH(GOPMAIMOHHOMY
BO3JICHCTBHIO.

Mecto JUCHUIIIINHBI B

HducuunnuHa OTHOCHUTCA K 4YacTH, (GOPMHUPYEMOH YyYaCTHUKaMHU

ctpykrype OIIOIT o0Opa3oBaTenbHBIX OTHOIICHUH Oyoka 1. «JlucuurummHbr (MOTYITH )»
MporpamMMBbI OakajiaBpuaTa
Kommnerenmuu, I1K-3

dhopmupyembic B
pe3ynIbTaTe OCBOCHUS
JUCTIMTLITAHBI

ConeprxkaHre TUCITUTUTHHBI

Tema 1. OGmmue Bonpockl HHPOPMALMOHHON 0€30MacCHOCTH

Tema 2. 'ocynapcTBeHHas: cUCTeMa HHPOPMAIIMOHHON 0€30I1aCHOCTH
Tema 3. Yrpo3sl Oe30macHOCTH

Tema 4. TeopeTHuecKkue OCHOBBI METOAOB 3alIUTHl HHYOPMAIOHHBIX
CHUCTEM

Tema 5. MeTobl 3a1IUThI CPEJICTB BEIYUCIUTENHLHON TEXHUKU

Tema 6. OcHoOBBI kpunTorpahuu

Tema 7. ApXHTEKTypa 3alTUIICHABIX SJKOHOMHUIECKUX CHCTEM

Tema 8. ATTOpUTMBI 6€30ITACHOCTH B KOMITBIOTEPHBIX CETIX

OO0mmas TpyI0eMKOCTh
JTUCITUTUTAHBI

OOrasi TPYAOEMKOCTh JAMCIHUILIMHBI COCTaBJsIET 4 3aYeTHBIX
enunaunbl (144 gaca)

dopma IPOMEKYTOUHOMN
aTTecTarun

3ayeT ¢ OIEHKOHI




Conepxanue

1. Lenp u mnepeyeHb IUIAHUPYEMBIX pPE3YyJIbTAaTOB OOYYEHHUS [0 JIUCLUUIUIMHE,
COOTHECEHHBIX C IJIAHUPYEMbBIMHU pe3yIbTaTaMH OCBOCHHUS IIPOTPAMMEBI OakaiaBpuaTa

2. Mecrto auctumnHsbl B cTpykType OITOIT 6akanaBpuata

3. O0beM [UCHUIUIMHBI B 3aU€THBIX EAWHHUIIAX C YyKa3aHUEM KOJIMYECTBa
aKaJeMHUYECKHX YacoB, BBIICJICHHBIX Ha KOHTAaKTHYIO paboTy oOydaromuxcs ¢
npernoaaBaresnieM (1o BUAAM 3aHITHI) U Ha CaMOCTOSATENbHYIO PaboTy 00yJaroImuxcs

4. ConeprkaHue IUCUUIIIMHBI, CTPYKTYPHUPOBAaHHOE 10 TeMaM (pa3zesiaM) ¢ yKa3aHHeM
OTBEJICHHOTO HAa HUX KOJMYECTBA aKaJEMUIECKHIX YacOB U BUJOB YUCOHBIX 3aHATUI

5. KoHTpoJib KauecTBa OCBOEHUS TUCIUIIITUHBI

6. YaeOHO-MeToIn4YecKoe 00ecredeHNe TUCIUTUTMHBI

7. IlepedeHb OCHOBHOM U JIOMIOJIHUTEIILHON y4eOHOM JUTepaTyphl, HEOOXOIUMOM ISt
OCBOCHMS AUCITUTUIHBI

8. Ilepeuenp pecypcoB nH(PpOPMAITMOHHO-TEIEKOMMYHHUKAITMOHHOU ceTn «HTEepHETY,
HEOOXOUMBIX JIJIS OCBOCHUS TUCIIUTUTHHBI

9. Metoauyeckue yka3aHus sl 00y4Jaronuxcs Mo OCBOCHUIO TUCIUTIIHHBI

10. Ilepeuerr WHGOPMAIMOHHBIX TEXHOJOTHUH, MCTIOIB3YEMBIX MPU OCYIIECTBICHUU
00pa30BaTeNbHOTO Mpollecca MO IUCHUIUIMHE, BKIIOYas IMepedeHb MPOTrpaMMHOIO
oOecrieyeHNs U MHPOPMAITMOHHBIX CIIPABOYHBIX CHCTEM (IIPU HEOOXOIUMOCTH)

11. Onucanme MaTepUaTbHO-TEXHHUYECKOTO OOECIeYeHus, HEeO0OXOIUMOTo IS
OCYIIECTBIIEHUSI 00Pa30BaTEIBLHOTO MPOIIecca MO JUCITUILTNHE

[Tpunoxenue x PITJ]

o1 Ol

10
11

11

11

12

12

12
13



1. esb 1 mepevyeHb MJIAHUPYEMbIX Pe3yJIbTATOB 00y4eHHUs MO JUCHUILIUHE,
COOTHECEHHBIX € IVIAHUPYEMbIMH pPe3yJIbTATAMHU 0CBOEHHS NMPOrpaMMbl 0aKajaBpuara

Henp wm3yuenus gucturummabl  «MHbopMannoHnHas  0Oe30macHOCTh W 3allIWTa
nHpopmanuu» sBiseTcs GopMUpOBaHUE y 00yUYaAIOIIUXCS HABBIKOB, CBS3AHHBIX C 00ecIIeueHneM
3amUThl UTHPOPMAIUH; TIPH PEIICHUH 3aJlad, CBSA3aHHBIX C oOecriedeHrneM HH(OPMAIMOHHOM
0e30macHOCTH O00BEKTOB HMH(POPMATHU3AIMHU; TMPEACTaBICHUNH 00 OocCHOBax HWHGOPMAIIMOHHON
0€30MacHOCTH, TPUHIUIAX W  METOJaX MPOTHUBOJICHCTBUS  HECAHKIIMOHUPOBAHHOMY
MH(OPMaLIMOHHOMY BO3/IEHCTBHUIO.

B pesynbrate ocBoenuss OIIOIl OGakanaBpuata oOydaromuiics MOJDKEH OBIAJETh
CIICYIOIIMMHU pe3yNIbTaTaMH 00yUYEeHHs 10 TUCIUIUIMHE:

Koabi Pe3yabTaTnl IlepedyeHb MIaHMPYyeMBbIX Pe3yJbTATOB
KOMITeTEHIIUHT ocsoenus OIIOII 00y4eHHs MO JUCHUIINHE
IK-3 Crnoco0eH ympaBisTh [1K-3.1. 3naeT MeToABbl aHAIM3a APXUTEKTYPHI,
apxurexkrypoui u UT- N T-unppacTpyKTypsl NpEApUATHS,
UHPPACTPYKTYpOi HOPMAaTHUBHYIO JOKYMEHTAIUIO, PETYIHPYIOLIYIO
IIPENIPUATHS, OTHOLIEHHsI B  00JacTM  HMHGOPMAIIMOHHOH

oOecrieunBaTh HaUIEKAIINI [0e30IMacHOCTH;

ypoBeHb nHpopmarmonnoii [[IK-3.2. ¥Ymeer MonenupoBaTh apXUTEKTYpY,
0€301acHOCTH N T-undpactpykrypy MIPEATPUSITHS,
HACTPanWBaTh MOJUTUKU OE30MACHOCTH;

[1K-3.3. Baameer HaBbIKaMH  yIpaBJICHUS
APXUTEKTYpPOI u UT-undpactpykTypoi
OpennpusaTisi,  oOecreueHuss  HaJJIeKallero
ypOBHS HHGOPMAITMOHHON 0€30MMaCHOCTH.

2. Mecto aucunminnsl B ctpykrype OIIOII 6akanaspuara

Hucuumumaa b1.B.10 «MupopmanmonHass Oe30macHOCTs W 3aliuTa HH(pOpMarmm»
OTHOCHUTCSI K 4YacTd, (HOpMHUPYEeMOH yYacCTHHKaMH OO0pa30oBaTEIbHBIX OTHOIICHHWH OJIOKa
lyyebnoro mmana OIIOIl GakanmaBpuata mo HampasieHuto noaroroBku 38.03.05 busnec-
nnopmatuka. HucrummHa «HpopManmonHas O0€30MacHOCT, W 3amuTa  WHGOPMAIHI»
u3ydyaercs oO0ydJaromuMHucs OoyHOW (opmbl oOyueHHs B 8 cemecTpe, OYHO-3a04HOH (HOpMBI
oOydeHnust — B 8 cemectpe.

[Ipy w3ydeHUW AaHHOW AMCUMUIUIMHBI OOYYaIOIIMICS HWCHOJb3yeT 3HAHUS, YMEHUS WU
HaBBIKHM, KOTOpble C(HOPMHUPOBAHBI B IMPOLECCE M3YYEHHUS MPEALIECTBYIOIINUX JUCLHUIUIMH:
«MH(popMallMOHHBIE TEXHOJIOTUM B MPO(ECCHOHAIBHONW JesTenbHOCTHY», «KoMIbloTepHble
cetn», «CTaHaapTu3anys, cepTUGUKALMS U TEXHUUECKOE JOKYMEHTOBEICHUEY.

3HaHus, YMEHHS WM  HaBbIKM, TIOJIY4YE€HHbIE TPU  H3YYCHUH JUCHUIUIMHBI
«MuadopmarmonHas 0e30MacHOCT, M 3amuTa WHpoOpManum», OyAyT HEOOXOAUMBI IS
YIIIYOJIEHHOTO M OCMBICJICHHOTO BOCHPHUATHS AUCHUILIUH: «OCHOBBI HU(POBOI 3KOHOMUKHY,
«KopnopatuBHble MH()OPMAIIMOHHBIE CHCTEMBI», B IPOM3BOJICTBCHHON MPaKTHKE, MOJTOTOBKE
BBIITYCKHON KBaTM(PHUKALIMOHHON paboTHI.
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3. O0beM AUCHUNJIMHBI B 324€THBIX ¢IMHUIIAX € YKA3aHHEM KOJIUYeCTBA aKaIeMHUYeCKUX
4YacoB, BbIIeJeHHbIX HA KOHTAKTHYI0 pa6oTy o0y4aloluxcs ¢ npenojaasaresieM (1o BUIam
3aHATHH) U HA CAMOCTOSATEJIbHYI0 PA00Ty 00yUYaK0IIUXCS

OO0mast TpyaoeMKocTh (00BEM) MUCIUTUTMHBI COCTaBIseT 4 3a4eTHBIX €AMHHUIEI (3.€.),

144 axagemuyeckux yaca.

3.1. O0béM TMCHUILUIMHBI 110 BUAAM Y4eOHbIX 3aHATHH (B Yacax)

st ounoii popmbl 00yUeHHs1
OO6mast TpyA0EMKOCTh TUCIUTUINHBI cocTaBiseT 4 3a4€THpIX equHuIlbl 144 yaca

O0BEM TUCHUIIINHBI

Bcero yacos

OO611ast TPYA0EMKOCTh TUCITUTUTHHBI 144
KonrtakTHas pabora 44
AynautopHas pabora(Bcero): 44
Ulexkium 16
CeMuHapbl, TPAKTUYECKUEC 3aHATHUS 28
CamoctosiTenbHast paboTta o0ydaronmxcs (BCero) 100
Kypcoas pabora -

3adeT ¢ OIlEHKOU +

JK3aMEH

J1st 04HO-3204HOH (opMBI 00yYeHHSA
OO6mmas TpyA0€MKOCTh AUCITUIUIMHBI COCTABIISET 4 3a4€THRIX eauHuIbI 144 qaca

O0BEéM TUCHUTIIIINHBI

Bcero yacos

OO11ast TPyA0EMKOCTh IUCIUILTUHBI 144
KonrakTHas pabora 34
AynuTtopHas padora(Bcero): 34
Jlexmun 12
CeMuHapbl, NPaKTUYECKUE 3aHATUS 22
CamocrosiTenpHas paboTa o0yqaronuxcs (BCero) 110
Kypcoas pabora -

3a4yeT C OIEHKOU +

JK3aMEH




4. Conep:kanue TUCHUILUINHBI, CTPYKTYPHPOBaHHOE 110 TeMaM (pa3jesaMm) ¢
yYKa3aHMeM OTBEJeHHOI0 Ha HUX KOJINYeCTBAa aKaJeMHUYeCKUX YaCOB U BH/10B
Y4eOHBIX 3aHATHI

4.1. Pa3nesnl AMCOMILVIMHBI ¥ TPYAOEMKOCTH IO BHaM Y4eOHbIX 3aHATHI (B
aKaJeMHU4YecKHX Yyacax)

HaumeHoBaHue TeMbI Bcero KoanuecTBo yacos
KonrakTHas paGora Bueayaur.
=2 padora
5 o Qo Jeknun Ipaktuyec | Camocr.
- o4 KHe padora
2 g | 3
o o o Q o o o o
S/ 2/ /8¢ |%8
SCloc ||| @ o
1. |O6ume Bompockl MHPOPMALMOHHOM 14 14 9 2 9 2 10 10
0€301acHOCTH
2. |l'ocynapcTBenHas cucrema| g 18 2 2 9 2 14 14
nH(pOpMaIMOHHOM 0€30MacHOCTH
3 | Vrposs: GesonactocTn 14 [ 14| 2| 2] 2|2 |10]10
4, | TeopeTnueckue OCHOBBI METOJ0B 29 29 2 2 4 4 16 16
3aIIUTHI HHOPMAIIMOHHBIX CHCTEM
5. [Metoapt 3aIHTHI CPENCTB| 5 20 2 4 4 14 16
BBIYHCIINTEIbHON TEXHUKHU
6. OcHoBBI KpunTorpaduu 24 24 2 2 6 4 16 18
7. | ApxutexTypa SAUWIICHHBIX | 16 2 5 4 5 10 | 12
YKOHOMHUYECKUX CUCTEM
8. | AnropuT™bl 6€30MaCHOCTH B 16 16 2 4 2 10 14
KOMITBIOTEPHBIX CETSIX
Bcero mo pucrumninae 144 | 144 | 16 12 28 22 | 100 | 110
KonTpons - -
Hroro 144 | 144

4.2. Coagepxxanue TUCUMILIMHBI, CTPYKTYPUPOBAaHHOE 10 TeMaMm(pa3aeiam)

Tema 1. O61mme Bonpocbl HHGOPMALMOHHOM 0€30MMACHOCTH

OcHoBHble TOHSTHS © onpenencHus. [loHsTus wuHpopMarus, HHPOPMATHIAIM,
nH(popMmanmoHHas cucrema, nHpopmarmonHas 6e3onacHocTh. [loHATHS aBTOpa M COOCTBEHHUKA
uH(pOpMaLKK, B3aUMOJIeHiCTBHE CyOBEKTOB B MHPOPMALIMOHHOM OoOMeHe. 3aniuta nHpopMaIum,
TaliHa, CpeACTBa 3alIUThl MHpoOpMAIUU. MexayHapoAHble CTaHAApThl HWH(OPMALMOHHOTO
oomena. Ilokasarenn wuH(pOpMAIMM: BaXXHOCTb, IIOJIHOTA, aJIeKBaTHOCTb, PEJIEBAHTHOCTb,
TOJIEPAHTHOCTh. TpeboBanHus K 3amuTe HHPopMmanuu. KoMIJIEKCHOCTh CHCTEMBI 3alllUThI
uH(pOpMaIIUU: UHCTPYMEHTANIbHAS, CTPYKTYpHAsl, QyHKIIMOHAIbHAS, BpEMECHHASL.

Tema 2. I'ocynapcTBeHHasi cucTeMa HHPOPMALIMOHHON 0€30IACHOCTH

OCHOBHBIE HOPMATHBHBIC PYKOBOJSIIME JOKYMEHTBI, KacaroIIUecs TOCYAapCTBEHHOM
TaliHbl, HOPMATHUBHO-CIIPaBOYHbIE TOKyMeHTHl. Ha3HaueHue u 3amauu B cdepe obOecnevyeHus
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UHPOPMALIMOHHOM 0e30macHOCTH Ha YpOBHe rocynapctBa. JlokTpuHa HWHPOPMALMOHHOM
o6ezonacHoctu  Poccuiickoii  ®enmeparuu.  CTpykTypa  rOCYyIapCTBEHHOW  CHCTEMBI
uHpopManMoHHON Oe3omacHocTH. CTpyKTypa 3aKOHOAATeNbHOW 0a3pl 1O  BOIpOcaM
nHpopmanmoHHo Oe3omacHocTU. JIWIeH3upoBaHUE W CepTHUPUKAIMS B OOJACTH 3aIUTHI
uHpopmanuu. Mecto uHOpPMAIMOHHONW  0€30MACHOCTH  SKOHOMHUYECKHX CHUCTEM B
HallMOHAIBHOM Oe30macHoCcTH cTpaHbl. KoHnenmus nHhopMaIimoHHONW 0€301acHOCTH.

Tema 3. Yrpo3sl 6e3omacHocTH

[Tonsitue yrpo3bl. Bunmbl mpoTHMBHUKOB WM «Hapymutenei». Knaccuduxamus yrpos
uHpopMaMoOHHOM  Oe3omacHocTH. Buael  yrpo3. OcHOBHbBIE HapylieHHs. XapakTep
MPOUCXOKACHHUS yrpo3 (YMBIIUICHHBIE W €CTECTBEHHbIE (hakTophl). WCTOYHWKH yTpo3.
[Ipennoceiiku  mosiBineHust yrpo3. Kiaccel KaHajaoB HECAHKIIMOHMPOBAHHOTO IOJTYyYCHHS
uHpopmanuu. [IpuunHbl HapyIIeHUs HEIOCTHOCTH HHPOPMAIUH.

Tema 4. TeopeTnyeckue 0CHOBbI METOAOB 3aIMTHI HHPOPMALMOHHBIX CHCTEM

OCHOBHBIE TIOJIOKEHUS TEOPUHU HHQPOPMAIMOHHON 0e30MacHOCTH HH(OPMAIMOHHBIX
cucreM. Mogenu Oe3omacHOCTH W UX mNpuMeHeHHe. DopmanbHble MOJEIU 0e30MacHOCTH.
JuckpennonHas Mopenb XappucoHa-Py33o-Ynbmana. TunusupoBaHHass MaTpuila JOCTyMa.
Monens pacnpoctpanenus npas goctyna Take-Grant. Mannatnas moxens benna-Jla-Ilagymbr.
Poneass monmutmka Oe3omacHocTH. OrpaHWuYeHUs Ha 00JIaCTU TPUMEHEHHUS (PopMaIbHBIX
MOJEJICH.

Tema 5. MeToabl 3a1IUTHI CPEACTB BHIYUCIUTEIbHON TEXHUKH

Hcnonp3oBaHue 3alIMIICHHBIX KOMITBIOTEPHBIX CHCTEM. AMNNapaTHBIE M MPOrPaMMHBIE
cpeacTBa s 3amuThl KoMmbloTepHbIXx cucteM oT HC/l. CpeactBa omnepalimOHHONH CHCTEMBI.
CpenctBa pesepBupoBaHMs JaHHBIX. [IpoBepka wenoctHoctd. Crocobbl W CpeicTBa
BOCCTaHOBJICHHUS PaOOTOCTIOCOOHOCTH.

Tema 6. OcHoBBI KpunTOrpagun

Metoasl kpunrorpadpuu. CUMMETpUYHOE U aCHMMETpHUUYHOE IK(poBaHUe. AJITOPUTMbI
mudpoBaHus. DNEKTPOHHO-IIUPPOBAst MOAMUCH. AJTOPUTMBI 3JIEKTPOHHO-IIU(PPOBOM MOAIUCH.
XemmpoBanue. mutoBctaBku. Kpunrorpadgudeckne renepaTopsl ciyqaiHbix yncesl. CrocoObl
pacnipoctpaneHust kimoyeid. OOecrmeunBaemas mM@poM cCTeneHb 3amuThl. KpunrtoaHamus u
aTaku Ha Kpunrocuctemsl. Crkatue nHGOpMaLUu.

Tema 7. ApXuTeKTypa 3aIIHIIEHHBIX JKOHOMHYECKHUX CHCTEM

OcCHOBHbBIE TEXHOJIOTUH MOCTPOCHHUS 3AIUIICHHBIX SKOHOMHYECKUX HH()OPMAIIMOHHBIX
cucreM. OyHKIuU 3ammThl HHGopMaruu. Kiaccsl 3amau 3amuThl nHGOpMAMU. APXUTEKTYpa
CUCTEM 3alUThl MHpOpMaUH. Sapo U pecypchl CpeAcTB 3amuThl uHGopManuu. CrpaTeruu
3auThl HHGopMaru. OCOOEHHOCTH YKOHOMUYECKHX HH(POPMAITMOHHBIX CUCTEM.

Tema 8. AiropuT™MbI 6€30MACHOCTH B KOMIIBIOTEPHBIX CETAX

MexcereBble skpaHbl. [IpoexktupoBanne MDO. Cuuddepsl. DKcruionTsl. ATaku Ha
cepBepa. ArTaku Ha paboume cTaHuMM. ATaka TUIA «OTKa3 B  OOCITYXUBAaHUN.
[IporokonupoBanue. CeTeBble 3alUIIEHHBIE TIPOTOKOJIBI.

4.3.Conepxxanne NpaKTHYECKUX 3aHATHI (04HAsA (popMa 00yUeHU)

IIpakTnyeckoe 3ansTHe Ne 1. OOmme Bompocsl HMH(OPMAIMOHHOH 0e30IaCHOCTH.

(2 yaca)

1. 3ammra wuHQOpManuHM, TaifHa, CpeAcTBa 3aIIUTHl HHPOpMauuu. MeXIyHapoaHbIe
CcTaHJapThl HHOOPMAITMOHHOTO OOMEHA.

2. TpeboBanus Kk 3aummre uHpopMmanuu. KOMIIIEKCHOCTh CHCTEMBI 3alIUTHl MHPOPMALUU:
UHCTPYMEHTAJIbHAsSL, CTPYKTYpPHAasi, (YHKIMOHAIbHAS, BPEMEHHAS.

3.BrInonHeHNe MPaKTHYECKUX 3aTaHU.

IlpakTuyeckoe 3anatue Ne 2. TocynapcrBeHHass cucremMa HHGOpPMAMOHHOMI




0e3onmacHocTH (2 yaca)

1. Jloxtpuna nndopmarnmonHoit 6e3omacHoctu Poccuiickoit deneparumn.

2. CrTpyKTypa TOCYJapCTBEHHOM cHCTeMbl HH(OpMarmoHHOW Oe3zomacHocTu. CTpyKTypa
3aKOHOJIaTEILHOM 0a3bl 10 BompocaM MHGOpMaIMoHHON O6e3omacHocTH. JInlieH3upoBanme
U cepTu(uKanys B 00JIaCTH 3aLIUTHI HH(OPMAIIHH.

3. BrInonHEHNE NPAKTHYECKUX 3aJaHU.

IMpakTuueckoe 3ansitue Ne 3. Yrpo3sl 6e3onacHocTH (2 yaca).

1. Knaccubukamus yrpo3 wuHboOpManroHHONW Oe3omacHocTH. Buabl yrpo3. OcHOBHBIC
HapyleHHUs. XapaKkTep NPOUCXOXKACHUS yrpo3 (YMBIIUICHHBIE U €CTECTBEHHBIE (DaKTOPHI).
Uctounuku yrpos. [Ipeanochuiku mosiBICHUS yTPoO3.

2. Knaccel kaHaJI0B HECAHKIIMOHUPOBAHHOTO MOyYeHUs HHPOPMALIUH.

3. BeInoHEHNE MPAKTHYECKUX 3aJaHU.

IIpakTuyeckoe 3ansaTue Ne 4-5. Moenu 0e30acHOCTH ¥ UX NPUMeHeHuUe (4 yaca)

1. dopmanbHBIC MOJETH 0€30MACHOCTH.

2. JluckpernuoHHass Monenb XappucoHa-Py3zo-Ynpmana. TumumsupoBaHHas MaTpuua
noctyna. Mojenb pacmpocTpaHeHuss mpaB goctyma Take-Grant. ManmaTtHas MOeETb
bemna-Jla-ITagymnel.

3. BeinosiHeHWE MPAKTUYECKUX 3aTaHUI.

IIpakTnyeckoe 3ansitie 6-7 MeToAbl 3aIUTHI CPeICTB BBLIYUCIUTEIbHOH TEXHMKH.

(4 gaca)

1. AmnmnaparHble ¥ IPOrpaMMHBIE CPEACTBA ISl 3aIIUThI KOMIIbIOTEPHBIX cucteM oT HC/I.

2. CpenctBa ormepanioHHOM cucTteMbl. CpencTBa pe3epBUpOBaHUS JaHHBIX. [IpoBepka
nenoctHocTd. CocoObl M CpesiCTBa BOCCTAHOBIICHUS! pab0TOCIIOCOOHOCTH.

3. BrimoaHeHne MPaKTHYECKUX 3a/IaHUM.

IIpakTnyeckoe 3ansitne 8-9. MeTonoJ0ornyecKkue OCHOBbI OH3HeC-HH(OPMATHKH

(4 gaca).

1. CummerpuuHOE U aCUMMETPUYHOE HIH(PpOBaHUE. AITOPUTMBI N (POBAHUSL.

2. DnexTpoHHO-UIU(POBasT TMOAMHUCH. AJTOPUTMBI  DJIEKTPOHHO-IIU(GPOBOM  TTOMIHCH.
XemmpoBanue. UmutoBctaBku. Kpunrtorpapudeckue reHepaTopsl ClydaiHbIX YHCEL..

3. BrimoHeHNe MPaKTUYECKUX 3a/ITaHUM.

IpakTuueckoe 3ansitue 10. Cnoco6bl pacnpocTpanenus Kiwuei (2 yaca).

1. CmocoOsI pacnipocTpanenus kiaoueit. OdecnieunBaemasi MMUGPOM CTETICHb 3alTUTHI.

2. Kpunroananus u aTaku Ha Kpunrocucremsl. CxxkaTre HHPOpMaLnu.

3. BeinosiHEHUE PAKTUYECKUX 3aJaHUI.

IIpakTuyeckoe 3ansaTe 11-12. OcCHOBHBIE TEXHOJIOTHM NOCTPOEHHS 3alIUIIEHHBIX

IKOHOMHUYECKUX HHPOPMALMOHHBIX cHCTeM. (4 yaca).

1. OcHOBHBIE TEXHOJOTMM ITOCTPOEHHS 3alUIIEHHBIX YKOHOMHUYECKHUX HH()OPMAIMOHHBIX
cucreM. @yHkuMHK 3ammThl HHGopManuu. Kiaccsl 3a1a4 3amuTsl HHPOPMAIUH.

2. ApXuUTEeKTypa CHCTEM 3allMThl HHGpOpMaLMU. SApo M pecypcsl CpPEACTB  3alUThI
uHpopmanuu. Crpaterun 3amuThl  UHPOpManuu. OcoOEHHOCTH SKOHOMHUYECKHUX
UH(POPMALIMOHHBIX CHCTEM.

3. BeinosiHeHUE PAKTUYECKUX 3aJaHUI.

IIpakTuyeckoe 3ansitue 13-14. AaropuTrMbl 0€30MACHOCTH B KOMIBIOTEPHBIX CETSIX.

(4 gaca).

1. MexcereBsie 3kpanbl. [IpoekTupoBanre M3. CHuddepsl. DKCIIOUTHI.

2. Ataku Ha cepBepa. ATaku Ha paboyHe CTaHIMU. ATaka THUIA «OTKa3 B OOCITYKUBaHUM.
[IpoTokonupoBanue. CeTeBbie 3alIUMIIEHHBIE POTOKOJIBI.

3. BolnonHeHne NpakTUYECKUX 3aJIaHUM.




10

4.4. Conep:xaHne cCaMOCTOSITEIbHON PadoThI

Tema 1. O6mme Bonpocsl HHPOPMALMOHHOH 0€30MTACHOCTH

[Toxazarenn  uHpOpMAUU:  BaXXHOCTh, IMOJIHOTA,  aJ€KBAaTHOCTb,  PEJIEBAHTHOCTD,
TOJIEPAHTHOCT.

TpebGoBanus k 3amuTe HHOOPMAITUH.

KoMIekcHOCTh  cUCTeMBl  3allUThl  MH(OPMALMU: WHCTPYMEHTAIbHAs, CTPYKTypHas,
(dyHKIIMOHATbHAS, BpEMEHHAsI.

Tema 2. I'ocynapcTBeHHasi cucTeMa HH(POPMaLMOHHOM 0e30macHOCTH
CtpykTypa 3aKOHOAATEIbHON 0a3bl 110 BopocaM HH(OPMAITMOHHONW 0€301TaCHOCTH.
JIuueH3upoBaHue U cepTU(HUKAIMS B 00IaCTH 3aIUTHl HH()OPMAITUH.

Mecto wuHpOpMAaMOHHON O€30MACHOCTH HIKOHOMHYECKHX CHCTEM B HallMOHAJIBHOMU
0€30I1aCHOCTH CTPAHBI.

Konnenmus nHbopMaIimioHHONH 6€301acHOCTH.

Tema 3. Yrpo3sl 6e3omacHocTn

Knaccel kaHa10B HECAaHKIIMOHUPOBAHHOTO MOTY4Y€HUS UH()OPMALIUH.

[TpuauHbBI HapyIIEHUS IEJIOCTHOCTH HHPOPMAITUH.

Tema 4. TeopeTndeckue 0CHOBbI METOA0B 3aIUTHI HHPOPMAITMOHHBIX CHCTEM
Mognens pacnpoctpanenus npas gocrymna Take-Grant.

Mannarnas moaens bemna-Jla-ITagymer.

PosneBas monutrka 6€30MacHOCTH.

Orpanuyenus Ha 00JacTH MPUMEHEHHs POPMAIIbHBIX MOJIETICH.

Tema 5. MeToabl 3a1IUTHI CPEACTB BHIYUCIUTEIbHON TEXHUKH

CpenctBa pe3epBUpOBaHUS JaHHBIX.

IIpoBepka 1eI0CTHOCTH.

Cnioco0ObI ¥ CpeICTBa BOCCTAHOBJICHHS paOOTOCTIOCOOHOCTH.

Tema 6. OcHoBbI KpunTorpadpumn

CriocoObI pacpocTpaHEHUS KITFOUCH.

Ob6ecneuynBaeMas mu@pPoOM CTETIEHb 3aIIUTHI.

Kpunroananus u aTaku Ha KPUIITOCUCTEMBI.

Crxartne nHGOpPMAIIUH.

Tema 7. ApXuTEeKTYypa 3allIMIIEHHBIX JKOHOMHUYECKUX CHCTEM

Crpateruu 3auiuTsl ”HGOPMAIUH.

OCOOEHHOCTH IKOHOMHYECKMX NHPOPMALMOHHBIX CHCTEM.

Tema 8. AlropuT™Mbl 6€30MACHOCTH B KOMIIBIOTEPHBIX CETAX
IIpoTokosnnpoBaHue.

CereBble 3alIMIIEHHBIE TPOTOKOJIBL.

5. KoHTpoJIb Ka4yecTBa OCBOCHUS TUCHMILIUHBI

Tekylmuii KOHTPOJIb U MIPOMEKYTOUHAS aTTECTALUS OCYIIECTBIAIOTCA B COOTBETCTBUU C
«IlomoxxeHneM O TEKyIIEM KOHTpPOJIE YCIIEBAEMOCTH UM IPOMEKYTOYHOM aTTecTalluu
oOy4Jaronuxcsi B ABTOHOMHOW HeKoMMepueckor opranu3anuu «OOpa3zoBaTeibHasi OpraHu3aIus
BBICIIIET0 00pa30BaHUs» «Y HUBEPCUTET SKOHOMUKHU U YIIPABJICHUS.

Bung npomexyrouHod —arrectanMu — 3ader ¢ oneHko. dopMa mpoBeneHHs
MPOMEKYTOUHOM aTTECTALMHU — IMCbMEHHBIN 3a4€T C OLIEHKOM.

@DOoH/| OLIEHOYHBIX CPEJCTB MO IUCIUILIMHE MPUBEACH B puiioxkeHuu K PITJI.
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6. YueOHO-MeTOAMYECKOe OOecneyeHne TUCHMIITHHBI
1. TepmuHosorM4ecKuid cioBaph 1Mo mnpeameTam kadenpsl «busHec-undopmatukay /
cocraBurenn . A. Jlonuenko [u ap.]. — Cumdepononsb : YHHMBEPCUTET 3KOHOMHUKH H
ynpasienus, 2020. — 240 c. — Texkcr : anexTponssii // [{ludpoBoit oOpa3zoBaTenbHBIN pecypc
IPR SMART : [caiit]. — URL: https://www.iprbookshop.ru/108063.html (mara oGpamieHus:
16.01.2024). — Pexxum gocTyma: s aBTOPU3HP. MOJIb30BaTEICH.

7. IlepeyeHb OCHOBHOM U JONMOJHUTEILHOM Y4eOHOM JIUTEPATYPbI, HEOOXOAMMOI 1151
OCBOEHHS THCIUMIHHBI

a) OCHOBHAaA

1.  Illanerun, B. ®. Uadopmanuonnas 6e3omacHOCTh U 3amuTa nHpopmanuu / B. @.
[Manprun. — 2-e¢ uzn. — Capatos : [Ipodobpazosanue, 2019. — 702 ¢. — ISBN 978-5-4488-
0070-2. — Tekcr : anexTponHslii // Llndpooit o6pazoBatenbubiit pecypc IPR SMART : [caiit].
— URL: https://www.iprbookshop.ru/87995.html (mara ob6pamenus: 16.01.2024). — Pexum
JIOCTYTIA: 17151 aBTOPU3HUP. TIOJIH30BaTEICH.

2.  CysopoBa, I'. M. Nudopmarnmonnas 6e3omacHocTh : ydeObHOe mocobue / I'. M.
CyBopoBa. — Capatos : By3oBckoe obpazoBanue, 2019. — 214 ¢c. — ISBN 978-5-4487-0585-4.
— Texkcr : anextponnbiii // I{udposoit obpazoBarensHbiii pecypc IPR SMART : [caiit]. —
URL: https://www.iprbookshop.ru/86938.html (mara oOpamenus: 16.01.2024). — Pexum
JOCTYyTIa: JIJIsl aBTOpU3up. mob3oBareseit. - DOI: https://doi.org/10.23682/86938

3. CewmeHos, 1O. A. IIpouenypsl, IMarHoCTUKU U Oe30macHOCTh B IHTEpHET : yueOHOe
nmocoobue / 1O. A. CemenoB. — 4-e wm3a. — MockBa : VHTepHET-YHUBEPCUTET
WNndpopmanmonnsix Texnonmoruit (MHTYUT), Aii [Iu Ap Menua, 2022. — 581 c. — ISBN 978-
5-4497-1653-8. — Tekcrt : anextponnsii // [{ludposoit obpazoBarenbubiii pecypc IPR SMART :
[caiiT]. — URL: https://www.iprbookshop.ru/120489.html (mata ooOpamenus: 16.01.2024). —
Pexxum goctymna: ajist aBTOpU3HUP. MOJIb30BATEIEH.

0) 10MOJTHUTEIbHAS

1. ®aponoB, A. E. OcHoBbl uH(MOpMAIMOHHOW O€30MacHOCTH Mpu paboTe Ha
KoMmbloTepe : yueOHoe mocobue / A. E. @aponoB. — 3-¢ u3a. — Mocksa, CapatoB : IHTepHeT-
VYuusepcurer Undopmarnmonnsix Texnonoruit (MHTYUT), Ait ITu Ap Menua, 2020. — 154 c.
— ISBN 978-5-4497-0338-5. — Tekct : anektponHbii // Lludposoit 0OpazoBaTenbHbIN pecypc
IPR SMART : [caiitr]. — URL: https://www.iprbookshop.ru/89453.html (maTa oOparmeHus:
16.01.2024). — Pexxum nocTyna: Ajisi aBTOPH3HP. MOTb30BATEICH.

8. [lepeyeHn pecypcoB HH(POPMANMOHHO-TEIEKOMMYHHUKAMOHHOI ceTH « AHTepHET»,
HEO0XOAUMBIX VIS OCBOCHHS JUCIHUIIMHBI

1. UudopmanmonHo-npaBoBoii mopran «l'apant»: odunmanbaeiii cait. — URL:
http://www.garant.ru — TekcT: 3JIeKTpOHHBIH.

2. Iudporoii obpazoBaTenbHbIi pecype «IPRsmarty: opunmansusiii caiit. — URL: http://
www.iprbookshop.ru/ — TekcT: 31eKTpOHHBIN.

3. Hayunas snexkrponHas 6ubnmnoteka «KubepJlennnka»: opunumansueii caift. — URL:
https://cyberleninka.ru/ — Tekct: 31eKTPOHHBIIA.

4. Poccuiickuii HHTEpHET-IOPTAJT U aHANIUTHYecKoe areHTcTBO TAdviser: odumansHbIi
caiit. — URL.: https://www.tadviser.ru/ — TekcT: 37K TPOHHBIH.

S. Hayunsrii sxypHan «Bornpocsl kubepOe3onacHocTHY: opuunaibHbli caifT. — URL:
http://cyberrus.com — TekcT: 371€KTPOHHBIIA.
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9. MeToguyeckue yKazaHHus 1Jis1 00y4ar0IMXCsl
10 OCBOCHHIO JUCHHIIJIMHBI

IIpu npoBeneHuil JNEKIMM, CEMUHAPCKUX (MPAKTUYECKUX) 3aHATUH, CAMOCTOSITEIbHOU
paboTe 0OydaroUIMXCsl NPUMEHSIOTCS MHTEPAaKTUBHBbIE (DOPMBI MIPOBEACHUS 3aHATHI C LIENbIO
HOTPYKEHUsSI 00y4aloIUXCs B pealbHYIO aTMoc(epy NpodecCHOHANBHOTO COTPYIHUYECTBA IO
pa3pelieHnIo IpooaeM, ONTUMAIbHON BBIPAOOTKM HABBIKOB M KauecTB OYyIyIIEro CreluaInucTa.
WnuTepakTuBHBIC ()OPMBI IPOBEACHUS 3aHATHI MPENONIaraloT 00y4eHue B COTpyiHu4ecTBe. Bee
YY4aCTHUKHA 00pazoBaTesbHOTO Tpoliecca (mpernogaBaTelb U 00yJaronuecs) B3auMOIeHCTBYIOT
Jpyr ¢ Opyrom, oOMEHHBAIOTCA MH(pOpPMAaLKel, COBMECTHO PELIAIOT MPOOJIEMBbl, MOACIHPYIOT
CUTYALHIO.

B yueOHOM mporecce UCTIONb3YIOTCS HHTEPAKTUBHBIE (DOPMBI 3aHATHIA:

- TBOpPYECKOE 3aJaHKe. BhIOIHEHNEe TBOPUECKUX 3aJaHUi TpeOyeT oT o0ydarolerocs
BOCIIPOM3BEICHHE TIOJIYYEHHOU paHee uH(opMaIu B ¢popme, ONpeaessieMoil IpernoiaBaTesiem,
U TpeOyrolel TBOPUECKOr0 MOIX0/a;

- TpymnmnoBoe obcyxeHue. I'pynnoBoe obcykaeHne Koro-iudo Bompoca HampaBiIeHO Ha
JOCTM)KEHUH JIyYIIEro B3aUMOIIOHMMAHUS U CIHOCOOCTBYET Jy4YIlIEMY YCBOECHHUIO HM3y4aeMOro
MarepHaa.

B xozme ocBoeHUs ITUCHMIUIMHBI IIPU NPOBEIEHUM KOHTAKTHBIX 3aHATUH HCHOJIb3YIOTCS
cienytomme (HopMel 00yueHHs, crOcoOCTBYyMOmUE (OPMHUPOBAHUIO KOMIIETEHIIMMA: JICKIHH-
TUCKYCCHM; KeHc-MEeTOA; pellleHHe 3a/la4; CUTYallMOHHBIH aHaiu3; oOcykaeHue pedeparoB U
JIOKJIA/IOB; pa3pabOTKa rPyIMIOBBIX MPOEKTOB; BCTPEUYH C MPEICTABUTENISIMHU IOCYJapCTBEHHBIX U
0O0IIECTBEHHBIX OpraHU3aIH.

10. IlepeyeHb nHGOPMANMOHHBIX TEXHOJIOTHI, HCI0JIB3yeMbIX PH OCYIECTBICHUHU
0o0pa3oBaTeIbHOIO MpoIecca Mo JMCHUIINHE, BKIKYasi epeyeHb NPOrpaMMHOIo
olecrieyeHnst 1 HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXOAMMOCTH)

B mpouecce NEKIMOHHBIX M MPAKTUYECKUX 3aHATUN MCHOJIB3YETCS ClENyIolIee
IporpaMMHOE 0OecTieueHHE:

*mporpammsbl, oOecreunBaronue JocTynm B ceTh  «MHTepHeT»  (Hampumep,
«MicrosoftEdge», «GoogleChrome»);

*mporpaMMbl, JIEMOHCTpAllMd BHUJEO MaTepHaloB  (HampuMmep, IMPOUTPHIBATEIH
«WindowsMediaPlayer»);

*TEKCTOBbIE peaaKTOpHI U MIPOLIECCOPBI (manpumep, «bnokHOTY,
«MicrosoftOfficeWord»);

*mporpaMMbl A7 JEMOHCTpallMM W CO3JaHHMs  Ipe3eHTauuid  (Hampumep,
«MicrosoftPowerPoint»).

11. Onucanue MaTepuaIbHO-TEXHUYECKOT0 00ecneYeHusl, He0OX0AMMOro sl
ocyllecTBJIeHHS 00pa30BaTeILHOIO MpoLecca 1o AUCHHUILINHE
I[JISI npenogaBanvsl AUCHHUILUIAHBL TpCGyCTCH CIICHUAJIBHBIC MATCPUAIBHO-TCXHUYCCKUC
cpeacTBa (KOMIIBIOTEpHBIE Kjacchl M T.1.). Bo Bpems JEKUMOHHBIX 3aHSITHH, KOTOpBIE
IOPOBOJATCS B OONBLION ayJUTOPUHU, HCIIOJIB3YETCS MPOEKTOp Ui JEMOHCTpAIMM CJaiI0B,
cXeMm, TaOJIMIl M TPOYEero marepuaina, MyJIbTHMeAuiiHbIe mpoekTopel Epson, BenqViewSonic;
9KpaHbl AJIs TPOEKTOPOB; HOYTOYKH Asus, Lenovo, MEKPO(hOHBI.
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