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1. OHEHOYHBIE CPEJCTBA JJIAA TEKYIIET'O KOHTPOJIA

CpezcrTBa OILICHUBAHUS B XOJIC TEKYIETO KOHTPOJIS:
— YCTHBIE OIIPOCHI B X0/ CEMHHAPCKHX 3aHATHH;
— pedepartsr;

— TECTHPOBAHMHE;
— TPaKTHYECKHE 3a/IaHMs, BBIMOJNHSAEMBIC B XOJE CEMHHAPCKOro (MPaKTHYECKOTO)
3aHATHUS WU PEKOMEHyEMbIE JUIsI CAMOCTOSITEIbHON paboThI.

Koabl Pe3yabTaThl IlepeyeHb MJIAHUPYEMBIX Pe3yJIbTATOB
KOMIIeTeHIINH ocsoenus OITIOII 00y4eHMsl 0 JUCHUIJINHE
IIK-5 CrniocobeH nNpuHUMaTh [1K-5.1. 3naer mnpuHOUOB (QOPMHUPOBAHUS
ydacrue B OPMUPOBAHUY,  |[koMIIIeKCa Mep 1o 00eCTIIeYeHHIO

OpPraHU30BBIBATH U
MO/IZICPYKUBATH BBITTOJHCHUE
KOMILJIEKCa Mep 10
00ecCTIeYeHnI0
HH(pOPMAITMOHHOM
0€30MaCHOCTH, YIPABIIAThH
MIPOIECCOM UX pealTU3aIiu

MH()OPMAIIMOHHONW O€30MMaCHOCTH TIPEIITPHUATHS
(opraHu3anun);

[IK-5.2. Bnmageer MeTogaMu OpraHu3alMU U
VIIpaBJICHUS  ACSATENBHOCTh  CIY)XO  3aIIUThHI
nH(MOpMaILUY HA TPEANPUATUN

BOONOOUITAWNRE
H

WNRNRNNNNMNNNNNRPEREPRERPRR R R R
OCOWO~NOUNRWNRPOOWOM~NODUTDMWNEREO

Bonpocs! k TekylemMy KOHTPOJIIO
Uro nenaet BUpYC MOCIIE MONAJaHusl B CUCTEMY?

Kakwue turmsl Qaiinos ydarie 3apaxaroTcs BUpycamu?
Mooxet 1 BUpYC CyIIecTBOBaTh 0e3 (haitna-xocra?
Yro Takoe pe3uaeHTHBIN BUpYyC?

UTto Takoe Hepe3UIeHTHBIN BUPYC?
Kak Bupychl MaCKUpYIOTCS 11O JIETaIbHbIE IPOIPAMMBI?
Uro Takoe 3arpy304Hblii CEKTOp?

Kak BUpyCBI HCIIOIB3YIOT aBTO3aMyCK?

UYem onacHbl MaKkpoChl B IOKYMEHTax?
Yro Takoe KpunToBupyc?

Kakue ectp nmpusnaku 3apaxxenus [1K?

Kak paGoTtaeT camopacnpocTpaHsOUMics YepBh?
Yrto Takoe IKCIIOUT-KUT?

Kakue ¢pyHKIMN BBIOTHSIET TPOSIH?
[Touemy aHTUBUPYC MOXKET HE OOHAPYKUTH BUPYC?
Yro Takoe J0XKHOe cpabaThIBaHUE aHTUBUpYyca?

Kax o6HOBIIEHUE CHCTEMbI CHUYKAET PUCK 3apakeHUs ?
UYro Takoe curnarypa Bupyca?
UYewm otnmyaercs BpenoHocHoe [10 OoT moTeHIManbHO HEKEIATENbHOTO?
Kakue cymecTByrOT TUIBI CKAaHUPOBAHUSI aHTUBUPYCOM?

Uto Takoe KapaHTUH B aHTUBHpYCE?
MOHO JI1 BOCCTAaHOBUTH 3apakKEHHBIN (aiin?
Kakwue yrpo3sl coznaror USB-ycTpoiicTa?
Yro Takoe zero-day ysI3BUMOCTH?
Kax paboraet dhaepBon?

Yem onacHbI HENNLIEH3UOHHBIE TPOIPaMMBI?
Kaxk BHpyCBI HCITONB3YIOT AIEKTPOHHYIO ITOYTY?
Yro Takoe conanbHas HHXXEHEpUs?
Kak onpenenuts noo3puTebHOE TUCHMO?
Urto takoe DDoS-araka?
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Kak G0THETBI HCTIONB3YIOTCS 3T0YMBIIIIICHHUKAMU ?
Uro Takoe keylogger?

Kakue nanHpie MOTYT KpacTb BUPYCHI?

Uro Takoe mudpoBaHrue BPEAOHOCHBIX (paitiioB?
Kak paboraeT aHTUBHpYC B pe€albHOM BpeMEHU?
UYro Takoe necoyHuna?

Kaxk Bupychl MOTYT CKpBIBAaThCSI B TaMsITU?

Uro Takoe backdoor?

Kaxue meronb! yjajieHns BUpYCOB CYLIECTBYIOT?

40 Tlouemy BaxxHO OOy4EHHUE MOJIb30BaTENEH Oe30nacHoCTH?

1.2

CoNoOA~WNE

NRNNNONNNNONNNNNNRRPRRRRERRRERER
CONPORDOINPOOONDUTAWNEO

30.

Tembl pedepaToB:

HcTopus pa3BUTHSA KOMIIBIOTEPHBIX BUPYCOB.
Dodonus BpeaonocHoro I10.

CoBpeMeHHbIE BUIBI KOMIIBIOTEPHBIX BUPYCOB.
[Momumopdubie 1 MeTaMOp(HBIE BUPYCHI.

CereBble UepBU U UX BIMSHUE Ha HUHPPACTPYKTYPY.
TpositHCKHE IpOrpaMMBbl: COBPEMEHHBIE YTPO3BI.
PyTKUTBI 1 METO/BI UX OOHAPYKEHUS.

BoTHeTHI 1 X IpUMEHEHNE B KHOEPIIPECTYITHOCTH.
MeTtopl cOLMAIbEHON HHKEHEPUU.

@UIMHT KaK HTHCTPYMEHT Kubeparaxk.

AHTUBHPYCHBIE TEXHOJIOTHUHU: UCTOPHSI U Pa3BUTHE.
CurnaTtypHbl€ METO/IbI 3ALUTHI.

OBpucTHYeCcKUi aHanu3 BpegoHocHoro [10.
[ToBeneHueCckuil aHAIM3 B COBPEMEHHBIX aHTUBHPYCAX.
Sandbox-TexHosoruu B KHOEpOE30MacHOCTH.

Zero-day ys13BUMOCTH.

OKCIUTONTHI M 3KCILTyaTalus ya3BUMOCTEH.

3amuTa onepanoHHBIX CHCTEM OT BUPYCOB.

Bupycbl B MOOMIIBHBIX YCTpOMCTBAX.

Bpenonocnoe 110 B loT-ycTpoiicTBax.

KpunroBupycsl 1 mporpaMMbI-BBIMOTaTeH.
DDoS-araku u poib OOTHETOB.

NupopmanronHas 0e30macHOCTh B UHTEPHETE.
Mertonbl 00HapyKEeHUsI BPEJOHOCHOTO KOJa.

Ponw monb3oBatenst B muHGOpMAIIMOHHON 0€30MaCHOCTH.
AnTtusnpycHoe [10: cpaBHUTENBHBIN aHAIU3.
3ammra KOpIopaTUBHBIX CETEN OT BUPYCOB.

Pe3epBHoe KOIIMPOBAHUC KaK MCTO/I 3allIUThI I/IH(i)OpMaI_II/II/I.

[IpaBoBbI€ aceKThl KOMIIBIOTEPHBIX BUPYCOB .
Bynymee kubepyrpos u 3ammra oT HUX.

1.3 TecToBbIe 3aganus
1. Yro Takoe KOMNBbIOTEPHBbIii BUPYC?
a) [Iporpamma miist yckopenust padotsr [TK

6) HporpaMMa, CIIOCOOHAas CaMOBOCIIPOU3BOAUTHECAA W BHCAPATHCA B APYruc MNpOorpaMMbl

(IIpasunvHolit omeem: 6)
B) [Iporpamma, npeiHasHaYSHHAS TS 3AIUTHI CHCTEMBI
r) YTuimTa sl OYMCTKH JUCKA

2. Kakoii Tun BpeaonocHoro I1O pacnpocrpansiercst 6e3 ydacTusi noJib30BaTeis?

a) Tposin
0) PyTkut
B) Uepss (/Ipasunvhuviii omeem. )



r) MakpoBupyc

3. OcHOBHAas 1eJIb TPOSIHCKOH MPOrpaMmbI?

a) CaMOBOCIIPOHM3BEICHUE

0) YauuTOXEeHHE BCeX (ailjioB CHCTEMBI

B) MackupoBka o Jjieranbaoe [10 11t BBIIOTHEHUS CKPBITHIX JIeicTBuil (IIpasunvubiii omeem.:
6)

r) YckopeH#e paboThl CHCTEMBI

4. Yto Takoe pUIIUHT?

a) Meroj mudpoBaHust JaHHBIX

0) AHTUBHPYCHAsI TEXHOJIOTHUS

B) ATaka uyepe3 NOJJENIbHBbIC CANThI U MUCbMa C IIEJbI0 MOJy4eHHs AaHHBIX ([IpasunbHuiil
omeem. 6)

r) Bua koMmbsroTepHoro BUpyca

5. I'ne yaie Bcero pacnpocTpaHslOTCSI MAKPOBUPYCHI?

a) B ucnonusembix ¢aitnax

6) B mokymenTax ¢ makpocamu (/Ipasuivhoiii omeem: 0)

B) B BIOS

r) B cuctemubIx apaiiBepax

6. UTo ges1aeT aHTUBHPYC B PesKUMe PeaTbHOIr0 BpeMeHu?

a) Ymansier Bce (aiiabl CHCTEMBI

0) IIpoBepsieT (aiisapl TOIBKO MOCIIE Iepe3arpy3Ku

B) [TOCTOSHHO KOHTPOJIMPYET aKTUBHOCTD CUCTEMBI (IIpasunbhbiti omeem: 8)
r) OTKIIIO4aeT UHTEPHET

7. YTo Takoe 00THET?

a) [Iporpamma aj1s1 pe3epBHOTO KOIUPOBAHUS

0) AHTHBHpYCHas 0a3a TaHHBIX

B) CeTh 3apaKeHHBIX KOMITBIOTEPOB, YIPABIIeMbIX yaalneHHo (/IpasunbHblii omeem: 6)
r) OnepannoHHas cucTemMa

8. Kakoii npu3HaK Mo:KeT yKa3bIBaTh Ha 3apa:kenue [TK?

a) YckopeH#e paboThl CHCTEMBI

0) YMeHbIIIeHHEe TeMITepaTyphl mpoieccopa

B) [TosiBlIeHHE HEM3BECTHRIX MPOLIECCOB U pekamMbl (IIpasunvbrbiii omeem: 0)
r) YBenuueHne cBOOOIHOM MaMsATH

9. YUro genaer IDS (Intrusion Detection System)?

a) briiokupyet BUpyCHI Ha cepBepe

0) lludpyer cereBoit Tpaduk

B) OOHapyKUBAET MOI03PUTEIBHYIO aKTUBHOCTD (/Ipasunbhbiii omeem: 8)
r) YckopsieT nepeaady JaHHbIX

10. Kakoii mopt no ymosryanuio ucnoqassyercs nisa HTTPS?

a) 21

6) 80

B) 443 (IIpasunvhulii omeem: 8)

r) 25

11. Kakue cBoiicTBa oTHOCSTCS K MHGOPMAIMOHHOM Oe30macHoCTH?
a) KondpunenunamsHOCTh

6) MacmrabupyemMocTb

B) LlenocTHOCTH

r) loctynHOCTB

OTtBer: a, B, T.

12. Kakue MeTObl OTHOCATCSH K ayTeHTU(PUKAIUY 110J1b30BaTeIs?

a) [Taponn



06) MAC-anpec

B) buomerpus

r) lIudposanue Tpaduka

OTtBer: a, B.

13. Kakue aaropurmsl ABJISIOTCH ACHMMETPHYHBIMH ?
a) AES

6) RSA

B) ECC

r) DES

OTtBert: 0, B.

14. Kakue yrpo3bl OTHOCATCS K C€TeBbIM aTakamM?

a) DDoS

6) Phishing

B) SQL-uHBEK1INS

r) Jedbparmenranus qucka

OTtBeT: a, 0, B

15. Kakue npoToKo0Jibl 00ecne4YnBaOT 3aAIMIIEHHYIO0 Nlepeaavy JaHHbIX?
a) HTTPS

0) FTP

B) TLS

r) SSH

OTtBer: a, B, T.

16. Kakne ¢pyHKuMM BbINOTHSIET MeskceTeBoi s3kpaH (firewall)?
a) OunbTpanus Tpaduka

6) Hludposanue ¢aitnon

B) biiokuposka nopros

r) MOHUTOPHHT TaKETOB

OTtBeT: a, B, T.

17. Kakue u3 nepe4mncjeHHOro ABJISIOTCH Kpunrorpagpunueckumu x3m-GpyHkuusmMu?
a) MD5

6) SHA-256

B) RSA

r) SHA-1

OtBeT: a, 0, T.

18. Kakue geiictBus xapakrepHbl 1 DDoS-araku?
a) [leperpy3ka cepBepa 3ampocamu

0) Y nanenue ¢aiioB c ceppepa

B) Mcnonb3oBanue 00THETa

OTBer: a, B.

r) ludpoBaHue JaHHBIX MOJIb30BATENS

19. Kakue ycTpoiicTBa/cHCTeMBbI OTHOCATCS K 3alIuTe ceTH?
a) IDS

6) IPS

B) Firewall

r) Proxy-cepsep

OTtBer: a, 0, B, I.



20. Kakue 1eiicTBHSI OTHOCATCS K COUMAJILHON MHKeHePUu?
a) Oumunr

0) ITon6op napo:eit

B) [loxnenka nuaHOCTH

r) ludpoBanue qaHHbIX

OTBer: a, 0, B.

21.

22.

23.

24,

25.

YCcTaHOBUTH COOTBETCTBHE:!
1. Firewall A) OGHapyKeHH€e BTOPKEHUI B CETh
2. IDS b)  3BammmenHslii  TyHHENb  MOBEPX
WHTEpHETa
3. VPN B) ®unbsTpanus cereBoro tpaduka
4. DDos ') MaccoBas  meperpy3ka  cepBepa
3arnpocaMu
YCTaHOBUTH COOTBETCTBHE!
1. KonduaeHnmuaisHOCTh A) IIpoBepka MOATUHHOCTH TOJIL30BATEIS
2. llenocTHOCTH b) 3ammra 0T HECAaHKIIMOHUPOBAHHOTO
JocTyna
3. locTymHOCTB B) JlanHble He U3MEHSIOTCS 0€3 pa3peleHus
4. Ayrentudukamus I') Bo3amMoXHOCTB JTOCTYTIA K pecypcam
YCcTaHOBUTH COOTBETCTBHE!
1. RSA A) Xour-¢pyHKIus
2. AES b) CuMMeTpHuuHBIi aaroputM
3. SHA-256 B) AcummeTpuyHbIN alIrOpuT™M
4. ECC I') Kpunrorpagpuss Ha 3IUIMOTHYECKUX
KPHUBBIX
YCTaHOBUTH COOTBETCTBHE!
1. dummnsr A) B3iom uepes 6a3y gaHHbBIX
2. CounanbHasi HH)XEHEepHUs b) Ilcuxonormueckoe Bo3feiicTBHE Ha
MIOJTb30BATENS
3. Brute-force B) ITonGop maposst nepedopom
4. SQL-unbeKkus I') [lognenbHble CalThI 17151 KPaXu JAHHBIX
YCTaHOBUTH COOTBETCTBHE!

.HTTPS

A) Ilporokon nepenayuu haaoB

. SSH

b) 3anumiennsie BeO-IpOTOKOI




26.

217.

28.

29.

30.

_FTP

B) IIpoTokon yganeHHOro 1octyna

. DNS

I') Cucrema qOMEHHBIX UMEH

YCcTaHOBUTL COOTBETCTBHE.

. XomI-pyHKIUS

A) Ob6parnoe

3amu(pPOBAHHBIX JaHHBIX

peoOpa3oBaHue

2. lludpposanue b) [IpeoOpa3zoBanue NaHHBIX B YHUKAIbHBINA
OTIIEYATOK

3. Koguposanue B) 3amwmra undopmammu ot urteHus 06e3
KJIF04a

4. lemmudpoBanue I') IlpencraBieHuwe [OaHHBIX B JIPYroM

dbopmare

YcTaHOBHTH COOTBETCTBHE!

. Proxy-server

A) MapuipyTtu3zanusi CETEBbIX I1aKETOB

2. Firewall b) Mackuposka IP-anpecos
3. NAT B) IlpomexxyTouHBIif cepBep
4. Router I') ®unpTpanus Tpaduka

Y cTaHOBUTHL COOTBETCTBHE:!

1. Malware A) CamopacTpoCTpaHsIOIMIHUICT BUPYC

2. Trojan b) Bpenonocuoe I10 B menom

3. Worm B) Bupyc ¢ MackupoBKOH 1O MOJIE3HYIO
poTrpaMmy

4. Ransomware I') Bupyc, mmdpyromuii 1aHHbIE

YcTaHOBHUTH COOTBETCTBHE!

1. SSL/TLS A) IlpoTokon 3amuIeHHON TIepeaavyn
2. IPsec b) 3ammra cereBoro ypoBHs

3. VPN B) TynnenupoBanue tpaduka

4. HTTPS I') 3ammmennsii HTTP

YcTaHOBHUTL COOTBETCTBHE!

1. JlorupoBanue A) Ananu3s cobbITHl O€e30macHOCTH
2. MOHUTOPHUHT b) 3anuck coObITHIi cUCTEMBI

3. Ayaur B) HaGmroienue 3a coOCTOSIHUEM CETH
4. Cucrema IDS ') OOHapysxeHue aTak




1.4 TIpakTHyecKkue 3agaHus
IIpakTyeckoe 3aganue Ne 1.
[TpusHaku 3apakeHHe KOMIIbIOTEPA BpeaoHOCHbIM 110.

3ajanue: ONpeAeNIUTh MATh NPU3HAKOB 3apaXKEHUS CUCTEMBI IO MPEJI0KEHHON CUTYAIINH.
IIpakTuyeckoe 3aganue Ne 2.

Knaccudukanust BpeIoHOCHBIX TPOTPaMM.

3ananue: Pacnpenenure npumeps 110 no tTunam (Bupyc, 4epBb, TPOSIH, BBIMOTaTENb).
IIpakTuyeckoe 3aganue Ne 3.

Ananu3 nogo3puresibHbIX nponecco OC.

3a,I[aHI/IeZ BBII[GJ'II/ITB TPHU ITIOJO3PUTCIIBHBIX IIPpOLIECCa U3 CIIMCKAa U 000CHOBAThL BBI60p.

IIpakTuyeckoe 3aganue Ne 4.
OcHoBHble nyTH 3apaxxkenus [1K.

3a/aHne: TMEPEeYUCIUTh ISTh CIOCOOOB 3apaKCHHs KOMIIBIOTEpAa M KPAaTKO OIMCaTh
KK IBIN.

IIpakTHyeckoe 3aganue Ne 5.
®DainoBbie BUPYCHI.

3aaHue: ONUIIUTE PUHLIMI 3apa)keHusl pailioBoro BUpyca.

IIpakTnyeckoe 3axanue Ne 6.
3arpy304Hble BUPYCHI.

3aganue: 00bSICHUTE MEXaHU3M 3apaKCHHS 3arPY30YHOT0 CEKTOPA.

IpakTnyeckoe 3axanue Ne 7.
TposiHCKHE TPOrpaMMBI.

3ananue: yKkaxxuTe Tpu QyHKIIUU TPOSTHA U IPUBEAUTE IPUMEP UX ACHCTBUM.

IpakTnyeckoe 3axanue Ne 8.
CereBble uepBH.

3aI[aHI/IeZ OnumuTe MeXaHu3M pacnpocCTpaHCHUs YC€PBA 110 CCTH.

IpakTnyeckoe 3axanue Ne 9.
MakpoBHUpYCHI.

OO0BbsicHUTE, KaK MAKPOBUPYC 3apaXKaeT TOKYMEHTBHI.

IIpakTuyeckoe 3aganue Ne 10.
[Tporpammel BeiMoratenu (Ransomware).

3aaHue: ONMUIIUTE CXeMy MIM(PPOBaHUS U TPEOOBAHUS BHIMOTATEIIS.

IIpakTuyeckoe 3aganue Ne 11.
AHTUBHPYCHOE MPOTPaMMHOE 00ecIieueHue.

3aaHue: IepevnciIuTe OCHOBHbIE (DYHKIIMM aHTUBHpYCA.
2. KPUTEPUU OHEHUBAHUSA ITPU NPOBEJIEHUU TEKYILIEI'O

KOHTPOJIA
IITkana oneHUBaHUI
Bun HanmenoBanue
HaumenoBanue paboTsl
KOHTPOJIA OLIEHOYHBIX CPEJICTB
Texymuii |- Bompocer ans  ob6cyxnenus Ha| OreHka OTJIMYHO
KOHTPOJIb 3aHSITHAX, BBICTYIIJIEHUI Ha
- YcrHBIE  ONPOCBI MO paHee | MPaKTUYECKOM XOPOLLIO
W3Y4EHHOMY MaTepuany; (ceMmuHAPCKOM)
- Ilucemennsle paboThl: pedeparsl, | 3aHIATHH, TMPOBEPKA [yAOBIECTBOPUTEIHHO
TECTOBBIC 3aaHMN, 3aJaHuH u
- IlpakTrnueckue 3ananus; ayTUTOPHBIX PadOT, [HEYTOBICTBOPUTEIHHO




- Pedeparbr m mokmamel mo TeMaM | YCTHBIN onpoc,
(BompocaM),  BBIHECEHHBIM  Ha | OLICHHMBaHUE
CaMOCTOSITENIbHYIO paboTy. JTOKJIaJI0B,

pedeparon

Kputepuu onieHUBaHNS YCTHBIX OTBETOB 00y4aloIIUXCS

[Ixama
OLICHUBAaHUA

XapaKTepI/ICTI/IKa OLICHHUBAaHUA

OTJINYHO

OLICHMBAETCS OTBET, KOTOPBIM IIOKAa3bIBAa€T IIPOYHBIE 3HAHUS OCHOBHBIX
MPOLIECCOB  M3y4aeMOW MpeaMeTHOW oO0jacTu, OTIMYaeTcs TiayOuHOM u
IIOJIHOTOM PACKPBITHSI TEMBI;, BIJAJACHUE TEPMHHOJIOTMYECKHM aIlllapaToM;
yYMEHHE OOBSICHITH CYIIHOCTH, SIBJICHHI, MMPOLIECCOB, COOBITUH, J€NaTh BHIBOJIBI
u 0000mIeHUs, JaBaTh apryMEHTHUPOBAHHBIC OTBETHI, NPUBOAUTH IPUMEPHI,
cB00OIHOE BJIaJICHUE MOHOJIOTHYECKOU peublo, JIOTUYHOCTh u
II0CJIEZIOBATEIBHOCTh OTBETA.

XOpOIIIO

OLICHUBAETCS OTBET, OOHAPYKUBAIOIIMI MTPOYHbIC 3HAHUS OCHOBHBIX MPOIIECCOB
M3y4aeMOH MpeIMeTHOW 00JacTH, OTIHYaeTcsl TIIYOMHOH H  TIOJHOTOM
PacKpbITUSL TEMBbI; BIAJCHHE TEPMHHOJIOTHYECKHM allapaToM; yMEHHE
OOBSICHSITH CYIIHOCTb, SIBIICHUH, TMPOIECCOB, COOBITHIA, JIEJaTh BBIBOABI U
00001IeHNs, JaBaTh apryMEHTHPOBaHHBbIE OTBETHI, IMPUBOAUTH IPUMEPHI;
cBOOO/IHOE BJIa/ICHUE MOHOJIOTHYECKOM  PEublo, JIOTUYHOCTh u
MOCNe0BaTeIbHOCTh OTBeTa. OHAKO JOMycKaeTcs OfHa - JIB€ HETOUYHOCTU B
OTBETE.

YAOBJICTBOPUT
CJIBHO

OLICHUBAETCS OTBET, CBUICTEILCTBYIOIIMI B OCHOBHOM O 3HaHHWH IPOILIECCOB
M3y4aeMoil TPeIMETHONW 00JIaCTH, OTIMYAONINICS HEJOCTATOYHOM TITyOUHON U
MOJIHOTOM PACKPBITHS TEMbl; 3HAHHEM OCHOBHBIX BOIIPOCOB TEOPHH; CIabo
C(bOpMI/IpOBaHHI)IMI/I HaBbIKaMH aHaJIn3a $IBJ'I€HI/II>1, IponEeCCOB, HEAOCTATOYHBIM
YMEHUEM J1aBaThb AapryMEHTHUPOBAaHHBIE OTBETbl W MPUBOJUTH HPHUMEPHI;
HEJIOCTATOYHO CBOOOJHBIM BJIQJICHHEM MOHOJOTHYECKON pPEUbl0, JOTUYHOCTHIO
U TIOCIENOBAaTENbHOCTBIO OTBeTa. JlomyckaeTcs HECKOIbKO OIIMOOK B
COJIEp’)KaHUU OTBETA.

HEYJIOBJIETBOP
UTEJIbHO

OLIEHUBAETCS OTBET, OOHApPYKUBAIOIIMN HE3HAHUE MPOLECCOB H3ydaeMon
MpeIMETHOM 0051acTH, OTJIMYAIOUIMICS HETIyOOKHMM pAacKpbITUEM TEMBI;
HE3HAHHMEM OCHOBHBIX BOIPOCOB TEOPUH, HECHOPMUPOBAHHBIMU HaBBIKAMHU
aHaJIM3a SIBJICHUH, [TPOLIECCOB; HEYMEHUEM JIaBaTh apryMEHTHPOBaHHBIE OTBETHI,
clabbIM  BIIQJICHUEM MOHOJIOIMYECKOH peUblo, OTCYTCTBHEM JIOTHUHOCTH H
110CJIEI0BATENBHOCTH. JIOMMyCKaOTCsI Cepbe3HbIE OINOKHU B COIEPKaHUH OTBETA.

Kpurtepun oueHnBanus padéoTsl 00y4arOMMXCH HA MPAKTHYECKUX U CEMUHAPCKUX

3aHATHAX
[Ixama
IToka3zarenn Kpurepun
OLICHUBAHUS
OtnnuHO 1. IlonHoTa 3ajaHue pemeHo caMocToATenbHO. IIpu 3TOoM cocraBieH|
BBITIOJTHEHU S MPaBWJIbHBIN aNTOPUTM PELEHUS 3aJaHUsI, B JIOTHUECKHUX|

MPaKTUYECKOTO U
TECTOBOIO 3aJIaHUs
(monmHOTa OTBETA);

. CBOEBpEMEHHOCTH

BBIITOJTHEHUS
3aJIaHuA;
TlocienoBareaprHOCT

paccykIeHHusX, B BblOOpe (opMynl M pemeHuu Het
OMOOK, TMOJY4YeH BEPHBI OTBET, 3a/JlaHue PELIEHO
panroHaIbHBIM CIIOCOOOM.

Jlan mnpaBWIBHBIA W MCUEPIBIBAOIIAA OTBET HA
IIOCTaBJICHHBIE TEOPETUYECKUE M TECTOBBIE BOIPOCHI, B
KOTOpbIX  OOydJaroIiuiicsi  IOKa3al  BCECTOPOHHEE
CUCTEMHOE 3HAHME IIPOrPAMMHOIO0 MaTepuala, YCBOCHUE




[xamna
IToka3arenu Kpurepun
OLICHUBAHHS
b ¥ PAllMOHATILHOCTD |OCHOBHOW ¥ JIOTIOJHUTEIBHOW JIUTEPATypbl, YETKOE
BBITTOJIHEHUS BJIaJICHUE MTOHATUHHBIM aIapaToM.
MIPAKTUYECKOTO
3aJaHHs
(JtoruyHOCTH U
YETKOCTh OTBETA);
Xopomuio . IIpaBubHOCTH 3agaHue penieHo ¢ MoMollbio npenojasarens. [Ipu aTom
OTBCTOB Ha COCTaBJICH TPABWIBHBIA aJrOPUTM pEIICHUs 33JaHus, B
BONPOCHIL, JIOTHYECKOM paccyKXJIeHUU u peleHun HET|
. CaMOCTOATENBHOCTD | CyiecTBEHHBIX OMMOOK; MPABIIBHO CIENAH BBIGOD)
peeHus (BIageHue dbopmyn nms pelieHus; eCTb OOBSICHEHHE pEelIeHUs, HO
AOCIHONHHUTCIBHBIM 133 7aHKe pENICHO HEPalMOHAIBHBIM — CIIOCOOOM  WITH
MaTepHaoM); JIOMYIIEHO HE Oojiee OBYX HECYIIECTBEHHBIX OIIMOOK,
. 3HaHue MOJTyYeH BEPHBII OTBET.
HOpMAaTHBHO- Ha nocraBiieHHbIE TEOPETUYECKUE U TECTOBBIE BOIMPOCHI,
3aKOHONATENBHOH  |;pyr  KOTOPBIX OOYYAMOIIMICS ITOKA3an IOCTATOYHBIN
0asbI 1 YpOBEHb 3HAHUU OCHOBHOTO IMPOrPaMMHOTO MaTepuaia:
TCPMHHOJIOTHH OCBOCHHE MH(OpMAINK JIEKIIMOHHOTO Kypca U y4eOHBIX|
Kypca mocoouii, OBJIaJICHUE MMOHATUMHBIM arraparom,
METOJIMKOM MCCIENOBAaHUN TNIPU MOMBITKE aHaIW3a
pPa3TUYHBIX CUTYallUH.
VY nosnerBop 3amaHue pemeHo ¢ IOJACKa3KaMH  IPEToaaBaTelis.
UTEJIbHO 3amaHue pernieHo B 00IIeM BH/IE.
OOyuvaromuiics mMoOKa3aJl CpeAHMM YpPOBEHb 3HAHUI
OCHOBHOT'O IPOrpaMMHOI0 MaTepHuajga, HO HE MO
yOeauTenbHO apryMEHTHPOBaTh CBOM OTBET, OMIMOCS B
WCIIONIb30BAaHUN  TIOHATUHHOTO  ammapara, IoKasaly
HEIOCTaTOYHBIC 3HAHMSI JTUTEPATYPHBIX HCTOYHHUKOB.
Heynosiers 3ajaHue He pelIeHo.
OpUTEIBHO OOyuvaromuiics  NPOJEMOHCTPUPOBAN  3HAUUTEJIbHBIE]
npobensl B 3HAHUAX  OCHOBHOTO  NPOTPaMMHOIO
MaTepuaia, He apryMEHTHPOBaJ CBOH OTBET, IMOKa3all
HEYJIOBIETBOPUTEIbHBIC 3HAHUS TOHATUHHOTO ammapara)
Y CTICIUAIBHOM JIUTEPATYPHI.
Kpurepun ouennBanus pegeparos
Cpenctso [xana
Kputepuu onieHuBanus
KOHTPOJIS OIICHUBaHU
Pedepar |BrmonHeHbl Bce TpeOOBaHMS K HAMMCAHWIO W 3alluTe pedeparta: OTJIIMYHO
o0o3HaueHa mpobiemMa W OOOCHOBaHAa €€ aKTyalbHOCTh, CHCIIaH
KpaTKU{ aHAIMU3 Pa3IUYHBIX TOYEK 3PEHUS Ha PAcCMaTpPUBAEMYIO
npodieMy ®  JIOTHYHO  M3JI0)KEHAa  COOCTBEHHAss  IMO3MIIHA,
chOpMyIHUPOBAHBI BHIBOJBI, TEMA PACKPBITA MOJTHOCTHIO, BBIICPKAH
00BEM, coOMIOIeHbl TPeOOBaHUS K BHEIIHEMY O(OPMIIEHUIO, JaHbI
MIPaBIJIbHBIE OTBETHI HA JIOMOTHUTEIBHBIE BOIIPOCHI.
Pedepar packppiBaeT moHATYIO TPOOIEMaTHKY B TOTHOM 00BEME.
OcHoBHble TpeOoBaHUs K pedepaTy U €ro 3alluTe BBITOJIHEHBI, HO XOpOLIO
IIPU ATOM JIOMYILEHBI HE0UETH. B 4acTHOCTH, UMEIOTCS HETOYHOCTH
B U3JI0)KEHU U MaTepuana; OTCYTCTBYET Joru4ecKas
MOCJIeIOBATEIbHOCTh B CY)KJCHHSX; HE BhIIEpkKaH 00bEM pedepara;




UMEIOTCS YIYIIeHHsI B 0()OpMIIEHUH; Ha JOMOJHUTENIbHBIE BOIPOCHI
MIPU 3aIUTE JaHbl HETIOJHBIE OTBETHI.

B pedepare wumer0TCs HETOYHOCTH UM IMpeaMeTHas o0JacTb
BBICTYIUIEHHsI pACKpbITa HE B IIOJHON MEpE.

HmeroTcst  cyllecTBEHHbIE  OTCTYIUIEHMsT OT  TpeOoBaHMM K
pedepupoBanno. B dacTHOCTH: TemMa OCBelIeHA JHIIb YAaCTHYHO;
JONyLIeHbl (PaKTUYEeCKHe OIUOKHM B COAEpXKaHUU pedepaTa WiId Ipu
OTBETE Ha JONOJHUTEIbHBIE BOIPOCH; BO BpeMs  3alUTHI
OTCYTCTBYET BBIBOJ.

B pedepate He B HOJTHOHN CTENEHU PACKPHIT MOHATUHHBIN ammapar,
HUMEIOTCS CYLIECTBEHHBbIE HETOYHOCTH B IIporiecce (popMHUpPOBaHUS
BBIBOJIOB.

YIOBJIETBOPH-
TEIBHO

Tema pedepata He packpbiTa, OOHAPYKHBACTCS CYIIECCTBEHHOE
HETMIOHUMAaHUE TPOOIEMBI.

Tema pedepara He pacKpbITa WIIH BBINIOJIHEHA HE IO CYIIECTBY paHee
MTOCTABIIEHHOTO BOIIPOCA.

Pedepar He cnan / nokian He ceaH.

HEYJIOBJIETBO-
PUTENBHO

Kpurepun onieHuBaHusi TeCTOB

CpenctBo KOHTpOJIA

Kpurepuu onieHuBanust — mpoIeHT
MOJIOKUTEIHHBIX OTBETOB

[IIxasa orieHUBaHUs

TectupoBanue 90-100 OTJINYHO
70-89 XOPOIIIO
40-69 YIIOBJICTBOPUTEIIEHO
<39 HEYJOBJIETBOPUTEIHEHO

3. OHEHOYHBIE CPEJICTBA JJIS1 IPOMEXYTOUYHON ATTECTALIUN

CpencTBa olleHUBaHUS B XOJ€ MPOMEXYTOYHOM aTTECTALUHU
— BOIPOCHI JIJIS 3a4€Ta ¢ OLEHKOM;
— TECTOBBIE 3a/IaHHSI K 3aUETYy C OLIEHKOM.

Koawbt PesyabTaTsl Ilepedyenb niIaHMpyeMbIX pe3yJIbTATOB
KOMIIeTEHIIUH ocsoenus OITOII o0y4eHHUs1 O AUCHHILINHE
IIK-5 Crnioco0eH npuHUMaTh [1K-5.1. 3naer mnpuHUMIB  (QOPMHUPOBAHUS
y4actue B OPMUPOBAHNUY, |[koMIIIeKCa Mep o 00ecneueHHIO

OpraHU30BBIBATH U
MOJI/IEP)KUBATH BBITIOIHEHHUE
KOMILJIEKCa Mep 10
00ecIeUeHUIO K-5.2.
nH(}OPMAIIMOHHON
0€301aCHOCTH, YIPABIATH
MPOIIECCOM HX PEeaTH3alluH

(opranuzanun);

MH(pOpMalLUU Ha PEATPUSTUI

MH(OPMAallMOHHON O€30MacCHOCTH TPeNNPHUATHS]

BJIaACCT MCTOAAMU OpraHu3anmu H
[YIIPpAaBJICHUA  ACATCIIBHOCTD CJ'Iy>K6 3alIUThI

3.1. Bonpocsl K 3a4eTy ¢ OLEHKOMH
1. Yro Takoe KOMIBIOTEPHBIH BUPYC U KAKHE €r0 OCHOBHBIE IPU3HAKU?
2. Kraccudukanus BpeToHOCHBIX TTPOTPAMM.
3. Otnnume BUpYyca OT YepBs.




Yro Takoe TposHCKasl mporpamma’?
OcHOBHBIE 3TaIlbl )KU3HEHHOTO IIMKJIa BUpYcCa.
Crioco6b1 3apakeHus (aisioBbIX CHCTEM.
Yto Takoe 3arpy304HbIE BUPYCHI?
[TonmumopdHbIe BUPYCHI: TPUHIUI PaOOTHI.
MetamopdHbie BUPYChI: 0COOCHHOCTH.
0. Yro Takoe MaKpOBHPYCHI?
11. Bupycsl B ceTeBoii cpejie: 0COOEHHOCTH pacpOCTPAHEHUS.
12. Yto Takoe 3KCIIIONT?
13. PyTKUTHI ¥ UX Ha3HAYCHHE.
14. Yro Takoe 60THET?
15. MeTo/ibl CKPBITHS BPEJOHOCHOTO KOJI.
16. AntuBHpYCcHBIE 0a3bl JAaHHBIX: TPUHIUI PAOOTHI.
17. TloBegeHueckuii aHanKu3 B aHTUBHUPYCAX.
18. DBpucTHYECKUE METOBI OOHAPYKCHHS BUPYCOB.
19. CurHatypHblii aHaIK3: JOCTOUHCTBA U HEJIOCTATKH.
20. Yro Takoe sandbox-ananmmz?
21. Meroapl npoTUBOIEHCTBUS BUpycaMm Ha ypoBHe OC.
22. OCHOBHBIE KaHAJIbI pacrpocTpaneHus BpegoHocHoro 110.
23. CoumanpHas HHXEHEPHS KaK CIoco0 3apakeHUsI.
24. OUIIUHT U €ro POJIb B PACIPOCTPAHEHUN BUPYCOB.
25. Metoapl 3aUThI (GaiIOBBIX CUCTEM.
26. PesepBHOE KOMUPOBAaHUE KaK METO]T 3aITUTHI.
27. O6nosnenus [10 u ux posib B 6€30MacHOCTH.
28. UYro Takoe ysI3BUMOCTh CHCTEMBI?
29. AHTHUBHpYCHOE MporpaMmmMHoe obecriedeHne: KiaccupuKaius.
30. IpuHIUTIBI KOMITJIEKCHOH 3aIuThl HH()OPMAITHIH.
3.2. 3apanus aJi4 3a4era:
3aganue 1
ITepeuncnuts 5 npusHakoB 3apaxkeHus [IK Bupycom.
3aganue 2
VYkazaTh 3 BO3MOKHBIX UCTOYHHMKA 3aPAKEHUSI CUCTEMBI.
3aganue 3
OnpeaenuTs TUMI YTPO3bl 110 CUTYALUHU: «CAMOIPOU3BOJIBHO OTKPBIBAIOTCS OKHA PEKIIaMbI».
3aganue 4
Hazats 3 npusHaka nogo3purensHoro npouecca B OC.
3aganue 5
VYkazats 4 Tuna (aiinos, HandoJIee YaCTO UCTIOIB3YEMBIX IS 3apasKEeHU.
3ananmue 6
[Tepeuncnute 5 pyHkumii antuupycHoro I10.
3ananue 7
Yka3zaTh pa3HUILY MEXKAY CUTHATYPHBIM U SBPUCTHUECKUM aHATH30M.
3ananmue 8
Ha3Batp 3 npuuuHbl, TOYEMy aHTUBUPYC MOXKET HE OOHAPYKUThH BUPYC.
3ananue 9
OrnucaTh Ha3HAUCHUE PEeKUMA «KKAPAHTUH.
3ananue 10
[Tepeuncnute 4 npaBuiIa OOHOBIECHUS AHTUBHPYCA.
3apanme 11
Kpurepun, 1o KOTOpbIM MOKHO JaTh ONpeielIeHne KOMIIBIOTEPHOTO BUpYCa.
3aganue 12
OTIHYUTE BUPYC OT YEPBAI.

RO0o~NOoOGA~



3aganue 13

VYka3atb 3 0COOEHHOCTH TPOSTHCKHUX ITPOTPAMM.

3apanme 14

MMcaTh MPUHIUI PabOThI ransomware (BIMOTaTelis).

3aganue 15

Ha3Batp 3 croco6a CKpbITHS BUPYCOB B CUCTEME.

3aganue 16

[Tepeuncnuth 4 ciocoba pacnpoCcTpaHEHHUsI BUPYCOB I10 CETH.
3aganue 17

Onucath NPUHIHUI PaOOTHI (PUIITHHTA.

3aganue 18

VYka3zate 3 npuszHaka (QUIIMHTOBOTO MTUCHMA.

3aganue 19

Hasgars 3 npuznaka DDoS-ataku.

3aganue 20

VKa3arh, 4TO TaKOe OOTHET.

3aganue 21

Hanucatb anroputm neiicTBUi pU MOJO3PEHUN Ha BUPYC.
3aganue 22

[Tepeuncnuth 5 paBun 6e30MmacHOl pabOThl B MHTEPHETE.
3aganue 23

VYkazats 3 mepsl 3amuThl USB-HOCHTENEH.

3aganue 24

HasBatb 4 cioco6a npenorpaienus 3apaxenus 11K.

3aganue 25

Onucarp poJib pe3epBHOTO KOTTMPOBAHHUS.

3aganue 26

[1K cran cuiapbHO TOPMO3UTH MOCJE YCTAHOBKH MPOTPAMMbI — yKa3aTh BO3MOKHYIO IPUYHHY.
3apanue 27

AHTUBHPYC OTKIIIOUMJICS] CaM — HAa3BaTh 3 BO3MOXKHBIE TPUUMHBI.
3aganue 28

[Tonb30BaTenb mepenién mo CChlIKe U3 MUChMa U BBEN Mapoib — YTO ITO 3a araka?
3aganue 29

B cetu pesko Beipoc Tpaduk — BO3MOXKHas yrpo3a’?

3aganue 30

CocTaBuTh 5 Mep 3alUTHI 111 y4eOHOTO KOMITBIOTEPHOTO KJIacca.

4. OCHOBHBIE KPUTEPUM OLIEHUBAHUS ITPU IPOMEXKYTOYHOM

ATTECTALUN
IIIkana oueHUBaHUA YPOBHA C(POPMHPOBAHHOCTH YHMBEPCAJIBHON KOMIIETEHIUI (3a4eT ¢
OIIEHKOI1)
®opMupyemble YpPOBHU Kpurepun oneHnBanus [xana

OCBOCHU KOMHeTeHHI/Iﬁ OILICHHUBAHUsA




Bricokuii ypoBeHb

W310KeHO TpaBWIIBHOE TOHMMAaHWE BOIPOCA,
YEeTKO U CaAMOCTOSITEIILHO JIaH MCUEPIBIBAFOIIUI
OTBET, COJICp)KaHUE  PACKPBITO  TIOJHO,
npodeccnoHanbHO, TpamMoTHO. OOyJaronmmMcs
YCBOEHA  B3aMMOCBSI3b  OCHOBHBIX  ITOHSTHH
JUCIIATLTHHBI B ux 3HAYCHUU TUTS
npuobpeTaeMoit npodeccum. Otpaxkaet
VCIEIIHOE ¥ CHCTEMAaTUYECKOE TMPUMEHEHUE
HaBBIKOB U YMEHUH MO JAaHHOW JHUCIUILUIMHE B
cootBercTBuu ¢ ®I'OC.

OTJIMYHO

ba30BbIi1 ypoBeHb

W3noxeHno mnpaBuiIbHOE MMOHUMAHUE BOMPOCA,
JJaHO  JIOCTaTOYHO  MOJAPOOHOE  ONHUCaHUE
mpeJMeTa OTBETa, MPUBEICHBI M PACKPHITHI B
TE3UCHOU dbopme OCHOBHEIE MOHSTHA,
OTHOCSIIUECsT K Tmpeamery otBera. OTBeT
OTpakaer IMOJIHOE 3HaHHE yuebHo-
MPOrpaMMHOTO MaTepHaya, CHUCTEeMAaTUYECKHUI
XapakTep 3HAHMK 10 JAUCIUIUIMHE, a TakkKe
HAJIM4HE 6a3oBoro YpOBHSI OBJIAJICHHUS
MPAKTUYECKUMH YMEHHSIMH M HaBBbIKAMU T10
MaHHOU mucuuiuinge B coorBercTBuu ¢ DI'OC

XOpOLIO

[Toporosslii ypoBeHb

OTBeT  OTpakaeT  TEOPETHYCCKHE  3HaHUE
OCHOBHOTO y4eOHO-TIPOrpaMMHOTO MaTepuayia B
o0beMe, HeOOXOTUMOM /IS abHENIIelH yueObl
U mpeacrosmiei padboTel o npodeccuu. Jlannas
OIICHKA MOJKET OBIThH BBICTaBJICHA
oOyJaromemMycsi, JOMyCTUBIIEMY HETOYHOCTH B
OTBET€, HO OOJAJAIONUMU HEOOXOJAUMBIMU
3HAHUSMH  JUISI WX  yCTPaHCHHS]  TIOJ
PYKOBOJICTBOM npenojaBaTens, OTMEUYEeH
HAYaJILHBIA YPOBEHb OBJIQJICHUS MPAKTUICCKUMHU
YMEHUSMHU U HaBBIKAMH TI0 TAHHOW TUCIUTUIMHE
B cootBeTcTBUU ¢ PT'OC

YAOBJICTBOPHU
TCIJIBHO

HeynosnerBoputenbHbIi
YPOBEHb

[Ipu otBere oOywaromerocs OOHAPYXEHO
OTCYTCTBHE 3HaHWI, YMEHUI M HABBIKOB W/WIIU
(dparMeHTapHbIC 3HAaHWUS OCHOBHOTO Y4eOHO-
MIPOrPaMMHOT0 MaTepHaa.

HCYOOBJIETBO
PUTCIIEHO

Tekymuii KOHTPOJbL H INPOMEXKYTOYHAA ATTECTAUMA  OCYLIECTBISIOTCS B
cooTBeTCTBUM C «llonoXeHneM O TeKylled M NMPOMEXKYTOUHOM aTTecTald OO0y4arolMXcs B

ABTOHOMHOH HCKOMMCp‘-ICCKOﬁ OopraHu3anun

((O6paSOBaTCJIBHa}I opraHu3alusa  BBICHICTO

00pazoBaHus» «YHUBEPCUTET YKOHOMHUKHU U YIIPABJICHHS.
Bua npomexyTouHOM arTecTali — 3a4€T C OLICHKOM.
dopma mpoBEAEHUS TPOMEKYTOUYHOM aTTECTAI[MU — TUCHbMEHHBIN 3aYeT.








