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1. OHEHOYHBIE CPEJCTBA JJIAA TEKYIIET'O KOHTPOJIA

CpezcrTBa OILICHUBAHUS B XOJIC TEKYIETO KOHTPOJIS:

— YCTHBIE OIIPOCHI B X0/ CEMHHAPCKHX 3aHATHH;

— pedepartsr;

— TECTHPOBAHMHE;

— TPaKTHYECKHE 3a/IaHMs, BBIMOJNHSAEMBIC B XOJE CEMHHAPCKOro (MPaKTHYECKOTO)
3aHATHUS WU PEKOMEHyEMbIE JUIsI CAMOCTOSITEIbHON paboThI.

Koabl Pe3yabTaThl IlepeyeHb MUIAHUPYEMBIX Pe3yJbTATOB 00YyUYeHUsI
KOMIIeTeHIINH ocsoenus OIIOII 110 JUCIUIIJINHE
IMK-4 Crocoben  opopmiars|[IK-4.1. 3naer cBoicTBa, (YHKIMH U TPU3HAKHU
Pabouyl0 TEXHUYECKYIOJIOKYMEHTa, B TOM YHCIIe KaK OOBEKTa HalaJeHUs U
ITOKYMEHTAIUIO CaIllUTHI; OCHOBBI JOKYMEHTAIIMOHHOTO OOECTICUeHHS]
Y4eTOM  JICUCTBYIOUIMX[yIIpaBIEHUS, 3aJaud OPraHOB 3alIUThl MHGOpMAIUY]
HOPMaTHUBHBIX U[Ha TIPEANPUITHUIX, TOPAIOK OpraHU3aIu padoThl U
METOIUYECKUX HOPMaTUBHBIC TIPABOBBIC AaKThl IO CepPTUDUKAIUY
ITOKYMEHTOB CPEIICTB 3alIUThl HH(POPMAITUH;

[1K-4.2. YMmeer KBanu(UIMPOBAHHO HCCICIOBATH
COCTaB JIOKYMEHTALIUU MPEeANpusiTus (OpraHu3alum),
[pa3pabaTbIBaTh IPOEKTHI HOPMAaTUBHBIX 7l
OpraHU3alMOHHO-PACHIOPSAUTENbHBIX  JOKYMEHTOB,
[pErIIaMEHTHPYIOLIUX paboty o 3alUTe
MHbOpMAIMY; BIIAaAeeT METoAaMu (OPMHPOBAHUS
TpeGoBaHuU 1O 3aIuTe HH(OpMALUU

1.1  Bomnpochl Kk TeKymieMy KOHTPO.IIO

1. Konnenmus «Shift Lefty (Casur BineBo) B pa3paborke [10. O6bsicHUTE 5KOHOMUYECKUI
CMBICJI: TIOYEMY HMCIIpaBJIEHUE YA3BUMOCTH Ha JTare MPOeKTUPOBAHU 00XOIUTCS JAELIEBIE, YeM
nocie penu3a? [IpuBenuTe mpuMep OIEHKH CTOMMOCTH OomuOKH 1Mo kKpuBor bappu boama.

2. Mogenu 3penoctu npoueccoB pazpabotku (SAMM, BSIMM). CpaBHuTe MOAXO/bI 3TUX
MoOJIeNIel K OIIEHKE YPOBHS 3aIMIIEHHOCTH Mpoliecca pa3paboTKH B OpraHU3aIny.

3. Crannaptsl 6e3onactoro nporpammupoBanust (CERT C/C++, SEI CERT Oracle Coding
Standard). HazoBuTe Tpu KIIIOYEBBIX NpaBUiIa U3 CTaHaapTa [yt si3bika C++, HampaBIeHHBIX Ha
NpeoTBpalleHNE TIepenoIHeHus Oydepa U 1EeIOUNCIEHHBIX TePETOIHEHUH.

4, Pa3zpaboTtka 6e3omacHoro mporpammuoro obecmneuenusi (PBIIO) cormacno I'OCT P
56939-2016. Omnwumute oOs3arenbHble ATanbl  (GOopMUpOBaHUS TpeOOBAaHWUM K  3alIUTE
uHpopmanuu npu cozganuu ['MC wim UCTT/IH.

5. Metononorus STRIDE (Microsoft). Pacmmmdpyiite ab0peBuaTypy W NPHBEIUTE IO
OTHOMY TIPHMEPY YIpO3bl I KaXKIOTO KOMIIOHEHTa MOJENM NPUMEHUTEIFHO K CHCTEME
UHTEpPHET-OaHKUHTA.

6. [Toctpoenne Moxpenu yrpo3 c ucnoibzoBanueM LINDDUN (mns cucrem 06paboTku
nepcoHaNbHbIX JaHHbIX). Kakue tunbl mpuBatHocTHBIX yrpo3 (Linking, Identifying u np.)
BBISIBIIIET 9TOT METON?

7. Araka Tuna «Bueapenne xona» (Code Injection) uepe3 HeOe30MacHYIO JeCepHATU3AIIIO.
OnumuTe MeXaHW3M aTakd Ha IpuMmepe Java-gecepuanuszalMd M MPeUIOKUTE JBa Crocoda
3alIUTHI (Ha ypOBHE apXUTEKTYphl U HA YPOBHE KOH(UTYpaIIH).

8. [Mpuniun vHanmensinux npusmieruit (Principle of Least Privilege) npu npoextupoBanuu
MHUKPOCEPBUCHOM apXUTEKTypbl. Kak mNpaBWiIbHO HACTPOUTH IpaBa JOCTyla KOHTEHHEpa B



Docker/Kubernetes, 4T0651 MUHUMH3UPOBATh TTOBEPXHOCTh aTaKU MPH KOMIIPOMETAIIMH OJTHOTO
cepuca?

9. Vs3zeumoctu knacca A03:2021 (Injection) mo knaccudpukauun OWASP Top 10. Tlouemy
napaMeTpu3oBaHHbie 3ampockl (Prepared Statements) sBISIOTCS SIUHCTBEHHBIM HAJCKHBIM
croco6oM 3auuThl 0T SQL-UHBEKIMI, a 3KpaHUPOBAHUE CIELICUMBOJIOB — HET?

10. MeskcaiitoBeiii ckpuntuar (XSS). Pasmuuns mexay Reflected, Stored u DOM-based
XSS. Kakoit arpubyr HTML-tera mera-tera Content Security Policy (CSP) nauGonee
3¢ deKTUBEH IS TPEJOTBPALICHUS BBITOJIHEHHS BCTPOCHHBIX CKPHUIITOB?

11. Hebe3onacnas kondurypamus (A05:2021). Tunuusble omuOKU B HACTPOMKE 3ar0JIOBKOB
HTTP (manpumep, orcyrcrBue Strict-Transport-Security wimu X-Content-Type-Options) u ux
MOCTIE/ICTBHSL.

12. Ienouncnenusie nepenonHenus (Integer Overflow/Wraparound). Ilpumep ys3BUMOro
¢parmenta koma Ha s3pike C++ mpu  BeigeneHun mamsata  (malloc(size * count)) u
UCIIOIb30BaHUE CIEU(BUKATOPOB THUIOB (UKCHpOBaHHON ImmmpuHbl (UINt32_t, int64 t) kak
METO/a 3aIIHTHI.

13.  Software Bill of Materials (SBOM). Uro 310 3a JOKyMeHT, B Kakux (opmarax OH
npencrapisiercs (SPDX, CycloneDX) m kak OH TIOMOraeT OIEepaTHBHO pearupoBarh Ha
MOSIBJICHHE HOBBIX YS3BUMOCTEH (Kak B ciydae ¢ Log4))?

14.  Araku Ha nenouky noctaBok (Supply Chain Attacks). MexaHu3m KOMIIpOMeTaluu 4epe3
BPEIIOHOCHBIM TakeT B MyOJu4HbIX pernozutopusix (PyPI, npm). Meronsl 3amuThl: JOKaJIbHBIE
npokcu-penosutopun (Nexus, Artifactory) u mpoBepka Xem-cymm.

15. Amnamus croponnux O0mbmmorek (SCA — Software Composition Analysis). TTpuHIumst
paboter uactpymentoB (OWASP Dependency-Check, Snyk). B uem pa3znuiia Mexay mOMCKOM
u3BecTHbIX ysa3BuMoctei (CVE) 1 moucKkoM TUIIEH3MOHHBIX PUCKOB?

16.  «I'ps3Has coBecTb» paspadborumka (Dirty COW - CVE-2016-5195). Amnanus
UCTOPUYECKOHN YSI3BUMOCTH sjpa Linux: mouemMy HajJuuyue maTya HE rapaHTHPYET 0€30MacHOCTh
CHCTEMBI U KaKy0 poJjib HTPaeT Mpoliece yrnpasieHus oonosinenusmu (Patch Management)?

17.  Craruueckuit anamm3 koma (SAST). Jloxuomomoxurenbhsie (False Positives) wu
noxunootpunarenbhsie (False Negatives) cpabareiBanust. KakoBa posb denoBeka («IeH30pa») B
npolecce Bepu(UKalUU pe3yIbTaTOB CKAaHHUPOBAHUS HMHCTpPyMEHTaMM Bpojae SonarQube uimu
Checkmarx?

18. dazzunr-rectupoBanue  (Fuzzing).  Otamuwe  MyranuoHHoro  ¢as3WHra  OT
reHepaluoHHoro. Jljig kakoro tuma napcepoB (TEKCTOBBIE MPOTOKOJIBI VS OMHApHBIE (OpMaThl
¢aiino) 6onee 3ppekTUBEH NOAXO0 HA OCHOBE IPaMMaTHK?

19. Junamuueckuii ananu3 (DAST / TAST). Ilpunuun paGoTbl MHTEPAKTHBHOIO aHaIM3a
(IAST), BcTpanBaeMOro B cepBep MPUIIOKeHHUs. [loyeMy OH MO3BOJISET HAXOIUTh YSI3BUMOCTH
JIOTUKH, KOTOPBIE HEIOCTYIHBI Kiaccudeckomy DAST («uepHOMY SITUKY»)?

20.  besomacuocts API. Ysa3sumocts Broken Object Level Authorization (BOLA / IDOR).
OnummTe CrieHapuid aTakd MyTeM MOJAMEHbI uaeHTu(dukaropa oobekra B REST-3ampoce (GET
/api/v1/user/{id}) u MmeTombI 3alTUTHI HA YPOBHE OIKEHIA.

1.2 Temsbl pedepaToB:

1. Konnenmus «Secure by Design» u «Shift Left»: skonomuueckuit ananuz. CpaBHeHue
CTOMMOCTHM HCHpaBIEHUS ysI3BUMOCTeW Ha pas3Hblx 3tanax SDLC cormacHo kxpuBoi bappu
bosma.

2. CpaBHuTeNbHBIN aHanu3 Mmaturity-mozaeneit: Microsoft SAMM (Software Assurance
Maturity Model) nporus BSIMM (Building Security In Maturity Model).

3. Peanuzanus tpeboBanuii OCT P 56939-2016 B nmkie pazpabotku 3amuiiennoro [10
JUTSI TOCYIaPCTBEHHBIX MHPOPMAIIMOHHBIX CUCTEM.

4. DevSecOps: unrerpanus nuHcTpyMeHTOB 6e3onacHocT B CI/CD naiinnaitasl. [IpoGiemsr
aBTOMaTHU3allMM CKAHUPOBAHUH 0€3 3aMeAICHHsI PETU3HOTO IIUKIIA.



S. Mertononorus Privacy by Design: npumenenue npunimnos GDPR npu npoexktupoBanuu
ApXHUTEKTYPHI 0a3 JaHHBIX MTOJIH30BATEICH.

6. [Tpumenenne wmeroponoruun STRIDE  (Microsoft) anms wMoaenupoBaHus — yrpo3s
MHUKPOCEPBUCHON apXUTEKTYpBHI.

7. AHanu3 NpUBaTHOCTHBIX yrpo3 ¢ nomouibto mozaenn LINDDUN npumeHuTenbHO K
MOOWJIBHBIM MEIULUHCKUM MTPUIIOKEHUSAM.

8. [Toctpoenue crienapuen atak (Attack Trees) ans BeO-MPUIIOKESHHIA: OT BBIOOpA LETH 10
peanu3aly BEKTOpa IPOHUKHOBEHHUS.

9. Threat Modeling Ha paHHHMX 3Tanax HPOSKTHPOBAHUS: HCIOJIb30BAHUE JUArPaAMM
nocienosarenbHOCcTH (Sequence Diagrams) 171l BBISIBJICHHUS JIOTHYECKHUX OIIMOOK JOCTYIA.

10. ApPXUTEKTYpHBIE MAaTTEpHBI 0€30MacHOCTU: cpaBHeHHME KoHuenuuu Zero Trust Network

Access (ZTNA) u K1acCHYECKOTO EPUMETPATBHOTO MOAXO0/1a.

11.  Vsasumocts A01:2021 (Broken Access Control). Anamu3 Tropu30HTaJIBLHOIO U
BEPTUKAIBHOTO MOBHIIeHUs puBmieruid Ha mpumepe IDOR (Insecure Direct Object Reference).
12. Kputnueckuit pazdop 3amutel oT SQL-uHBEKIMI: mnoueMy MapaMeTpU30BaHHbBIC
sanpockl (Prepared Statements) — emuHcTBeHHBIH HaaekKHBI MeTon, a WAF Moryt ObITh
00O0WICHBI.

13. MexcaiiToBeiii ckpunTHHr (XSS): 3BoMIOIHMSA METOAOB 3amMThl. OT KOHTEKCTHOTO
skpanupoBanus 10 Content Security Policy (CSP).

14.  Hebe3somacHas necepuanu3anusi obwnekToB (Java Deserialization Gadget Chains):
MEXaHHU3MBI aTaK! U cTpaTeruu Oe3omacHoi 3amenbl popmatoB (JSON vs Binary).

15.  llenouncneHHbIe MEPENONHEHUS U OMIMOKU YHpaBlIeHUS HamsaThio B s3bikax C/CH+.
Ucnons3zoBanue AddressSanitizer (ASan) u Safelnt Gubnmorexk.

16.  Araku Ha nemnodku mocraBok (Supply Chain Attacks): keiicer SolarWinds, event-stream
(npm) u Log4j. Ypoku asist KoMaH pa3paboTKH.

17. SBOM (Software Bill of Materials) kak uacrpymenT mpo3paunoctu. ®opmarsl SPDX u
CycloneDX, aBromaTtndeckas reHepaius u mposepka cocrasa [10.

18.  SCA (Software Composition Analysis): cpaBHUTEIbHBIN aHAIN3 UHCTPYMEHTOB IMOMCKA
ySI3BUMOCTEH B open-source kommoHeHtax (Snyk, OWASP Dependency-Check, GitHub
Dependabot).

19. Pucku wucnonws3oBanust HempoBepeHHbIX Docker-o6pazoB. MeToasl  «OYHCTKH»
(hardening) koHTeHHEPOB U CO3/1aHNE MUHIUMAIMCTHYHBIX 0a30BbIX 00pa3oB (Distroless).

20.  BocnpomsBomumsie coopku (Reproducible Builds): rapantust Toro, uro OuHapHBIHA (aiin
COOTBETCTBYET MCXOJTHOMY KOAY M HE COAEP)KUT BHEJIPEHHBIX 3aKJIa0K.

21. Crarnueckuit anamu3 (SAST): npoGiema J0XKHOMOIOKHUTENbHBIX cpabareiBanmii (False
Positives). Merozp! Hactpoiiku mpasii (Rule Tuning) st CHUKEHHUS IIyMa.

22. daz3unr-rectupoBanue (Fuzzing): MyTanuoHHbIH (a33uHT MIPOTUB TEHEPALIMOHHOTO (Ha
ocHoBe rpammarik). [Ipumenenne AFL++ u libFuzzer.

23. WntepaktuBHblil aHanu3 npunoxeHuil (IAST): mpeumymiectBa mepen KJIaCCHYECKUM
DAST (auHaMu4ecKuM aHaJIH30M) MPH MOMCKE CI0KHBIX IIETI0UEK YSI3BUMOCTEM.

24. Mertonsl 6e3omacuoro aermtoiimenta: Blue-Green passepteiBanue u Canary Releases kak
UHCTPYMEHTHI MUHUMU3AIMH PUCKOB TP 00HOBIEHUH production-cpempl.

25. besomacnocts APl cnemuduka TectupoBanus GraphQL-untepdeiicoB (Batching
attacks, Alias Overloading) B cpaBuenuu ¢ REST.

26.  ABromarm3umpoBaHHas BepupuKanus Kpunrorpadpuveckoil peanmsanun. [louck ciadbx
MECT B CAMOIIMCHOM LIM(POBAHUHU C TIOMOIIBIO CIIECIIMATU3UPOBAHHBIX CKAaHEPOB.

27. VYnpasnenue cexkperamu (Secrets Management): oTka3 OT XpaHEHHUS Mapojieil 1 TOKCHOB
B kozie (Git), ucnonbs3zoBanue HashiCorp Vault unmu AWS Secrets Manager.

28.  Paspaborka rrana pearupoBanusi Ha uHIUAeHTHI Wb (Incident Response Plan) s
KOMaH/Ibl Pa3pabOTUYMKOB MPOrPAMMHOI0 00eCIIeYeHusI.

29. ®dopmanbHbIe METO/IBI Bepu(PUKaUKA KOJa: MUCIOJIb30BaHue s3bika F* wnm dpeitmBopka
selL4 i nokazaTenbcTBa OTCYTCTBUSI KPUTHUSCKUX omOO0K B sipe OC.



30. Otuka uccnenosatens 6e3onacHoctu (White Hat): ropuauueckue acmeKTbl MpOBEICHHUS
TECTOB Ha MPOHUKHOBEHHUE U MOJMTHKA OTBeTCTBeHHOTO pasriamenus (VDP/Bug Bounty).

1.3 TecToBbI€e 3a1aHuA

1. B yeM 3akiio4aercsi OCHOBHONW JYKOHOMHYECKHIT cMBICJa KoHumemumuu «Shift Left»
(CnBur BJgeBo) B paspaborke IIO? a) B mepenoce tectupoBanus uHTEepdeiica Ha caMbIit
paHHui 3tan. 6) B cHUXEHUU CTOMMOCTH UCTIPABJICHUS YA3BUMOCTH 32 CUET ee 0OHapyKEeHUs Ha
JTare MNpPOEKTUPOBaHUA, a He mocie penu3a. B) B ucnonb3oBanum Ttonbko Open Source
MHCTPYMEHTOB /Il SKOHOMMHM OrojkeTa. I') B yCKOpeHMM HamMcaHus KOJa 3a CUET OTKa3a OT
JTOKyMeHTanuu. [Ipasunvruiii omeem: 6

2. Kak pacuudposbiBaercs agopesuarypa STRIDE B MeTo10/10ruM MoAeIMPOBAHUSA
yrpo3 Microsoft? a) Security, Testing, Review, Implementation, Deployment, Encryption. 6)
Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of
Privilege. B) Storage, Transfer, Retrieval, Indexing, Deletion, Erasure. r) SQL, TCP/IP, REST,
IDE, DNS, Email. Ilpasunvusiti omeem: 6

3. Ya3zeumocte IDOR (Insecure Direct Object Reference), mo3possiromas 0IHOMYy
N0JIb30BaTeJI0 NMOJYYUTh JAOCTYNI K JAHHBIM [pPYyroro myreM mnoaMeHbl user_id=12 Ha
user_id=13, orHocutcsi k kareropun OWASP Top 10... a) A01:2021 — Hapymenue
koHTposst goctyna (Broken Access Control). 6) A03:2021 — MHWuseknuu (Injection). B)
A06:2021 — VYcrapesme kommnoHeHTs! (Vulnerable and Outdated Components). r) A05:2021
— Ommbku koHpurypanuu (Security Misconfiguration). Ilpasunvhsiii omeem: a

4. IMoyemy wucnoJib30BaHHE NapamMeTpU30BaHHbIX 3ampocoB (Prepared Statements)
CUHMTAaeTCsl eIMHCTBEHHBIM HA/lesKHBIM cnoco0oM 3ammThl 0T SQL-nabexkumii? a) Iloromy
YTO OHHM aBTOMaTW4ecku MudpyroT AanHele nepes ornpaBkoit B bJl. 6) Iloromy 4to oHuM cTporo
pa3leNstoT MCHOJHSAEMBIH KOJ 3ampoca U I0JIb30BATEIbCKUE JaHHbIE, JeNlas 3KpaHUPOBAHUE
HeHYKHBIM. B) [ToToMy 4TO OHU paboTalOT ObICTpee OOBIYHBIX CTPOKOBBIX 3ampocoB. T) [ToTomy
4yTO OHHM ONoKMpYIOT [P-anpec 37m0yMBbllIEHHUKA TOCE TEPBOM MOMNBITKU aTaku. [IpasunbHulil
omeem. 6

S. Yro siBJsieTcsl TJIABHOI 1eJbI0 AHAJIN3A COCTaBa NMporpaMMHoro odecneuenusi (SCA
— Software Composition Analysis)? a) ITouck ys3Bumocteii (CVE) u nHIIeH3HOHHBIX PHCKOB
B CTOPOHHUX OMOJIMOTEKaxX W open-source KomrnoHeHTax. 0) [IpoBepka kauecTBa COOCTBEHHOTO
HalMCaHHOTO KoJia pa3pabdoT4YMKOB. B) VI3MepeHHe CKOpPOCTH 3arpy3ku CTpaHMIl BeO-
npuioxenus. T) [Toacder konmryuecTBa CTPOK KojAa B poekte. [Ipasunvuulii omeem: a

6. Kakoii Tun anHaimu3a 0e30MaCHOCTH BBINOJHSETCS NyTeM HeENOCPeACTBEHHOI0
BBINOJIHEHHUS] TMPOrpaMMbl M OTHPABKHU eii crnienuajbHo cOpMUPOBAHHBIX BPEIOHOCHBIX
BXOAHBIX JaHHBIX («Mycopa»)? a) Cratudeckuii aHanmus (SAST). 6) Junamudeckuii aHamus
(DAST) nnu ¢a33uHr-TeCTHpOBaHKUE. B) AHAIU3 UCXOJHOTO KOJa JMHTEPOM. I') PydHol ayaut
aApXUTEKTYpPHL. [Ipasunvheiii omeem: 6

7. Ataka Log4Shell (3xkcnayaranusi ysisBumoctu B Oudiamorexke Logdj) crauaa
KJIACCMYeCKUM NpuMepoM npodJiemsl... a) HeGezomacHoi aecepuanuzanuu. 0) OTcyTcTBUS
NPOBEPKH BXOJIHBIX JAHHBIX B (popMax permcrpanuu. B) YS3BUMOCTEH B IIETIOYKE ITOCTABOK
(Supply Chain Attacks) yepe3 croponnue 3aBucuMoctu. r) CiaalObix maposiell aIMUHICTPaTOPOB
0a3bl TaHHBIX. [IpasunivHblil omeem: 8

8. MexcaiitoBplii ckpuntuHr (XSS) tuma Stored (XpaHumbliil) OTAMYAETCHA OT
Reflected Tem, 4To BpemoHOCHBIi CKpUNT... a) BoimonHsercs mraoBenHo B URL-ctpoke
Opaysepa. 6) CoxpansieTcst Ha cepBepe (Hampumep, B 0a3e KOMMEHTAPHEB) M BBIMOIHACTCS Y
KaXKJ0ro MOCETUTENs cTpaHuIbl. B) TpeOyeT (pu3ndeckoro J0CTyna K KOMIIBIOTEPY KEPTBHI. T)
Paboraer Tonbko B Opaysepe Internet Explorer. Ilpasunvusiii omeem: 6

9. Juas yero nmpeanasnadyen Content Security Policy (CSP) B 3arosoBkax HTTP? a)
st cxxaTus mepeaBaeMbIX JaHHBIX. 0) [l cTpororo orpaHu4eHHUss HCTOYHUKOB, U3 KOTOPBIX
Opay3ep MOXKET 3arpy’kaTh CKPHIITHI, CTHJIM M M300pakeHus, 4To 3ammuiiaeT ot XSS. B) s



aBTOMaTHueckoro oOHoBieHUs SSL-cepTudukaToB. r) s XpaHeHHs] ceCCHM MOJIB30BaTeNsl Ha
cTopoHe cepBepa. IIpasunvhulii omeem: O
10.  Yro mpoBepsier cratuyeckuii anaauzarop (SAST) B nepByro ouepeab? a) CKopocTh
OTBETa cepBepa MoJ Harpy3kou. 0) McxomHeii koxa, OaWT-koja wiav OWHApHBIA (daiinm 0e3
dakTryeckoro 3amycka mpuioxkeHus. B) Hactpoiiku cereBoro skpana (Firewall). B) Hamuaue
OOHOBJICHUI ONIEPAIITMOHHON CUCTEMBI. [IpasunbHolli omeem: O
11. Ipoonema «llesouncienHoro mnepenosHenus» (Integer Overflow) uame Bcero
NPUBOJAUT K... a) 3aBucaHuio Trpaduueckoro uHTepderica. 60) Brigenenuto Oydepa mamsatu
HEIOCTaTOYHOTO pa3Mepa C MOCIEeAYIOIIUM TIepenonHeHueM Oydepa. B) HempaBuibHOMy
OTOOpaXEHHIO aThl B KaJIeHJape. T) YBEeJINYSHUIO BPEMEHU KOMIWISILIUY NTPOeKTa. [Ipasunvhbiii
omeem: O
12. Konuenmusi «Secure by Design» o3nauaer, 4ro 0e30macHOCTb... a) J[oOaBmseTcs
naTyeM IMocje TOro, Kak MPOM30IIlIa MepBasi Xakepckas ataka. 0) SBisercs GpyHnaMeHTaIbHBIM
CBOMCTBOM apXWUTEKTYpbl M 3aKJIaJbIBacTCd Ha dTane TpeOOBaHMM M NPOEKTUPOBAHUS. B)
[TomHocThIO nenerupyercss obmaunomy mposainepy (WAF/Cloudflare). ) ObGecnieunBaercs
TOJIBKO CJIOHBIM MaposieM aAMUHHUCTpaTopa. [IpasunbHuiii omeem: 6
13. He0e3onmacHasi Jgecepuanu3anusi 00beKTOB BO3HHKAET, KOI/a MNPHJIOKEHHE... )
[IpeoOpazyeT HemoOBepeHHbIE TaHHBIE OT IMOJb30BaTeNss OOpaTHO B OOBEKTHI B HaMsITH 0e3
JOJKHOU TPOBEPKH UX CTPYKTYyphL. 0) [lepenaer manusie mo nporokory HTTP Bmecto HTTPS.
B) Mcrmonb3yeT CIUIIKOM AJUHHBIE UMEHA MEepEeMEHHBIX. T') XpaHUT JOTH B TEKCTOBOM (haiine
BMECTO 0a3bl IaHHBIX. [Ipasunvhsiii omeem. a
14. Hucrpymentsl Bpoae HashiCorp Vault uiim AWS Secrets Manager ncnosb3yrorcs
B DevSecOps nas... a) 'edepanuu cinyyaiiHbix yucen st urp. 6) besonmacHoro xpanenus u
yhpaBieHus cekpeTamu (mapoyiiMu, TokeHamu API, kimrouamm), HCKiIO4as MX XpaHEHHE B
oTKpeiToM Bujae B koxae (Git). B) ApxuwBauuu CTapelx Bepcuid mpoekra. T) Busyanmzammmn
muarpamm kinaccoB UML. Ilpasunvuuiii omeem: 6
15.  UYro Takoe SBOM (Software Bill of Materials)? a) Cuer Ha omtary ycayr
pa3paboTunka. 0) DopManU30BaHHBI WHBEHTAPU3AIMOHHBIM CIIMCOK BCEX KOMIIOHEHTOB,
O6ubnuorek u 3aBucuMoctel, Bxoaamumx B cocras [10. B) [Iporokon nepeaaun AaHHBIX MEXKIY
MUKpocepBUcamu. T) Ha3Banue nmomynsipHOro penakropa koaa. /lpasunsHuiil omeem: 6.
16.  Konuenmwus BHEIpEHUs MPOBEPOK OE30MACHOCTH HA CaMble paHHHUE STalbl KHU3HEHHOTO
uksia pazpadorku (SDLC) i CHUKEHUS] CTOUMOCTH MCITPaBIIeHHsI OMMOOK HaszbiBaeTcs «Shift
» (CnBur BneBo). (Ilpasunvuviii omeem: Left)

17. B wmerononorun MmojnenupoBanus yrpo3 STRIDE OykBa S o3naudaer

(mommenka JTUYHOCTH WM Tipouiecca ayreHTudukanuu). (Ilpasunvuwviii omeem: Spoofing /
Cnyghunz)

18.  Vs3BUMOCTB, MO3BOJISIONIAS 3JIOYMBIIUICHHUKY MOJYYHTHh TOCTYN K TaHHBIM JIPYTHX

HoJIb30BaTeNel myTeM NpsiMoil Mo MeHbl uieHTH(ruKaTopa o0bekTa B 3anpoce (Hanpumep, GET
/api/user/10 na GET /api/user/11), nassiBactcst Insecure Direct Object Reference u otHOCHTCS K

KaTeropuu HapylmeHUs nocryna. (Ilpasunvueiii omeem: xowmpoas / Access
Control)
19. Hns 3amutbel oT  SQL-uHBEKIMH HauOollee HAAEKHBIM METONAOM  SBIISIETCS

UCTIOIF30BaHUE TIapaMETPH30BAHHBIX 3alPOCOB, KOTOpPHIE TaKXKe Ha3bIBAIOT
BeipakeHusmu (Prepared Statements). (Ilpasunvusiii omeem: nodeomosnenHvimu)

20.  ABTOMATH3MpOBAHHBIA MpoIlecC NOWCKa M3BeCTHHIX ys3BuUMocTel (CVE) B cTropoHHHX
6ubnMoTekax M open-source KOMIIOHEHTaX IMPOEKTa Ha3blBaeTcsi aHanu3oMm coctasa [1O wmm
cokpameHHo  (SCA). (Ilpasunvnvie cnosa: Software Composition Analysis)

21.  Araka Tuma Cross Site Scripting (Xpanumsiii XSS) xapakTepusyercs
TEM, YTO BpPEIOHOCHBIH CKPUNT COXpaHsSeTcs Ha cepBepe (Hampumep, B 0a3e JaHHBIX
KOMMEHTApUEB) U BBIMOJIHAETCS y BCEX MoceTuTeneil crpanuubl. (IIpasunvhviti omeem: Stored /
Coxpanennbwiii)




22.  Mexanmsm OpayzepoB Content Security Policy (CSP) mno3Bonsier paszpaborunkam
OTPAaHWYMTH CIHCOK JIOBEPEHHBIX HCTOYHUKOB JUIS 3arpy3KH CKPHINTOB, 4TO 3((EKTHBHO

MPEIOTBPALACT  aTaKH BBIMIOJIHEHUST  Koja.  (Ilpasunvueiii  omeem:
medxnccatimosoeo / XSS)

23.  Crarnueckmii aHanmu3 Oe3omacHoctn koma (SAST) wu3ydaer WMCXOMHBIM TEKCT
NPUIIOKEHUs 0€3 ero (PaKTHIEeCKOTo , B OTJIMYME OT IMHAMHYECKOTO aHATN3a
(DAST). (Ilpasunvhviii omeéem. 3anycka / ucCnoiHeHus)

24.  Tlpomecc mpeoOpa3oBaHMsI BXOJTHBIX JaHHBIX M3 BHEIIHETO IPEJICTABICHUS (CTPOKHU

JSON/XML) Bo BHyTpeHHHH (popMaT OOBEKTOB MPOrpaMMbl Ha3bIBACTCS
OmubKK B 3TOM IPOIecCe YacTO MPUBOIAT K YAAJICHHOMY BBINOJHEHUIO KOJa. (Hpaeuﬂbnbm
omeem. decepuanuzayueti)

25. JIOKyMEHT, TpEeACTABISAIOMNNA COOON TOJHBIM WHBEHTAPU3AIMOHHBIM CIUCOK BCEX
IpOTPaMMHBIX KOMIIOHEHTOB M 3aBUCMMOCTEHl mpoekrta, Has3biBaetca Bill of Materials,
COKpaIIeHHO (SBOM). (Ilpasunvusie crosa: Software Bill of Materials)

26. CoorBercrBue Me:xkay 3TanioM SDLC u aktuBHOCTBHIO DevSecOps
JTan *KU3HEHHOI0 HUKJIAa  AKTHBHOCTH IO 00ecre4yeHHIo 6e301acHOCTH

1. Tipoextuposanue (Design) A. IlpoBenenue ¢az3unr-rectuposanus (Fuzzing) API B TecToBoii

cperne.

. b. MoaenupoBaHue yrpo3 ¢ UCHOIb30BAHUEM METOIOJIOTHH
2. Hanmucanwue xona (Coding) ACIHp yrp a

STRIDE.

3. Coopka u TectupoBanue  B. CkaHupoBaHHe CEKpeTOB (Tapoiieil, TokeHoB) B Git-
(Build/Test) PEMO3UTOPHH Iepesl KOMMHUTOM (pre-commit hooks).
4. DKkcrTyaTanus [". MOHUTOPUHT aHOMaJIM TIOBEJICHUsI KOHTeHHepa B production-
(Deployment) cpene.

IIpasunvrvie omeemwi: 1-b, 2—B, 3—A, 4-I.
27. CoorBercrBHe Mexkny ad0Opesnatypoit OWASP Top 10:2021 1 Tunom yrpo3sl

Kareropus THI VIDOSL

OWASP yrpos

1. A01:2021 A. Hebe3omacHas necepuanuzanus, BHeApeHue madnoHos (Injection).

2 AD3:2021 b. Hcnonb30BaHNe KOMIOHEHTOB C U3BECTHBIMU ys3BUMOCTAMU (Log4],
OpenSSL).

3. A06:2021 B. Hapymienne xoutposs qocryna (IDOR, Privilege Escalation).

4. A08:2021 I'. OTka3 oT perucrpanuu COObITUI 1 MOHUTOPUHIA MHIU/IEHTOB.

5 A09:2021 . Henocratku nmoruku nporpammHoro odecrneuenus (Business Logic

Flaws).

Ipasunvuvie omsemul: 1-B, 2—A, 3—b, 4-17, 5-I". (Ilpumeuanue: AO9 — Security Logging and
Monitoring Failures).

28. CooTBeTCTBHE MEK1Y HHCTPYMEHTOM/CPEACTBOM H €r0 Ha3HAYCHHEeM

HNucrpymenr /

Ha3nayenue
CpeacrBo
1. SonarQube / A. be3zomacHoe xpaHeHUe ceKpeToB, kioueii API u maposnei Bae
Checkmarx HCXO/IHOTO KOJA.

b. UnTepaktuBHbIN aHanu3 O0ezonacHocTu npuinoxeruit (IAST),

2. HashiCorp Vault .
paboTaronuii BHyTpU cepBepa.

B. Crartuueckuii ananuzarop koaa (SAST) nis noucka ysi3BUMOCTEH B
TEKCTE MPOrPaMMBl.

3. Contrast Assess

4. Docker Bench for I'. IlpoBepka koHpUrypanuu apmwxkka Docker Ha cooTBeTcTBUE
Security crangaptam CIS Benchmarks.



Ilpasunvnvie omeemoi: 1-B, 2—A, 3-b, 4-1".

29. CooTBeTCTBHE MEXKIY MO/IJIbIO YTPO3 U (P)OKYCOM BHUMAHHUS
Mopean
yrpos

1. STRIDE  A. ¥Yrpo3ssl npuBatHocTu AanHbIX (Linkability, Identifiability).

®oKyCc BHUMAHUSA

b. Texunueckue cBoiictBa nHpopmanuu (KonpunennuanbHocTs, LlenoctHocTs,

2. PASTA JloCTYITHOCTB ).

B. MopenupoBaHue atak ¢ TOYKH 3peHHs 3noyMbinuieHHuKa (Risk-centric
3. LINDDUN B- Mozemp P yM (

MOAXOM).

I'. Ilonnenka, Packpertue, OTka3 ot aBTopcTBa, Hapyiienue nocrynHocry,

4. CIA Triad o
[ToBbIICHNE TPUBUIIETHH.

Ilpasunvrvie omeemwi: 1-1, 2—B, 3—A, 4-b.

30. CooTBeTCTBHE MEKIAY TUIIOM AHAJIHU3A U €r0 XapaKTePUCTUKOM

Tun anaausza XapakTepucTuka

A. TpeOyer 3amymeHHOro MPUIOKCHHS; HMATAPYET JICUCTBUS XaKepa

1. SAST (St&th) CHapyKH («YepHblii AIUK»).

2. DAST b. U3y4aer koA U3HYTpH; HAXOIUT OLIMOKHU HA PAaHHHX JTarax, HO 1aeT
(Dynamic) MHOTO JIO)KHOTIOJIO)KUTENILHBIX cpabaThiBaHUM («Bemblil SmuK»).
3. IAST

i B. Ananusupyert coctaB cTOpoHHUX OMOIMOTEK Ha Hannyue u3BecTHhIXx CVE.
(Interactive)
4, SCA I'. KomOuHMpyeT moaxo/ibl, padboTasi BHYTPH MPHIIOKEHUS BO BPEMs TECTOB,

(Composition)  mpemocTaBisisi KOHTEKCT BBITOTHEHUS («Cepblii AIIHUKY).
Ilpasunvrvie omeemwi: 1-b, 2—A, 3—1I', 4-B.

1.4 IlpakTnyeckue 3agaHus

3ananme 1. CpaBHUTE CTOMMOCTh UCHPABJICHUS YS3BUMOCTHU Ha dTamnax «AHaiau3 TpeOoBaHUI,
«TectupoBanue» u «Ikcruryaranusn». OObICHUTE SKOHOMHUECKUI cMbici koHueniuu Shift Left
C TOUYKH 3peHus Kpusou bappu bosma.

3apanme 2. Onummre ctpykrypy ['OCT P 56939-2016. Kakue o06si3atenbHble pabOTHI IO
aHau3y 0€30MacHOCTH JI0JKHBI ObITh BbINOIHEHBI IpH pa3padotke ['MC nmu UCII/IH cornacHo
TOMY CTaHAApTy?

3aganme 3. CpaBHHTE MOJEIH 3pPENOCTH TporeccoB paszpadorku: Microsoft SAMM (Software
Assurance Maturity Model) u BSIMM (Building Security In Maturity Model). B uem
NPUHIUIHAIBHOE pa3IMyKie UX MOJIX0A0B K OLIEHKE OpraHu3anun’?

3ananue 4. Packpoiite comepxanune stana Threat Modeling B nukie Microsoft SDL. ITouemy
ATOT dTal KPUTHUYECKHU Ba)KEH /10 Hayajla HamucaHus koja?

3ananue 5. Yto rakoe SBOM (Software Bill of Materials)? Kak nanuumne akryanpsaoro SBOM
IIOMOTaeT OTIePaTUBHO pearupoBaTh Ha nosiBieHue ysa3Bumoctei Tuna Log4j (Log4Shell)?
3aganue 6. [Ipumenure merononoruto STRIDE s monenupoBanust yrpo3 MOOHIBHOTO
0aHKOBCKOTO mpuiokeHus. llpuBeaure mo OJHOMY NpUMEpPY YIpo3bl A KakIOH OyKBBI
ab0peBuaTypbl IPUMEHUTENBHO K (PYHKIIMU TIEPEBO/A CPEJICTB.

3amanue 7. Iloctpoenne nepea arak (Attack Tree) mnst cuenapus «HecaHKIMOHUPOBAHHBIH
JOCTYTI K TIAaHEJIH aJ]MHHUCTpATOpa BeO-caiTay.

3ananme 8. IlpoekTHpoBaHHME MUKPOCEPBUCHOW APXUTEKTYPHI C MCIIOJIb30BAaHUEM MPUHIIHUIIA
HanMmeHbmx npusmiiernii (POLP). Kak HacTpouts npaBa koHTeliHepa Docker Tak, 4To0bI OH He
Mor oOpariatbes K (aitoBoii cucteme xocra (root on host)?

3ananue 9. Ananu3 npuBaTHOCTHBIX yrpo3 metonoM LINDDUN. Breibepure oguH KOMITOHEHT
CHCTeMBbl O00pabOTKM TMEPCOHAJBHBIX JaHHBIX M omummre yrposy tuna «ldentifiability»
(UnertudunupyemMocTs).



3amanue 10. ApxutektypHblii narrepH «CekypuTH-au3aiiH peBbio» (Security Design Review).
CocTaBbTe YEK-JIMCT U3 5 BOIMPOCOB, KOTOPBIE apXUTEKTOP AOKEH 33JaTh pa3pabOTUHKY Mepes
YTBEP)KJICHUEM CXEMBbI 0a3bl TaHHBIX.

Baganme 11. Yazsumocts A01:2021 (Broken Access Control). Pas6epure mpumep artaku IDOR
(Insecure Direct Object Reference): GET /api/orders?id=100. [TpemioxuTe aBa METOA 3aLTUTHI
(Ha ypoBHE KOHTPOJISl AOCTYIA U HA YPOBHE CIIYYalHBIX UIEHTU(PUKATOPOB).

3aganue 12. Kputuueckuil pazbop 3amutbl oT SQL-uHbexkumii. Ilouemy ucnosip3oBaHue
byukuuii  okpanupoBanus crpok  (addslashes, mysql_real _escape string)  cuuTaercs
HEHAJISKHBIM 10 CPaBHEHUIO C NapaMeTpu3oBaHHbIME 3aripocamu (Prepared Statements)?
3apnanme 13. MexcaittoBbiii ckpuntuHT (XSS). Onummmre mexanusm Stored XSS. Kak
3aroioBok otBeta Content-Security-Policy: default-src 'self' mpenorBpamiaer BbimonHeHHE
BCTPOEHHBIX CKPUITOB?

3ananue 14. HeOesonacHas necepuanm3amusi o0bekToB (A08:2021). Ha mnpumepe Java
MOKaXHTe, KaK Iernovka rajpketoB (Gadget Chain) mo3BosisieT BBIMOJHUTH MPOU3BOJILHBIN KO/
yepes Bxoasmuii JSON/XML noroxk.

3aganue 15. lVcnonp3oBaHue KOMIIOHEHTOB C U3BECTHBIMU ysa3BuMocTamu (A06:2021).
Pazpaboraiite monutuky yrpasieHus 3aBucumoctsmu (Dependency Management Policy) s
koMauabl Node.js pa3paOOTYMKOB, BKIIOYAIONIYI0 YacTOTy CKAaHUPOBAaHWW U TpaBuiia
OOHOBJIEHUSI MaKOPHBIX BEPCUH.

Bamanue 16. Ilenouncrnennsie nepenonnenus (Integer Overflow) B C++. Tlokaxute
omnO0YHbIH QparMeHT Kojaa mpu BeyieneHnu namstu malloc(size * count) u oObsicHHTE, Kak
UCIIOJIb30BaHUE THITOB (PUKCUPOBAHHON miuprHbI (UINt32_t) pemmaer mpobiemy.

Bamanume 17. OwmmbOku koHburypauun Oe3omacHocTu  (Security — Misconfiguration).
[poananusupyiite Tunuudbiii docker-compose.yml ¢aitn 1 HaliuTe MUHAMYM TPH OIIMOKH
(nanpumep, (opBapa nopToB 0a3bl JaHHBIX HapyXKy, OTCYTCTBHE MOJIb30BaTelsl 0€3 root-mpas,
XpaHEHHE TIEPEMEHHBIX OKPY)KEHHUS B OTKPBHITOM BHJIE).

3ananue 18. Xpanenue cekperoB. CpaBHUTE TOAXOMBI: XpaHEHHE Kitoued B (aitmax .env,
UCMOJIb30BaHUE TMepeMeHHbIX OkpyxkeHus CI/CD wu cnenuManu3upoBaHHbIE XpaHHIUILA
(HashiCorp Vault, AWS Secrets Manager). [louemy mepBbie aBa crocoba CUHUTAIOTCS
HeOe30MacHbIMU IPY KOMITPOMETALUHU runtime-cpeibl?

3aganue 19. 3ammura peno3uTOpueB UCXOAHOIO Koia. MexaHW3Mbl MPEeAOTBpAIlleHUs] yTeUKU
cekperoB uepe3 Git (Pre-commit hooks, Gitleaks) u neficTBust mpu OOHapyXeHUH KOMMHUTA C
napoJieM B IyOJIMYHOM JIOCTYIIE.

Bamanue 20. 3aromoBku OGesomacHoctd HTTP (Hardening). HasoBure mSTh KITHOYEBBIX
3arojioBkoB (Strict-Transport-Security, X-Frame-Options u ap.) u 00bsICHUTE, KaKOH BH aTak
OJIOKMPYET KaXXbli U3 HUX.

3aganue 21. Cratudeckmii aHanmm3 (SAST). IIpobiema J0KHOMOIOKUTEIBHBIX CpadaThIBAHUN
(False Positives). OmnummuTte mporecc BepuduKanuud oTueTa HHCTpymeHTa (SonarQube,
Checkmarx) gyenoBekoM («11eH3ypa») U KpUTEPUH 3aKpbITUs 3a1aun kak "Won't Fix".

3ananme 22. Jlunamuueckuit ananu3 (DAST). Ilpunnun paGotel «depHoro smuka». [Touemy
DAST-ckaHepbl 4acTO MPOITYCKAIOT JIOTHYECKUE YA3BUMOCTH aBTOPH3AIMH, HO XOPOIIIO HaXOIST
UHBEKINH?

Bapanue 23. daszunr-recrupoanue (Fuzzing). Otnwuue reHepanuoHHoro (aszsuura (Ha
OCHOBE TpaMMAaTHK IPOTOKOJAa) OT MyTanmuoHHoro. /Iy kakux cucreM (mapcepbl OMHApPHBIX
¢aitnoB vs REST API) addextuBen kaxaplif 3 HUX?

3ananme 24. UnrtepaktuHblii anamu3 (IAST). Kak wunctpyments! Bpoge Contrast Assess
MOJTy9ar0T KOHTEKCT BBIMIOJHEHHsS (CTEK BBI3OBOB, JaHHBIC 3ampoca) BHYTPH cepBepa
NPUIIOKEHUS U TI0YeMy 3TO TouHee, yeM kiaccudeckuit DAST?

3ananue 25. Aramu3 cocraBa [10 (SCA). Kak paGoraror 6a3bl JaHHBIX U3BECTHBIX YA3BUMOCTEH
(NVD, VuInDB)? Omnumute nyts oT ¢ukcanuu Bepcuu OubOnmoTeku B package.json mo
noyrydeHust onosetienust o HoBoit CVE.



3aganue 26. Asromatm3amus mnpoBepok B CI/CD maiinmnaitne. Hapucyiite cxemy
nocienoBarenbHoro 3amycka SCA -> SAST -> Unit Tests -> Container Scanning. Yto
npowusoiiaet, eciii SCA 0OHapyXua KpuTudeckyro ysa3sumocts (CVSS > 9.0)?

3ananmue 27. KonrelinepHas 6€30macHOCTh. JTallbl CKaHUpoBaHuUs oopasza Docker:

1. Ha srane coopku (Build-time).

2. ITpu pa3BepTriBanuu B kiactep Kubernetes (Admission Controller).

3. Runtime-mounuTopunr (Falco). Lenb kaxmoro srana.

3ananme 28. besonacHocth APl Cnemuduka TtectupoBanus GraphQL-unTtepdeiicoB
(mpoGsiemsr Batching Attacks u Alias Overloading). Yem 3ammurta GraphQL otrimgaercss ot
3alUThI Ki1accudyeckoro REST?

Baganme 29. [Tnan pearupoBanust Ha uHIMAeHTH (Incident Response Plan). OnuimuTe sTars
NIST SP 800-61 (ITogroroska, OOHapyxeHue, AnHanmm3, Craep)xuBaHue, YCTpaHCHHE,
Boccranonenne) npuMEHUTENBHO K HHIIUICHTY B3JIOMa BeO-cepBepa.

3ananue 30. DTuka uccnenoBarens 6e3omacHocTy. Pasnuuus mexay Bug Bounty nmporpammoit
U NOJUTUKON oTBeTcTBeHHOro pasriameHus (VDP). FOpuanueckue pucku npoBeeHHUs] TECTOB
Ha MPOHUKHOBEHHE 0€3 MpeIBapUTEILHOIO COTiacoBaHus mpaBui B3aumoaeictus (Rules of
Engagement).

2. KPUTEPUU OHEHUBAHMUSA ITPU NPOBEJIEHUU TEKYILIEI'O

KOHTPOJIA
[Ixaya oLleHUBaHUS
Bun HanmenoBanne
HaumenoBanue paboTsl
KOHTPOJIS OLIEHOYHBIX CPEICTB
Texymmii |- Bompocer mist obcyxnenus Ha| OueHka OTJINYHO
KOHTPOJIb 3aHATHSAX; BBICTYIUICHUH Ha
- VCcTHBIE  ONpOCHl MO  paHee| MPaKTUYECKOM XOpO1IO
U3Yy4EHHOMY MaTepuaiy; (cemuHapcKOM)
- Ilucemennslie paboThl: pedeparsl, | 3aHATHH, TMPOBEPKa [yAOBIECTBOPUTEIHHO
TECTOBBIE 3aJaHMS; 3ajaHui u
- IlpakTuueckue 3agaHus; ayJUTOPHBIX pPadoT, HEYTOBIETBOPUTEIHHO
- Pedeparbl u noknagsl 1Mo TeMaM | YCTHBIN orpoc,
(BompocaM),  BBIHECEHHBIM  Ha | OLIEHUBaHUE
CaMOCTOSITENIbHYIO PaloTy. JIOKJIaJI0B,
pedepaToB

Kputepun onieHUBaHNS YCTHBIX OTBETOB 00y4al0IIUXCS

[Ikama

XapaKTepI/ICTI/IKa OIICHHUBaHUA
OLICHUBAHUA

OTJINYHO OLICHUBACTCA OTBCT, KOTOpI:Iﬁ IMMOKAa3bIBACT IIPOYHBIC 3HAHUA OCHOBHBIX
MPOLIECCOB M3y4aeMoW TpeaMeTHOW oO0jacTu, OTAMYaeTcs TIyOMHOU U
TOJTHOTOH PACKpPBITUA TEMbI; BJIAACHHUC TCPMUHOJOTUYCCKUM aIlImapaToMm;
YMEHHE OOBACHATH CYIIHOCTbH, SIBICHHUM, MTPOIIECCOB, COOBITHI, /IeaTh BHIBOIBI
n 00001IeHHs, /1aBaTh apryMEHTHPOBAaHHBIE OTBEThI, MPUBOAUTH MPUMEPHI;
cBOOOIHOE BIIaJICHUE MOHOJIOTHYECKON peyuslo, JIOTUYHOCTh u
ITOCJIEI0BATEIbHOCTh OTBETA.

XOpOUIO OILICHUBAETCSl OTBET, OOHAPYKUBAIOIINI MTPOYHBIC 3HAHUS OCHOBHBIX MPOIIECCOB
M3y4yaeMoil TMpeaMEeTHOW o001acTH, OTJIWYaeTcs TAyOMHOW U TOJHOTOH
PACKPBITHA  TCMBI, BJIAAICHUC TCPMHUHOJJOTHUYCCKUM  allllapaTOM; YMCHUC
OOBSICHATh CYHIHOCTb, SIBJICHUI, MPOIECCOB, COOBITHUI, JeNaTh BBIBOABI U




00001IeHNs, JaBaTh apryMEHTHpPOBaHHbIE OTBETHI, IMPUBOAUTH IPUMEPHI;
cBOOOHOE BJIa/ICHUE MOHOJIOTHYECKOM peublo, JIOTUYHOCTh u
MocJieI0BaTeIbHOCTh OTBeTa. O HAKO JOMycKaeTcs OfHa - JIB€ HETOUYHOCTU B
OTBETE.

YIOBJIETBOPUT
€JIbHO

OLICHUBACTCS OTBET, CBUJCTEIHCTBYIOIIMHA B OCHOBHOM O 3HAaHHH NPOIIECCOB
M3y4aeMOl IpeaMeTHONW 00JacTH, OTIMYAIONINICS HEOCTaTOYHON TIyOUHOU U
MOJTHOTOW PACKPBITUSL TEMbI, 3HAHWEM OCHOBHBIX BOIIPOCOB TEOpHUH; clabo
C(bOpMI/IpOBaHHBIMI/I HaBbIKaMU aHaJIn3a HBHCHHﬁ, IponeCcCOB, HEAOCTATOYHBIM
YMEHHEM JIaBaTh apryMEHTHPOBAHHBIC OTBETHI M TNPHUBOJUTH IPHUMEPHI;
HEJ0CTATOYHO CBOOOJHBIM BIIAJICHHEM MOHOJIOTHYECKON pedbi0, TOTUIHOCTHIO
U TOCIEeNIOBAaTeIbHOCThIO OTBeTa. JlomycKaeTcsi HECKOJIbKO OIIMOOK B
COJICpKAHUU OTBETA.

HEYJIOBJIETBOP
UTETBHO

OLICHUBAETC OTBET, OOHApYKUBAIOIIMN HE3HAHUE MPOLECCOB H3ydaeMOM
NpEeIMETHOM 007acTH, OTIMYAIOUIMNCA HETJIyOOKMM PpAcKpbITHEM TEMBI,
HE3HAHMEM OCHOBHBIX BOIIPOCOB TEOPHH, HEC(HOPMUPOBAHHBIMU HABBIKAMU
aHaJIM3a SIBJICHUH, [IPOLIECCOB; HEYMEHNUEM J1aBaTh apryMEHTHUPOBAHHBIE OTBETHI,
cllabbIM  BIIAJICHUEM MOHOJIOIMYECKOH peubl0, OTCYTCTBHUEM JIOTMYHOCTU MU
110CJIEI0BATENBHOCTH. JIOIYCKAIOTCsI CEPbE3HbIE OIINOKHU B COEPKAaHUH OTBETA.

KpnTeplm OICHUBaAHUA paﬁoTbI Oﬁy'lalOIIII/IXCH Ha MPAKTUYIECCKUX U CEMUHAPCKHUX

3aHATHUAX
[Ikana
IToka3arenn Kpurepun
OLICHUBAHUS
OTan4nHO 1. TlonmHoTa 3aganue pemeHo caMocTosTesbHo. [Ipyu 3TOM coctaBieH
BBIITOJIHEHUS MPaBUJIbHBIN AJITCOPUTM PELICHUS 3aJaHusl, B JIOTHYECKHUX]
MPAKTUYECKOTO U paccyXJieHusiXx, B BbIOOpe (OpMyNT W pEIIEHUH HET
TECTOBOI'O 3aJIaHUsl |OIIMOOK, TOJY4YeH BEPHBI OTBET, 3a/JlaHue PEeIICHO
(mosHOTa OTBETA); | palMOHAIBHBIM CIIOCOOOM.
2. CBoeBpeMEHHOCTh |JlaH TIpaBUJIBHBII M  HWCYEPNBIBAIOIIMI  OTBET HA
BBITIOJTHCHUS TOCTABJICHHBIE TEOPETHUYECKHE M TECTOBBIE BOMPOCHI, B
3a/1aHMS; KOTOphIX  OOydaromuiicss  ToKa3al  BCECTOPOHHEE]
3. IlocnemoBaTenbHOCT |CHCTEMHOE 3HAHHWE MPOTPAMMHOIO MaTepualia, YCBOSHUE
b ¥ PALIMOHAJILHOCTh [OCHOBHOM M JIONOJIHUTEIBHON JIUTEpPaTyphbl, YETKOE
BBITIOJTHCHUS BJIaJICHUE TTOHSATUWHBIM anmnapaToM.
Xopo1io IIPaKTUYECKOT O 3aiaHue pemnieHo ¢ NoMollkto npenoaasatesns. [Ipu aTom
3a/IaHus COCTaBJICH TPABWJIBHBIM QJITOPUTM PEIICHUS 3aJaHusl, B
(JlorugHOCTH U JIOTUYECKOM  pacCyXJCHUHN U peuleHuu HET
YEeTKOCTh OTBETA);  |CYIIECTBECHHBIX ONIMOOK; MPaBUIBHO CICaH BBIOOP
4. TlpaBUIBHOCTD dbopMyn ans pelieHus; ecTh OOBSICHEHHE pPEIIeHUs, HO|
OTBETOB Ha 3aIaHA€ PEIICHO HEepalMOHAIBHBIM CIIOCOOOM  WIIH|
BOIIPOCHI; JIOMYIIEHO HE Oojiee IBYX HECYIIECTBEHHBIX OIIHOOK,
5. CaMOCTOATENBHOCTD | ITOTYYCH BEPHBINA OTBET.
pewenus (BnageHue |Ha mocTaBieHHBIC TEOPETHUECKUE M TECTOBBIC BOIPOCHI,
JOMOJHUTENBHBIM  [TIPU  KOTOPBIX OOYyYaAIOIMIMICS TOKa3ajl JOCTATOYHBIN
MaTepuaIoM); YPOBEHb 3HAHMI OCHOBHOI'O MPOrpPaMMHOr0 MaTrepHuaa:
6. 3HaHue OCBOEHHE MH(OPMAIMK JEKIIMOHHOTO Kypca U y4eOHbIX|
HOPMAaTUBHO- mocoOuii,  OBIaJieHWE  TOHATUUWHBIM  alIapaToM,
3aKOHOIATETbHOMN METOJIUKON MCCIEJOBAaHWII MpPH TMOMBITKE AaHaIu3a
0a3sl U pa3IMYHBIX CUTYALIM.
Y nosnerBop TEPMHUHOJIOTUU 3agaHue pemieHo ¢ MOACKa3KaMu  MpernojaBaTelis.
UTEIBHO Kypca 3amanue penieHo B 00IIeM BHUIE.
OOyuaromuiicsi TOKa3aJl CpPEeIHUA ypOBEHb 3HAHUMN




Ikana
OILICHUBAaHUA

Iloka3arenn

Kpurepun

Heynosners
OpUTEIILHO

OCHOBHOTO TMPOTPaMMHOI'0 MaTepHaia, HO HE MOT]
yOeIUTEeNIbHO apryMEHTUPOBAThL CBOW OTBET, OIIHUOCS B
WCIIONB30BAaHUM  TOHATUHWHOTO  ammapara,  IoKas3all
HCOOCTATOYHBIC 3HAHU S HI/ITepaTyprIX HNCTOYHHUKOB.
3ajaHue HE PELICHO.

OOyyarommiicss ~ MPOJEMOHCTPUPOBAT  3HAYUTEIIBHBIC
npoOenbl B 3HAHUSAX  OCHOBHOTO  IPOIPAaMMHOTO
Marepuana, HE apryMEHTHPOBAJ CBOM OTBET, IOKa3ajy
HEY/IOBJICTBOPUTENIbHBIC 3HAHUS TOHATHIHOTO araparal

U CIIEUAJIbHOW JIUTEPATYPBHI.

Kpurepun ouennBanus pegeparos

CpencTtBo
KOHTPOJIS

Kputepuu onienuBanus

[IIxama
OLIEHMBaHUSI

Pedepar

BemmonHensr Bce TpeOoBaHUS K HANMCaHMIO M 3amuTe pedepara:
o0o3HaueHa mpoOieMa M 00OCHOBaHAa €€ aKTyaJbHOCTb, CIHENIaH
KpPaTKU{ aHallM3 Pa3IMYHBIX TOYEK 3PEHHS Ha pPaccCMaTpUBAEMYIO
npoOieMy M JIOTHYHO  M3JI0KEHAa  COOCTBEHHas  IMO3MUINA,
copMyIHpPOBaHBI BBIBOJIBI, TEMA PACKPHITA MOJHOCTHIO, BBIACPIKAH
00BEM, COOMIOZCHBI TPeOOBAaHUS K BHEITHEMY O(GOPMIICHUIO, TaHbBI
NPaBUIEHBIC OTBETHI HA JIOTIOJIHUTEIbHBIEC BOIPOCHL.

Pedepat packpreiBaeT moHATYIO IpoOIEMaTHKY B TOJTHOM 00BEME.

OTJINYHO

OcHoBHbIEe TpeOOBaHUs K pedepaTy U €ro 3aIlUTe BbINOJIHEHBI, HO
IIPY 3TOM JIOMYIIEHbl HEA0UETHI. B yacTHOCTH, UIMEIOTCSI HETOYHOCTH
B U3JI0)KEHUHU MaTepuana; OTCYTCTBYET Joru4eckast
MOCJIEZI0BATENBHOCTh B CY)KJICHUSAX; HE BblIepKaH 00bEM pedepara;
UMEIOTCS YIIYIIEHUs! B 0(DOPMIIEHUH; Ha JIOTIOJIHUTEIbHBIE BOIIPOCHI
IIPY 3aIIMTE JaHbI HETIOIHbBIE OTBETHI.

B pedepare umeroTcss HETOYHOCTM M IpeaMeTHas o001acTh
BBICTYIUIEHHSI pACKpbITa HE B MIOJTHON MeEpe.

XOpOIIIO

WNwmerorcss  cyliecTBEHHbIE  OTCTYIUIEHHST OT  TpeOoBaHMM K
pedepupoBanmo. B yacTHOCTH: Tema OCBellleHa JMIIb YAaCTHYHO;
JOTYILEeHbI (haKTUYECKUE OMMUOKU B COJlep KaHuU pedepara Uiu Mpu
OTBET€ Ha JIONOJIHUTENIbHBIE BONPOCH; BO BpPEMs 3alllUTHI
OTCYTCTBYET BBIBOJ.

B pedepare He B MoNHOM cTeneHU pacKpbIT MOHATUMHBIN amnmapar,
UMEIOTCS CYIIECTBEHHBbIE HETOYHOCTH B mpolecce (popMHUPOBaHUS
BBIBOJIOB.

yJIOBJIETBOPH-
TEIBHO

Tema pedepata He packpbiTa, OOHAPYKHBACTCS CYIIECTBEHHOE
HEMOHUMAaHUE TIPOOIIEMBI.

Tema pedepara He pacKkpbITa WM BBITIOJHEHA HE 110 CYIIECTBY paHee
MIOCTABIEHHOTO BOIIPOCA.

Pedepar He cnan / noxman He cenaH.

HCYIOBJICTBO-
PUTCIIEHO

Kpurtepun oneHnBaHKus TECTOB

CpencTBo KOHTpOIIA

KpI/ITCpI/II/I OLICHUBAHHUA — IIPOUCHT
IOJIOXKHUTCIBHBIX OTBETOB

IITxana oneHUBaHUI

TectupoBanue

90-100

OTIIMYHO




70-89 XOPOIIIO

40-69 YIOBJIETBOPUTEIHHO

<39 HEYIOBJICTBOPUTEIHHO

3. OEHOYHBIE CPEJCTBA JUIsI IPOMEXYTOYHOM ATTECTAIIAN

CpencrtBa OlICHMBaHMS B X0/1€ IPOMEXYTOUHOM aTTeCTalluu:
— BOIIPOCHI J1JIS1 K3aMEHa,
— TECTOBBIE 3aJIaHUS K SK3aMEHY.

Koabt Pe3yabTarsl Ilepeyenb MIaHMPyeMbIX Pe3yJbTATOB 00y4YeHUs
KOMIIeTeHIIUH ocsoenus OITOIT 10 JMCHUILINHE
IMK-4 Criocoben  opopmiats[IK-4.1. 3naer cBolcTBa, (YHKIMH M TPU3HAKHU
Pabouyl0 TEXHUYECKYIOJIOKYMEHTa, B TOM YHCIIe KaK OOBbEKTa HalaJeHUs U
JIOKYMCHTALIUIO C3allluThl; OCHOBBI JOKYMCHTAILIMOHHOI'O o0OecrieyeHus
Y4EeTOM  JICUCTBYIOUIMX[yIpaBlIeHUs, 3aJa4d OPTaHOB 3alUThl HH(POPMAIIH
HOpMAaTHUBHBIX U[HA MPEANpPUATUAX, NOPAJOK OpraHu3aluu pabdoThl U
METOTNYECKIX HOpPMAaTUBHBIE TPABOBBbIE AaKThl MO CEPTUPUKAIIH
JIOKYMCHTOB CPCACTB 3alllUThI I/IH(l)OpMaIII/II/I;

[1K-4.2. YMmeer KBamu(UIMPOBAHHO HCCICIOBATH
COCTaB JIOKYMEHTALIUU MPEANnpusiTus (OpraHu3alum),
[pa3pabaTbIBaTh IPOEKTHI HOPMAaTHBHBIX u
OpraHU3alMOHHO-PACHIOPSAUTENbHBIX  JOKYMEHTOB,
[pErIIaMEeHTHPYIOLIUX paboty o 3alUTe
nH(popManuy; BiageeT MeTojaMu (OPMHUPOBAHUS
TpeGoBaHuU 1O 3aIuTe HH(OpMALUU

3.1. Bonmpocsl K 3K3aMeHy

1. [Tonsitue «Pa3pabotka 3ammmennoro I1O» (PBIIO). OcHoBHblEe OTAWYHS OT
TPaJUIIMOHHOTO TECTUPOBAHUS O€30MaCHOCTH MOCIE 3aBEPILIEHUs pa3padOTKH.

2. JKuznennsiii uki 6e3omacHoi pazpaborku (Secure SDLC / SSDLC). Onucanue 3tamnos
u nHTerpauus npaktuk b B kaxaplii U3 HUX.

3. OkoHomuyeckoe oOocHoBaHue KoHuernuuu Shift Left. CpaBuHenume croumocTH
UCTIpaBJICHUs YA3BUMOCTEH Ha 3Tanax TpeOOBaHUM, KOAMPOBAHUS U IKCILUTyaTaI[|H.

4. Cragmapr ['OCT P 56939-2016: o0macTe NpUMEHEHHUs, OCHOBHBIE TpeOOBAHUSA K
pazpabotke ['MIC u UCTI/IH.

5. Mogenu 3pesoctu mporieccoB paspadbotku (Maturity Models): cpaBuuTensHBIN aHaMM3
Microsoft SAMM u BSIMM.

6. Konmermms «Security by Design» u «Privacy by Design». Ilpumepsr peanuzanuu
IPUHIUIIOB IPU MPOEKTUPOBAHUH apXUTEKTyphl B/I.

7. VYnpasieHne TEXHHUECKUM 07rom 6e3omacHoctH (Security Technical Debt).

8. Ponp kxommnaenca m perynsatopoB (PCTOK, ®CB) B mpouecce co3naHusi CpeicTB
3anuThl nHGopManuu (C31) B PO.

9. [Tporpammuo-anmnapatasie cpeabl ucnonHeHus (TEE, Secure Enclave): ux pomnp B
3alUTe MOOMIIbHBIX TPUIIOKEHUHN U TpaH3aKLIUH.

10.  JluueH3uOHHAas YMCTOTAa W YHpPaBJICHHE IOPUIUYECKHMHU PUCKAMHU TPU HCIOJIb30BAaHUH

Open Source KOMIIOHEHTOB.
11.  Metrogonorus STRIDE: pacmmdpoBka abOpeBuaTypsl W NpUMEphl yrpo3 ais BeO-
CepBHCa aBTOPU3AIINH.



12. [Toctpoenune nepeBbeB arak (Attack Trees): anropuT™M COCTaBICHUS M pacyer
BEPOATHOCTH peasln3alliy aTaKu.

13. Mogens LINDDUN niist aHanu3a NPUBATHOCTHBIX YIPO3 HMPUMEHUTEIBHO K CHUCTEMaM
00pabOTKN OMOMETPUUYECKUX JAHHBIX.

14. Metog PASTA (Process for Attack Simulation and Threat Analysis): sTamsl Ou3Hec-
aHaJIM3a U TEXHUYECKOTO MOJICIIUPOBAHHUS.

15.  IIpoekTupoBaHME MHKPOCEPBUCHOH apXUTEKTYphl C HCIOJB30BAHUEM MPHUHIUIA
HanMenbinux npusmiernii (POLP) u smenonuposannoi o6opons (Defense in Depth).

16.  ¥Yrpossl APL: cneuuduxa mogenupoBanus puckos 1t REST u GraphQL unTepdeiicos.

17. Be3omacHOCTh 00MAYHBIX apXUTEKTYP: MOJICIb pasicieHHON oTBeTcTBeHHOCTH (Shared
Responsibility Model) y nposaiinepos laaS/PaaS.

18. Hcnonp3oBanne BU3yaldbHBIX S3bIKOB MojaenupoBaHuss (UML/SysML) mis onucanus
MIPOTOKOJIOB 0€30MaCHOTr0 0OMEHA JTaHHBIMHU.

19.  Amnamus mnoBepxHoctd araku (Attack Surface Analysis): MeToguka MUHHMH3AIHAN
JIOCTYITHBIX BXOJIOB B CHCTEMY.

20. JuzaitH-peBpro Oe3omacHocT (Security Design Review): KpuTepuu OLIEHKH KadecTBa

ApXUTEKTYPHI NIEpe] HAa4aJIOM CIPUHTA Pa3pabOTKH.

21.  Vsseumocts A01:2021 (Broken Access Control). Pa36op wmexanusmoB IDOR wu
BEPTHKAIBHOTO TIOBBIIIICHHS IPUBUIICTHH.

22. Bamura ot uHbekiui (A03:2021). Tlouemy mapamerpu3oBaHHbie 3ampockl (Prepared
Statements) sSBIISIFOTCS €IMHCTBEHHBIM HAJISKHBIM MeTOAOM TTpoTuB SQL1?

23. MexcaiToBeiii ckpuntuar (XSS, A03:2021). Paznuuus Stored, Reflected 1 DOM-based
XSS. Mexanu3mbl HEUTpaIU3aLUH.

24, Heb6e3onacnas necepuanu3anus o0bekTOB (A08:2021). IlpuHmmm paboThl IEMOYEK
rapkeroB (Gadget Chains) va npumepe Java i PHP.

25. Hcnonp30BaHWe KOMIIOHEHTOB C M3BECTHBIMU ys3BUMOCTsMH (A06:2021). Keiic
Log4Shell (Log4j): npuunHbl KatacTpouyeckoro Macmraa.

26. Hapymenune 1nenoctHoctd  kpuntorpapuu  (A02:2021). Tunuyseele — ommoOku
UCTIOJIB30BaHUSI COOCTBEHHBIX AITOPUTMOB UG POBAHHS U TEHEPAITUH CITyYalHBIX YUCEIT.

217. Omnbku unentudukanuun u ayreHtudukanun (A07:2021). 3ammra ot Brute Force,
Credential Stuffing u ciaObIX TOJUTHK APOJIEH.

28.  llenouncnennniec mnepenonnenus (Integer Overflow/Underflow) B si3pikax HHU3KOTO
ypoBas (C/C++). Metonbl npenoTBpaiienus yepe3 Safelnt u mpoBepky rpanwil.

29.  Server-Side Request Forgery (SSRF). MexaHu3m aTaku ¥ METObI (DUITBTPALIMH 3aIIPOCOB
Ha YpOBHE MPHJIOKEHHS U CETH.

30. Jlornueckue yszBumoctu OusHec-nmoruku (Business Logic Flaws). IIpumepsr o0xona
KOP3HHBI ITOKYMOK MJIM MaHUTYJISIIIAN KypCaMH BaJIOT.
31.  Xpanenue cekperoB (maposielf, TokeHoB API, kmtoueit). Kputuka xpaHeHuss B .env

daitnax u nepemeHHbIx okpyxenus CI/CD.
32.  PabOora ¢ xpanwuiiamu cexkperoB: HashiCorp Vault, AWS Secrets Manager, Azure Key
Vault. [TpuHIMITEl JMHAMUYECKON BbIAYN YUSTHBIX 3aMUCEH.

33.  VYreuka cekperoB yepe3 mybauuHble pero3utopuu Git. IHCTpyMEHTBI aBTOMaTUYECKOTO
noucka (Gitleaks, TruffleHog) u npeaxommut-xyku.
34.  Hardening cepBepHoii nH(ppacTpykTypsl 1 KoHTelHepoB. CIS Benchmarks ans Linux-

cepsepoB u Docker.

35. 3arosnoBku Oezomacnoctu HTTP (Hardening Headers): Content-Security-Policy, Strict-
Transport-Security, X-Frame-Options.

36.  VYmpaBnenue KkoHpurypamnmeid uHppacTpykTypbl kak koama (laC Security). Iloumck
ysi3BumocTteit B Terraform u CloudFormation maGnonax.

37.  besomacHas paborta ¢ (aiioBoil cucremoii: npenorspamenue Path Traversal m Race
Conditions (TOCTOU).



38. Hacrtpoiika kpocc-noMmennbix mnonauTuk: cpaBHeHue JSONP, CORS u wmexanusma
preflight-zanpocos.

39.  OoOesnuumBanue M MackupoBaHue maHHbIX (Data Masking) B cpemax pa3spaboTku u
TECTUPOBAHUSI.

40.  Aynaur xordurypanuu obnaka (CSPM - Cloud Security Posture Management).

4]. Cratnueckuii ananm3 (SAST): mnpuHimmmn paboThl, JoXxHOMoJoxuTeapHbIe (False
Positives) u noxxnootputiatenbHbie (False Negatives) cpabaTrsiBanust.

42. JMuuamuueckuii ananu3 (DAST/IAST): umuranus arak Ha paboraroiiee IpUIOKEHHUE.

[TpeumymiectBa naTepakTuBHOrO ananmsa (IAST) nan kmaccnaeckum DAST.
43.  Awmamm3 cocraBa [IO (SCA - Software Composition Analysis). AromaTu3arus
OTCJIC)KMBAHUS YA3BUMOCTEN B 3aBUCUMOCTAX (SBOM).

44, dazzunr-tecrupoBanre (Fuzzing): MyTalMOHHBIM VS T'€HEPAMOHHBIM  (ha33MHT.
[Tpumenenne nacrpymentoB AFL++ u libFuzzer.
45.  CumBoabHoe BoimonHeHue (Symbolic Execution) u ¢opmanbHble METOIBI BEpUPHKAIMH

KPUTHYECKHUX YJaCTKOB KOJIa.
46. TectupoBanue Ha mponukHoBeHue (Penetration Testing): pasnmuune mexay Black Box,
Gray Box u White Box moaxomamu.

47, Amnanu3 mokpeiTus koga tectamu (Code Coverage) ¢ Touku 3peHHs 0GE30IMacHOCTH.
JHocratouno a1 100% mokpsITUs 1Ji FapaHTHH OTCYTCTBUS ySI3BUMOCTEN?

48. Reverse Engineering Ounaphbix ¢aitnos: uHctpymeHTsl Ghidra/IDA Pro nns nowucka
3aKJIaJ0K ¥ HeIeKIapupoBaHHBIX Bo3MoskHocTel (H/B).

49.  KoHTpoibHbIE CyMMbl ¥ [H(POBBIC TMOANUCH WCIOJHsAEMBIX (QaitioB. IIpoBepka
[IEJIOCTHOCTHU UCTPUOYTHBA MEPE]] YCTAHOBKOM.

50. Red Teaming: orieHka rOTOBHOCTU BCEi opraHu3anui (JII0/ei, MPoLecCcOoB U TEXHUKU) K
LEJICHANPABICHHOMN aTake.

51. Wuterpamnus ckanepoB Oe3onacHoctu B maiimnaiinel CI/CD (DevSecOps). Crpareruun

Fail-Fast u Break-Build.

52.  besomacHocth koHteitHepu3auuu (Docker/Kubernetes). Creunduka opkecTpanuu:
Network Policies, Pod Security Standards, Secrets management B K8s.

53. Runtime Application Self-Protection (RASP) u Web Application Firewall (WAF): mecto
B apXUTEKType U OrpaHudeHUst 3P PEKTUBHOCTH.

54.  Mounwuropunr O6e3omacHoctr  (Application Logging). Yro morupoBath, a 4YTO
kareropuuecku Henb3d (GDPR, nepcoHanbHbIe TaHHBIE).

55. EDR/XDR cucrembl s 3aliUThl KOHEYHBIX TOYEK pa3padOTUMKOB U COOPOYHBIX
areHTOB.

56. [TnanupoBanue HenpepbiBHOCTH OusHeca (BCP) u BoccTanoBnenus mocie cooes (DRP)
st UT-unpacTpyKTypsl pa3paboTKH.

57.  Tlpomecc ympaBnenus ysa3Bumoctsmu  (Vulnerability Management Lifecycle):
npuoputnsanus no CVSS v3.1 nu SLA Ha ycTpaHeHue.

58. PearupoBanne wa wHnmaeHtsl Wb (Incident Response). Drtambl MOATOTOBKH,
oOHapy)KeHHUsI, CIepKUBaHUs U H3BJIeueHus ypokos (Lessons Learned).

59.  Drtuka uccnenosarens Oe3omacHocTH. IIpaBoBble acmnektsl Bug Bounty mporpamm u
MOJIUTUKH OTBETCTBEHHOTO pasriaiieHus (VDP).

60.  besomacubiii BeiBOm I[1O w3 oskcrutyaramum (Sunsetting/Data Disposal). Metosst
rapaHTHPOBAHHOTO yJAJICHUS TAHHBIX C HOCUTEIEH.

3.2. 3amanus 1Jisl SK3aMeHa:

3amanue 1. CpaBHHTE CTOMMOCTb HCIPABIICHHS YS3BUMOCTH Ha dTanax «AHannu3 TpeOOBaHMII»,
«TectupoBanue» n «IKkcrmayaTanns». OObICHUTE YKOHOMHUYECKUI cMmbIci kounemniuu Shift Left
C TOUYKH 3peHus Kpusou bappu bosma.



3aganue 2. Onummre ctpykrypy ['OCT P 56939-2016. Kakue oOsi3arenpHbIe pabOThI IO
aHajan3y 0€30MacHOCTH JODKHBI ObITh BhITIOJIHEHBI TIpH pa3padoTke ' MC unu UCII/IH cormacHo
3TOMY CTaHAApTy?

3aganne 3. CpaBHHTE MOJEIH 3PEIOCTH mporeccoB paspadorku: Microsoft SAMM (Software
Assurance Maturity Model) u BSIMM (Building Security In Maturity Model). B uyem
MPUHILIMIIAATIBHOE PA3IMYNe UX TOJXO0B K OI[EHKE OpraHu3aiuun?

3amanue 4. Packpoiite comepxanue stana Threat Modeling B uukie Microsoft SDL. ITouemy
9TOT ATaN KPUTUYECKH BaXKEH J0 Havaja HalucaHus Koja?

3aganme 5. Yro takoe SBOM (Software Bill of Materials)? Kak nanuuue aktyansaoro SBOM
IIOMOTAET OIIEPaTHBHO pearupoBaTh Ha MosABIcHKE ysa3BuMocteil Tuma Logdj (Log4Shell)?
3aganue 6. [lpumenntre meromonoruio STRIDE st monmenwpoBaHUsS yrpo3 MOOMIBHOTO
OaHkoBcKoro mnpuioxeHus. [IpuBeautre Mo oAHOMY MNpPUMEPY YIpO3bl IS Kaxaoil OyKBbI
ab0peBUaTypbl IPUMEHHUTENBHO K (DYHKITUH ITEPEBO/IA CPEACTB.

Baganme 7. Iloctpoenue nepesa arak (Attack Tree) mis cuenapus «HecaHKIIMOHHPOBAaHHBIM
JOCTYTI K TIAaHEJIM aJJMHHUCTpATOpa BeO-caiTay.

3aganue 8. I[IpoexTupoBaHHEe MHKPOCEPBUCHOW apXHUTEKTYPhbl C HCHOJIB30BAHHWEM MPUHIUIA
HanMmenbmx npusmiernii (POLP). Kak nactpouts npaBa konteiiHepa Docker Tak, 4roOb1 OH He
Mor oOpainathes K (aiiaoBoii cucreme xocra (root on host)?

3ananue 9. Ananu3 npuBaTHOCTHBIX yrpo3 metogoM LINDDUN. Beibepure oauH KOMIIOHEHT
CUCTeMBbl O0pabOTKH TMEepPCOHANbHBIX MaHHBIX W onumure yrpody tuma «ldentifiability»
(MnentudummpyeMocTs).

Bamanue 10. ApxurektypHbiii narrepn «CekypuTH-au3aiiH peBbio» (Security Design Review).
CocTtaBbTe YEeK-JUCT U3 5 BOIPOCOB, KOTOPBIE aPXUTEKTOP AOJDKEH 337aTh pa3padOTUHKY Mepes
YTBEPKACHUEM CXEMbl 0a3bl TaHHBIX.

3amanue 11. Vazsumocts A01:2021 (Broken Access Control). Pa3oepute npumep ataku IDOR
(Insecure Direct Object Reference): GET /api/orders?id=100. IIpemiokure ABa METOAA 3aALUTHI
(Ha ypoBHE KOHTPOJISl AOCTYTA U HA YPOBHE CIIYYalHbIX UIEHTU(PUKATOPOB).

3apanme 12. Kpurtuueckuit pazdop 3aumrtsl oT SQL-unbekimii. [louemy wucnonbzoBaHue
GyHkimii  SkpanupoBanusi  ctpok  (addslashes, mysql_real_escape_string) cumTaercs
HEHAJISKHBIM 110 CPaBHEHUIO ¢ MapaMeTpr30BaHHbIMHU 3arpocamu (Prepared Statements)?
3aganue 13. MexcaiftoBbeiii ckpuntunr (XSS). Onumwmre mexanusm Stored XSS. Kax
3aroioBok otBeta Content-Security-Policy: default-src ‘self' mpemorsparaer BbImoNHEHNE
BCTPOEHHBIX CKPUNTOB?

3ananme 14. HeOe3zonacHas necepuanuzanusi o0wvexToB (A08:2021). Ha mnpumepe Java
NOKaXHTe, KaK Iernovka rajpkeroB (Gadget Chain) mo3BosisieT BBIMOIHUTH MPOU3BOJIBHBIN KOJI
yepes Bxosaumii JSON/XML notok.

3aganue 15. lcnonbp3oBaHME KOMIIOHEHTOB C U3BECTHBIMHU ysa3BUMoOCTIMH (A06:2021).
PaspaboTaiiTe moauTUKy ympasieHus 3aBucumoctsamu (Dependency Management Policy) st
koMaHnbl  Node.js pa3paboTYMKOB, BKIIOYAMONIIYI0O YacTOTYy CKAaHHPOBAHWUW W TpaBHUiIa
OOHOBIICHHSI MAYKOPHBIX BEPCHIA.

Bapanue 16. llenouncrnennsie nepenonnenus (Integer Overflow) B C++. Tlokaxute
omMOOYHbIH QparMeHT Kojaa mpu BeyieneHnu mamstu malloc(size * count) u oObsicHHTE, Kak
UCIIOIb30BaHUE TUIIOB (PUKCHPOBAHHOM mUpUHBI (UINt32_t) pemaet mpobiemy.

Baganme 17. OmmbOku koHurypanuu Oe3onmacHoctu  (Security — Misconfiguration).
[Mpoananusupyiite Tunuunbiii docker-compose.yml ¢aitn 1 HaliuTe MUHUMYM TPH OIIMOKH
(Hanmpumep, (opBapa MOpTOB 0a3bl JaHHBIX HAPYXKY, OTCYTCTBHE IOJIb30BaTENs O€3 root-mpas,
XpaHEHHE TIEPEMEHHBIX OKPYKEHHS B OTKPBITOM BHUJIE).

3ananmne 18. Xpanenue cexperoB. CpaBHHMTE MOAXOJbI: XpaHEHHE KIo4yeld B daitmax .env,
WCIIONb30BaHue TepeMeHHbIX okpyxeHuss CI/CD wu crnenuanu3upoBaHHBIE XPAHHWIUIIA
(HashiCorp Vault, AWS Secrets Manager). Ilouemy mnepBble aBa croco0a CUYMTAIOTCS
He0e30IMacCHBIMU TTPH KOMIIPOMETAIUH runtime-cpesni?



3aganue 19. 3amura peno3uTOpueB UCXOAHOIO Koia. MexaHM3Mbl MPENOTBPALLEHUS YTEUKU
cekperoB uepe3 Git (Pre-commit hooks, Gitleaks) u aeiicTBus npu oOHapy)KEHUH KOMMHTA C
napoJieM B IyOJIMYHOM JIOCTYIIE.

Baganme 20. 3aronoBku Oe3zomacuoctn HTTP (Hardening). HaszoBure maTh KIIFOYEBBIX
3arosioBkoB (Strict-Transport-Security, X-Frame-Options u ap.) u 00bsICHUTE, KaKOH BU aTak
OJIOKHPYET KaXK/Iblil U3 HUX.

3aganme 21. Crarnueckuii ananmu3 (SAST). IIpoGieMa J0KHOIOIOKUTENBHBIX CpadaTbIBAaHUN
(False Positives). Omnummre mporecc BepuduKamuu oTdeTa HHCTpyMmeHTa (SonarQube,
Checkmarx) uenoBexoM («1IeH3ypa») U KPUTEPHH 3aKpBITUS 331a4u Kak "Won't Fix".

3ananue 22. Jlunamudeckuit ananu3 (DAST). [Ipuniun paboTel «uepHOro suka». [lodemy
DAST-ckanepbl 4acTO HMPOITYCKAIOT JIOTHYECKUE YA3BUMOCTH aBTOPH3AIMH, HO XOPOIIIO HAXOIST
UHBEKIUN?

3amanue 23. dazzunr-recrupoanue (Fuzzing). Otnuuume reHepanmoHHoro (assunra (Ha
OCHOBE IpaMMaTHUK IPOTOKOJIa) OT MyTanuoHHOro. J{ims kakux cucteM (mapcepbl OMHApHBIX
¢aiinos vs REST API) addextuBen kaxxapiit u3 Hux?

3ananue 24. VnrepaktuBHbiii ananu3 (IAST). Kak unctpymentsl Bpome Contrast Assess
MOJy4al0T KOHTEKCT BBINOJHEHHs (CTEK BBI3OBOB, JaHHBIC 3alpoca) BHYTPH cepBepa
IIPWIOKEHUS U TIOYEMY ITO TOUHEE, YyeM Kkinaccnyeckuid DAST?

3aganue 25. Anamu3 cocrapa [10 (SCA). Kak paGoraror 6a3bl JaHHBIX U3BECTHBIX YSA3BUMOCTEH
(NVD, VuIlnDB)? Omnuimute myth OT QuKcaimu Bepcun Oubnmoreku B package.json mo
noJTydeHust ornosenieaust o Hopoit CVE.

3aganue 26. Asromartuzamus npoepok B CI/CD maiinnaitne. Hapucyiite cxemy
nocienoBarensbHoro 3amycka SCA -> SAST -> Unit Tests -> Container Scanning. UYro
npowusoiinet, eciar SCA 0OHAPYKUIT KpUTHUYECKYIO ysi3BumMocThb (CVSS > 9.0)?

3ananmue 27. KonreitnepHast 6e30macHOCTh. DTambl cKaHUpoBaHus oopasza Docker:

4. Ha srane c6opku (Build-time).

S. ITpu pa3BepThiBanuu B kiactep Kubernetes (Admission Controller).

6. Runtime-mouutopusr (Falco). Ilenp kaxmoro sramna.

3aganue 28. beszonacHocte APIL  Crneunduxa tectupoBanuss GraphQL-unrtepdeiicon
(mpo6siemsl Batching Attacks u Alias Overloading). Yem 3ammuta GraphQL otingaercss ot
3aInUThl Ki1accuueckoro REST?

Bamanue 29. [Tnan pearupoBanus Ha uHnuaeHTH (Incident Response Plan). Onuriute 3Tarbi
NIST SP 800-61 (IToaroroBka, OOHapyxkenue, AnHamu3, CraepxuBaHue, YCTpaHCHHE,
BoccranoBneHNe) NPUMEHHUTENBHO K HHIUIEHTY B3J0Ma BeO-cepBepa.

3aganue 30. OTHKa uccnenoBarens 6ezonacHocTH. Pasnnuns mexay Bug Bounty mporpammoit
U TIOJIMTUKOM oTBeTcTBeHHOrO pasriamenus (VDP). IOpuanueckue pucku npoBeaeHHs TECTOB
Ha MPOHHMKHOBEHHUE 0€3 IMpeBapUTENLHOIO COTjacoBaHus mpaBui B3aumoxeictBus (Rules of
Engagement).

4. OCHOBHBIE KPUTEPUM OLIEHUBAHUSI ITPU IIPOMEXYTOYHOM

ATTECTAIIUA
IIIxaJja oueHUBAHHUA YPOBHS ¢()OPMHUPOBAHHOCTH YHHBEPCAJIBbHOI KOMIIETEHINH (3a4eT ¢
OLIEHKO¥)
dopMupyemble YpPOBHHU Kpurepun onennBanus [IIxana

OCBOCHHS KOMIIETCHIINI OLICHUBAHUWA




Bricokuii ypoBeHb

W310KeHO TpaBWIIBHOE TOHMMAaHWE BOIPOCA,
YEeTKO U CaAMOCTOSITEIILHO JIaH MCUEPIBIBAFOIIUI
OTBET, COJICp)KaHUE  PACKPBITO  TIOJHO,
npodeccnoHanbHO, TpamMoTHO. OOyJaronmmMcs
YCBOEHA  B3aMMOCBSI3b  OCHOBHBIX  ITOHSTHH
JUCIIATLTHHBI B ux 3HAYCHUU TUTS
npuobpeTaeMoit npodeccum. Otpaxkaet
VCIEIIHOE ¥ CHCTEMAaTUYECKOE TMPUMEHEHUE
HaBBIKOB U YMEHUH MO JAaHHOW JHUCIUILUIMHE B
cootBercTBuu ¢ ®I'OC.

OTJIMYHO

ba30BbIi1 ypoBeHb

W3noxeHno mnpaBuiIbHOE MMOHUMAHUE BOMPOCA,
JJaHO  JIOCTaTOYHO  MOJAPOOHOE  ONHUCaHUE
mpeJMeTa OTBETa, MPUBEICHBI M PACKPHITHI B
TE3UCHOU dbopme OCHOBHEIE MOHSTHA,
OTHOCSIIUECsT K Tmpeamery otBera. OTBeT
OTpakaer IMOJIHOE 3HaHHE yuebHo-
MPOrpaMMHOTO MaTepHaya, CHUCTEeMAaTUYECKHUI
XapakTep 3HAHMK 10 JAUCIUIUIMHE, a TakkKe
HAJIM4HE 6a3oBoro YpOBHSI OBJIAJICHHUS
MPAKTUYECKUMH YMEHHSIMH M HaBBbIKAMU T10
MaHHOU mucuuiuinge B coorBercTBuu ¢ DI'OC

XOpOLIO

[Toporosslii ypoBeHb

OTBeT  OTpakaeT  TEOPETHYCCKHE  3HaHUE
OCHOBHOTO y4eOHO-TIPOrpaMMHOTO MaTepuayia B
o0beMe, HeOOXOTUMOM /IS abHENIIelH yueObl
U mpeacrosmiei padboTel o npodeccuu. Jlannas
OIICHKA MOJKET OBIThH BBICTaBJICHA
oOyJaromemMycsi, JOMyCTUBIIEMY HETOYHOCTH B
OTBET€, HO OOJAJAIONUMU HEOOXOJAUMBIMU
3HAHUSMH  JUISI WX  yCTPaHCHHS]  TIOJ
PYKOBOJICTBOM npenojaBaTens, OTMEUYEeH
HAYaJILHBIA YPOBEHb OBJIQJICHUS MPAKTUICCKUMHU
YMEHUSMHU U HaBBIKAMH TI0 TAHHOW TUCIUTUIMHE
B cootBeTcTBUU ¢ PT'OC

YAOBJICTBOPHU
TCIJIBHO

HeynosnerBoputenbHbIi
YPOBEHb

[Ipu otBere oOywaromerocs OOHAPYXEHO
OTCYTCTBHE 3HaHWI, YMEHUI M HABBIKOB W/WIIU
(dparMeHTapHbIC 3HAaHWUS OCHOBHOTO Y4eOHO-
MIPOrPaMMHOT0 MaTepHaa.

HCYOOBJIETBO
PUTCIIEHO

Tekymuii KOHTPOJb M INPOMEXKYTOYHAS ATTECTAUMS  OCYHIECTBISIIOTCS B
coorBeTcTBUM ¢ «llojoxeHneM O TeKyled M MPOMEXYTOUYHOM aTTecTalui O0YyYarolIuxcs B

ABTOHOMHOM HEKOMMEPYECKOW OpraHU3aluu

«OOpa3oBarenbHas OpPraHU3alUsl  BBICIIETO

o0pa3oBaHus» «YHUBEPCUTET SKOHOMHUKH M YIPABICHUS.
Bug npomexxyTouHOM aTTecTaluu — 3K3aMEH.
dopma IpOBEAEHUS IPOMEKYTOUYHOM aTTECTALMU — IUCbMEHHBINA dK3aMEH.





